MunuctepcTBO oOpazoBanus Pecnybnuku bemapych
VYupexaenue o0pazoBaHus
«besopyccKuil rocy1apCTBEHHbI YHUBEPCUTET
MH(OPMATUKU U PAJHOITEKTPOHUKHI»

Kadenpa paanorexHuuecKux CUCTEM

C.b. CaaomaTun

HCCIEJOBAHHE CBOHCTB FJIOYHbIX
KPUIITOCUHCTEM

VY4eOHo-MeToInYecKoe mocooune
o Kypcy «KoaupoBanue u 3aniuta nHhopMaum»
JUISL CTYJICHTOB CIICIIUATBHOCTEH
[-39 01 02 «PafgnosineKTpOHHbBIE CUCTEMBI»,
[-39 01 03 «PapmnounpopmaTuka,
[-39 01 04 «PaamnosnexTpoHHas 3amura HHGOpMAIIN»
JTHEBHOUM (OpMbI OOyUEHHUS

Musnck 2006



VJIK 621. 391.25 (075.8)
BBK 32.811 5 73
C 16

PeneHnseHr:
I-p TeXH. HayK., mpod. B.K. Kononenbko

Cagomatun C.B.

C 16 HccnenoBanue CBOMCTB OJIOYHBIX KPUIITOCUCTEM. Y UeOHO-METO/I. TocoOue
no kypcy «KonupoBanue u 3aumura uHbopmanuu» 1 ctya. coen. -39 01 02
«Pannosnexrponnsie cuctembr», 1-39 01 03 «Pagnoundopmartuka», 1-39 01 04

«PagnosnekTpoHHas 3ammTa uHbopManun» aHeBH. Gopmbel 00y4. / C.b. Caino-
Mmatul. — MH.: BI'VUP, 2006. — 31 c. : .
ISBN 985-444-992-0

[TocoGue conepKUT TEOPETUYECKUE CBEICHMSI, alTOPUTMbI, IPOrPAMMbI MO/IETHUPOBa-
Hus 0a30BbIX KpUnTorpadguyeckux QyHKIHM, TpoLeccoB MUPpPOBaHUsA U paclInppoBaHus, a
TaKKe Kpunrorpaduueckoro ananusa crannapra AES. OnennBaercsi ycTOMYUBOCTD KPUTITO-
CUCTEMbl 10 OTHOUICHHIO K AU(QepeHlnanbHOMy U JUHEHHOMY KPHUNTOAHAIU3y, aTake
«KBagpaT», ypoOBHIO HETMHEHHOCTH KPUIITOTpamM Iudpa.

VJIK 621. 391. 25 (075.8)
BBK 32.811 51 73

| SBN 985-444-992-0 O Canomarun C.B., 2006
O BI'YUP, 2006



BBEJAEHHUE

Kpunrorpaduueckue npeoOpa3oBaHus JaHHBIX SBISIIOTCS HauOosee dhPpeKTus-
HBIM CpEACTBOM oOOecrneueHUus KOH(HUICHIMAIbHOCTU JAHHBIX, UX LEJIOCTHOCTH U
noctynHocTH. Bo Bcem pazHooOpaszuu KpUNTOrpaUUecKuXx MEXaHHW3MOB 3alIUThI
0JIOUHbIE KPUIITOCUCTEMBI 3aHUMAIOT LIEHTPAJIbHOE MECTO, KaK CUCTEMBI C BHICOKUM
OBICTPOJICHCTBUEM HAJIEAKHOCTHIO.

B Tedyenun psiga neT caMbIM paclpOCTPAHEHHBIM KPUITOAITOPUTMOM B MHUPE,
MO0 CYyTHU MHOTOJIETHHM CTaHAApTOM KPHUNTO3AIIMThI, cuuTasica anroput™m DES. Ero
OCHOBHBIE pa3Mephl: pazmep Osioka 64 O6uta, nvHa Kiaoda 56 o6ut, 16 paynmos. B
ocHOBe mmmuGpa JNexur crpykrypa Deilictena. OnHAKO BHICOKHIA YPOBEHb pa3BUTHUSA
BBIYUCIUTEIBHBIX CPEACTB MO3BOJISIET cerofHsi BckpbiBaTh DES myrem mepeGopa
KJIFOUeH, XOTsI B OCTaJbHBIX OTHOHICHUSX MIM(P MOATBEPKIAET CBOIO TeOopeTHye-
CKYIO0 CTOMKOCTb.

B 2001 roay nocne mpoBeieHHs] OTKPBITOTO MEXAYHAPOJIHOTO KOHKYpCca B Ka-
YecTBE aMEPUKAHCKOTO CcTaHjapTa Kpunrorpaduueckoi 3amutel AES npunar mudp
Rijndael, mocTpoeHHbIi Ha MATEMAaTHYECKOM arapare KOHCUYHBIX MOJICH.

Kpunrocuctrema AES (Rijndael) umeer HoByro apxutektypy («KBampar»),
o0ecreynBarollyl0 OBICTPOE pacceMBaHHE M IepeMelIuBaHue WHGOpMaluu, Mnpu
ATOM 3a O] PayH] IpeoOpa3zoBaHUIO MOABEPraeTcs Bech BXOAHOU Onok. Bee payn-
JI0BBIE MPE0OPa30BaHMS CYTh ONEpPALMU B KOHEUHBIX MOJIAX U JOMYCKaOT 3P peKTuB-
HYI0 IPOrPaMMHYIO U allapaTHYIO pealn3alii Ha pa3nuyHbiX miargopmax. Kpun-
TOCHUCTEMa MMEET OalT-OpHEeHTHUPOBaHHYIO cTpykTypy. Omnako Rijndael 3amerno
cioxHee B onucanuu, yeM kpunrocuctembl RC6 u TOCT 28147-89.

B MetoaunyeckomM mocoOuM paccMaTpuBaIOTCS OCHOBBI KPUMNTOJOTUU OJOYHBIX,
CUMMeTpHUUHbIX cucteM. [IpuBoautcs onucanue mudpa AES ¢ ucnonp3oBanuem ai-
reOpanyeckux CTPYKTYp M KOHEUHBIX IMOJEH, a TaK)Ke OCHOBHBIE CBOMCTBA 0a30BBIX
orepauuii, X 000CHOBAHUE C TOYKH 3PEHHS YCTOMYMBOCTH IIHU(pa MO OTHOIIEHUIO
aTak KpUITOaHAJIN3a.

[MpuBonsaTcs mpuMepbl MojearpoBanus B cpene Maple mponeccor mmgposa-
HUs, pacundpoBaHus, padboThl 6a30BBIX ONepaluil U KpUNTOrpapuiyecKux (HyHKIHM,
aHaJIM3 UX CTPYKTYPHBIX CBOKCTB.



1. BIOYHBIE HIN®PbI

brounslii mmdp MOXKHO ONMpeaeuTh Kak 3aBHcsIee oT kiaroda K obparumoe
npeobOpasoBanue (oOpatumast GyHKIMsA) ciioBa (BXOJAHOIO 3Ha4YeHHUs) X U3 N IBOWY-
HBIX CUMBOJIOB:

C=Ex(X), X =Dk (C)=E}(C) =X,

rae Dk = Ekl - 0003HauaeT pacirdpoBbiBatoliee npeodpasopanue, C — caoBo (Hin

OJIOK, BBIXOJTHOE 3HAYCHHUE) mudpa.

s kpunrorpadudecKuX MPUIOKEHUN ONOYHBIA mHUGP TOMKEH YAOBICTBO-
pATh psALy TpeOOBaHWM, 3aBUCAIIUX OT CUTYallMd, B KOTOPOW OH HCIOJIB3YETCS.
[Iudp cuuraercs croiikum (Ipu atake MO BBIOPAHHOMY TEKCTY), €CJIH IS Hero He-
M3BECTHBI aJITOPUTMBI B3JI0OMa, CYIIECTBEHHO Oosiee d(hPeKTHUBHBIC, YeM MPSIMOH Tie-
pedop KIroYeil.

Fnounvie cocmaeuvie wugpoi. JlerepmuaupoBanubiii mupp G MoxHO ompene-
muth creayrommM obpasom G =(X,C,K,E), rne E: X" K® C. JlomyctuMm, 4rto
mudp ompexaensercss cemeicTtBoM mnpeoOpaszoBanuil Gy, uMermux odumme mnpo-
CTpaHCTBA BXOJHBIX M BBIXOAHBIX 3HaueHU X; =Cj =M , mpu 3TOM pe3ynbTar nei-
ctBus ¢ynkuuu E; 3aBucuT oT KmodeBoro snementa K1 K. Ha ocnose aToro ce-

MEHCTBA C MOMOIIBIO OMEePalliid KOMITO3UIIUH MOYKHO ITOCTPOUTD MIK(P, 3a]aBacMbIi
oTOOpakeHuEM
E:M™ (K" Ky . K)® M,
npuueM E = E; ... E>Eq, a ximtodom siBnsiercst Bektop (K, k2,...,kr)i Ki" ... Ky
[IpeoOpa3oBanue E; Ha3piBaercs i-M payHAOM ImudpoBaHus, kiod ki - payH-
noBbIM Ki1rouoM. Ecnm kimoueBble poctpancTtBa K u npeoOpaszoBanus E; mis Bcex

payHJ0B COBIAAAIOT, TO TAKOW COCTaBHOM MIHU(P HA3BIBAECTCS UTEPALUOHHBIM.

Unes (mo K. IllenHoHy), Jiexaiasi B OCHOBE COCTaBHBIX OJIOUHBIX MIH(POB, CO-
CTOUT B IOCTPOEHUU CHCTEMBI IIyTEM MHOTOKPATHOI'O MPHUMEHEHHS OTHOCUTEIBHO
MPOCThIX MpeoOpa3oBaHMii, TUNA TOJCTAHOBKA M IMEPECTAHOBKA, KOTOpPHIE MHOTO-
KpPaTHO UCIIOIB3YHOTCH.

K.IllenHOHOM C(OpMYIHpPOBaHbI MPUHIHUIBI MOCTPOCHUS MpeoOpa3oBaHUN HMH-

dbopMaruu s KpUNTorpapuieckux cucteM. BakHEeHIIMMY U3 HUX SIBJISTFOTCS] TIPHUH-
ITUTIBL

‘mepemeniBaHusl’ — AaeT HEPOPMAIBHYIO TPAKTOBKY MOHATUS JJIsL dPTOIu-
YECKUX CUCTEM C KOHEUHBIM YHCIIOM COCTOSHUN;

“paccenBanus’ (diffusion) mocpeacTBOM KOTOPOTO «...CTaTHCTHYECKAs
CTPYKTYypa COOOULIEHUH, KOTOpasi MPUBOAUT K M30BITOUHOCTH B COOOUIECHUSX, «pac-
NBUIAETCS» B CTATUCTUKY OOJBIIMX JUIMH, TO €CTh B CTATHUCTUKY CTPYKTYp, BKIIIO-

Jaromyro AJINHHBIC KOM6I/IHaI_[I/II/I 6YKB KpPUIITOT'paMM». PacceunBanue npearojaaracTt



pacrnpocTpaHeHHE BIUSHUE OJHOIO 3HAKa OTKPBITOI'O TEKCTa, a TAK)KE OJHOTO 3HaKa
KJII0Ya Ha 3HAYUTEIIbHOC KOJUYECTBO 3HAKOB IIM(PPOTEKCTA. ]

“3amyTeiBanus” (CONfusion), KOTOPBIH “COCTOMT B TOM, YTO COOTHOIICHHS
MEX/y MPOCTBIMH CTATHCTUKAMH B MPOCTPAHCTBE KPUITOIPAMM M IPOCTHIMHU IOJ-
MHOKECTBAMHU B IMPOCTPAHCTBE KIOYCH EIar0TCS BEChMa CIIOXKHBIMH U Oecrops-
JIOYHBIMHU” .

MaTemMaTH4ecKuM 00BEKTOM, MOJCIUPYIOIIMM IIpeodpa3oBaHus WHGOPMAIIUU B
KPHUITOCUCTEMAX, SBIISIOTCS AUCKPETHbIC (QYHKIUH, KOTOPBIC MPEACTABISAIOT COOOM
0TOOpakeHUsI KOHEUHBIX alreOpanuecKux 00beKTOB — MHOXKECTB, TPYIII, KOJIEI], M0-
JICH, BEKTOPHBIX IMPOCTPAHCTB.

B 0G7109HBIX KPUINITOCUCTEMAaX payHAOBBIC MUMPHI CTPOSITCS B OCHOBHOM C HC-
M0JIb30BAHUEM OICPAllMii 3aMEHBI JIBOMYHBIX KOJOB (CXEMbI, pealn3yIOIInue 3Ty He-
JMHCHHYIO OTEpPaIlui0 Ha3bIBAKOTCI S-00KCaMU), MEPECTAHOBKHU 3JIEMEHTOB JIBOUY-
HBIX KOJOB, apu(PMETUUCCKHUX U JJOTUUSCKUX OTEpaIuii HaJl JBOMYHBIMH KoJaMu. B
KadeCcTBE OIPaHUYCHUS MCIIOJIB3YETCS 3alpeT Ha MPUMEHEHNE B JIBYX COCEIHHMX pa-
yHIaX mudpoBaHUs MpeoOpa3oBaHWi, UMCIOIIUX OOIIyH MPO3pavyHOCTh. [lycTh
E:x® y,yl M, u Ha MHO)ecTBe M ompenenensl npeodpaszosanns g u h. Ecian
E(g(x)) =h(y), E nmpo3pauno nns g, a g npo3pauno g E. [Ipumepamu npospauy-
HBIX OIIEPAIMi SBIISTIOTCS OIEPAIMH ITUKIUYECKOTO CIBUTA, 3aMEHBI U T.I1. [[71s pas-
pYIIEHHUS MPO3PAYHOCTH { MCIOJIB3YIOTCS Tpeodpasoanus (Oydepa), He mpo3pad-
HBIC JUIS §, KOTOPBIE pa3MeIIaloTcs MKy payHaamu mudpoanus. Bee aieMeHTHI
CUCTEMBI IMOJPA3ICAIIOTCS Ha JETKO CMCHICMBIC U JIOJTOBPEMEHHBIC, TPUYEM T10-
CJICIHME M3BECTHBI MOTCHIIMAIBHOMY 3JIOYMBINIICHHUKY. K M0NITOBpeMEeHHBIM 3J1e-
MEHTaM OTHOCSATCS T€ 3JICMEHTBI, KOTOPhIE OTHOCSITCS K pa3pabOTKE CUCTEM 3alllH-
THI U JUISI U3MEHECHUS TPEOYIOT BMEIIATEIHLCTBA Pa3padOTUMKOB HIIM CIICITUAIHCTOB.
K Jerko cMeHseMBbIM 3JE€MEHTaM OTHOCSITCS 3JEMEHTHI, KOTOPhIC MpeaHa3HAYCHBI
JUISI TIPOM3BOJIBHOTO MOJH(PUIIMPOBAHMSI, MCXOIS U3 CIAy4ailHO BBIOMpAEMBIX Ha-
YaJIbHBIX TTapaMeTpoB (KIII0U, MapoJib, HACHTUOHUKATOP | T. 1. ). Haanmexamwuit ypo-
BEHb CEKPETHOCTH MOXKET OBITh 00€CIEYCeH TOJIBKO IO OTHOIICHHUIO K JIETKO CMe-
HSCMBIM 3JICMCHTaM.

CorylacHO COBPEMEHHBIM TPEOOBAaHUSAM K KPHITOCUCTEMaM OHH JIOJDKHBI BBI-
JICP’KUBATh KPUIITOAHAIN3 Ha OCHOBE U3BECTHOTO ajJropuTMa, OOJIBIIOTr0 00beMa H3-
BECTHOTO OTKPBITOTO TEKCTAa U COOTBETCTBYIOIIETO €My MU(PPOTEKCTA.



2. CTAHIAPT BJIOYHOM CUMMETPHUYHOM

KPUIITOCUCTEMBI AES

2.1. MaTtemaTu4YeCcKHe NMPeANOCHIJIKHI

Anroputm AES onepupyer OailiTamMu, KOTOpbIE pacCMaTpUBAIOTCS KaK AJIEMEHTHI

8+x4+x3+x+1. Bri-

OpaHHBIN MOJTUHOM M(X) HEJB3s MPEICTABUTh KaK IMPOU3BEICHUE APYTUX MTOJTUHOMOB
C JIBOMYHBIMHU K03 duimentamu. B pesynbrare nmodoi noauHoMm a(X)! 0 umeeT wH-

pacCIIMpeHHOro KoHeuHoro nomst GF(2%) o momHomMy m(X) = X

BEPCHIO, T.C. IOJINHOM & 1(X) , Takoi, uto a(x)>a’ 1(X) mod m(x) =1. Ha s3bike Teo-
pHH TPYIII TOBOPST, YTO B 3TOM CJIydyae MOJUHOMBI-0aiThl 00pa3yroT MmoJie F28 .

DneMeHTaMu HOJIs GF(28) SIBJISTEOTCSI MHOTOYJICHBI CTETIEHHU He 0osiee 7, KOTOpbIe MO-

I'yT OBITH 33JIaHBI CTPOKOM CBOMX K0d(duIenToB. Eciu npeacTaBuTs OaliT B BUIE
{a7,86,85,84,83,82,8,80}, g | {04, 1=0,7

TO DJICMCHT I10JI1 OIIMCBIBACTCS MHOI'OYJICHOM
ay X7 + ag X6 + a5x5 + a4x4 + 8.3X3 + 8.2X2 +ayX+ag.

IIpumep. baiity { 11001011} (wmu {cb} B mecTHaanaTepuaHOr (GOpME) COOTBETCT-
Byer MHOrowieH X+ +x°+ X+ 1.

Ipumep. Kaxaplii 0alT JaHHBIX paccMaTpHUBAETCS KaK MOJMHOM ¢ Kodhuiu-
entamu O u 1, neiictBus ¢ k03P dULIMEeHTaMU TPOU3BOAATCS IO MOJYJIIO 2:

100010011= x/ + x* + x +1,
10010011 +01010001 = 11000010.

IIpumep. [1o1MHOMBI-0AMTBI YMHOXKAIOTCS 110 MOJYJIIO IPUMUTHUBHOTO MOJIMHO-

Ma m(X) =x8+x*+ 3+ x+1.

10010011>00000010 mod m(x) = 000111101.

Kamﬂoe CJIOBO JAaHHBIX MOXCT OBITH MMpCaACTABJICHO KaK ITOJIMHOM C KOC—)(I)(i)I/II_[I/I-
CHTaMHU B F28 B mCCTHaHHaTequHOﬁ CUCTCMC CUHCIICHUA

llpumep.
0x7500a302 = (0X75)x° + (0xa3)x + 2,



Trac Hpe(l)I/IKC OX o3HayaeT 3aIMCh YUciia B HICCTHaIIL[aTI/IpPI‘{HOP'I CHUCTCMC

PaynnoBbie npeobpazoBanust AES onepupytor 32-pa3psiiHbIME ClloBaMH. YeTbIpex-
0aliTOBOMY CIIOBY MOKET OBITh IIOCTABJICH B COOTBETCTBHE MHOTOWIEH a(x) ¢ koaddu-

8
ienTamu u3 GF(2°) crenenn He Oolee Tpex

a(x) = a3x3 + a2x2 +a X+ ap,
rreal GF2®),i=0.3.

8
CroxeHue IByX MHOTOWICHOB ¢ kKoadduinenramu u3 GH(2°) cyTh oneparus ciio-

YKEHHSI MHOTOUJICHOB C MTPUBEICHUEM MTO00HBIX YJICHOB B I10JIC GF(Z8 , T. €.

_ 3 2
a(x) +b(x) = (ag A bg)x® + (g A by)x2 + (a A by)x+ (ag A by)
Takum o0paszom, crnoxeHue AByX 4-0alTOBBIX CIIOB CYTh OINEPALUs TIOPA3PSIIHOIO
XOR (cymmupoBaHust 110 MOIYIIIO 2).
Omnepaiysi yMHOXKCHHUS [TOJTMHOMOB BBIITOJHSETCS 110 MOJTYJIFO (X4 +1), mis xKoro-
[ 4 — imod4
poro crpaBeiMBo cootHorrenne X mod(x™ +1) = X . Pe3ynpraTr yMHOXKEHUS

d(X) =a(x) A b(x) mod ( x* +1) B 9TOM ciyuae npeacTaBisercss 4-0aliTOBBIM CIIOBOM.
B maTpuuHOii popMe 3TO MOKET ObITH 3aIMCAHO CIEAYIONUM 00pa3om

édpu éag agz a» au épu

é,u é ué, u

et % % 20800

&yl &y & ag agl &yl

€4 € U & U

€d3( ez a @& ag( A

YMHOKEHHIO Ha x MHOrowierna b(x) ¢ kospdummenramu w3 CF(2%) mo moxy-

4 o o
JI0 X +l, YUUTbhIBass CBOUCTBA IMOCICAHCTO, COOTBECTCTBYCT HNUKINYCCKHUNU CIABUT

0aliTOB B Ipejenax cjoBa B CTOPOHY CTapllero daira.



2.2. Aareopandeckasi CTpykTypa mudpa

1. Onepayuu

Cmpykmypa koneynoeo noasa. Ilone F =GF (28) omnpeaensieTcss IPUMUTUBHBIM

IIOJIMHOMOM

8., .4 3

+ X7+ X7+ x+1.

Omnpenenum a - KopeHb nmosimaoma M(X), T.e. m(@a) = 0 B moste F.
Omnepaiuy B MAaTPUYHOM KOJIBIIE ONPEIEIISIFOTCS Yepe3 MATPHILY

m(X) = X

M4(F)={Y =(bj)a albyT F}.
Dnement kaxaon marpuisl M 4(F) npunamnexut nomo F. Kaxkapii snemMent

MaTpHIIBI COCTOUT U3 8 Out (0Opasyer Oaiit). Kaxkmas cTpoka MU KaKabli CTOJIOEI
MOJKET pacCMaTPHUBATHCS Kak CJIOBO U3 32 OuT (4 OaiT).

2. basucnvle onepamopbwi

[Ipeobpaszosanue noocmanosku S (S60kc) ubBytes B xonmbrie M 4(F). s
Y =(bij)T M4(F) mpeobpa3oBanue S mpencraBiseT co0ol MoOAWTHO OPHEHTUPO-

BaHHYIO OIICpaIunuro

S(Y) = (S(Bj )« 4-
Onpenemum Bektop-6aiit b = (by,by,...07)T F, xak snement nmons F. B momnu-

HOMHMAJILHOM IPEICTAaBICHUH UCITIOJIb3yeM o0o3HaueHue b(X)modm(x) .
[Toctpoum adpunHoe mpeoOpazoBanue T

g 0 0 01 1 1 1udépu éu
< G§é& 0 &d
& 10001 1 15y &y
€ 1100 0 1 10 &0 &4
e u u e.u
rdy-g 111000 15y Dy
€ 11110 0 00t &
e u €
© 111110 0jas; &y
© 011111 0Ué&gl éu
e ue u eu
@0 0011 1 1 18yg &4
nJIn
T(b)=Ab+¢,



rae A — matpuna pasmepom (8 8) nmukanueckux casuros Bekropa (1,0,0,0,1,1,1,1),
¢ =(1,1,0,0,0,11,0) - mocTostHHBIi BEKTOP.
B nonmunomuansHoM Brie 310 ipeodpaszoBanue T(b(X)) 3amumercs kak

T(b()) = b(x) = (X" +x8 +x° +x* +Db(x) + (x” +x8 + x% + x) mod(x® +1) .

1 .
OO6patHoe mpeoOpa3zoBaHue T -~ BBIMOJIHAETCS C IPUMEHEHUEM 00paTHON MaTpu-
-1

115l A™ ¥ B MATPUYHOM BHJIC UMEET BUJI

@ 010010 lozly doid
; Q%60 & 0
éOOlOOlOugéugbluz
@0 10010 0 10%00 &y

r r &% 010010 olcdl &U
gy = ALl py =&t 0,500 &s¢°
T ib)=A1¢- p)=8 e u. esa;
& 10100 1 000 &,d

& a %e a:

0 010100 135G dsg

& 0010 1 0 0Uclld &l

é 080 e°ur

€0 100 10 1 0f&0g 70y

WK B TIOJIMHOMHUATBHON Gopme
1 — 7 6 2 7 5 2 8
T (b(X)) = b(x) = (b(x)- (X" +x° +x°+Xx))(x" +Xx~ +x°)mod(x° +1),
r7ie (x7 +x° + x2) = (x7 +x8 + x5+ x? +1)° 1mod(x8 +1).
[TpeodpazoBanue SUbBytes(Y) neficTByeT HE3aBUCMMO Ha KaxK/blii 0aiT b B Y 1
OIpeIeIIIEeTCS KaK
I
D(Y)=Tob 1,
B IIOJIMHOMHMAILHOM BHJIE
b(x) = b *(x) modm(x),
b(x) = T (b(x)).
O6parHoe mpeobpazoBarne SubBytes® (X) meiictByer Ha kaxplii GaiiT b BbI-
XOJTHOTO OJI0Ka X 1 3aITUChIBACTCS KaK
I
o Y(X)=(T Lo (C- b)) L
WK C TIOMOIIBIO ITOJTMHOMOB

b(x)~ T~ 1(b(x)),
b(x) = b~ 1(x)mod m(x)

PesynpTaThl mpssMoro m oOpaTHOro MpeoOpa3oBaHUM, 3apaHee IMOJICYNTAHHBIC
s kaxgoro Oaiita or O mo 255, 3aHOCATCS B COOTBETCTBYMOHIME TaOmUIbl (S
OOKCBI).

Obocnosanue svibopa cmpykmypol. ©Dynkuus SUDBYtES coctout B o0ecredeHUH
TpebyeMoro ypoBHs nepeMeninBanus. Kputepuu pa3paboTku Tabiuil 3aMeH S— O60K-
COB OOYCJIOBJICHBI YU4ETOM BO3MOKHOCTEH AU(dEpEeHIINATLHOTO W TMHCHHOTO KPHII-



TOAHAJIN3a, a TaKKe BO3MOJXKHBIX alreOpandecKuX MaHHIYJIAIUNA (aTaka METOIOM
uHTEepnoAiun). OCHOBHBIC KPUTCPHH

- 00paTUMOCTb;

-  MHHHMW3aIUs HaWUIMHHCHIICH HETPUBUAIBLHOW KOPPEIAIHMH MEXKIY JIU-
HEHHBIMH KOMOMHAIIUSIMU OUT BXOJHBIX M BBIXOJHBIX JAHHBIX (3aIMTa OT JIMHEHHO-
r0 KPUIITOAHAIIN3A);

- MUHUMM3ALUS HauOOJbIIEro HeTpUBHAIHLHOTO 3HaueHuss XOR TaGauiiel, 4To
XapaKTepru3yeT YCTOWUNBOCTh K TU(DPEPEeHITMATBHOMY KPUIITOAHAIIN3Y;,

- CIIOXKHOCTB anreOpamdeckoro mpejcraieHns B moite GF(2°) mis obecmeue-
HUS YCTOWYUBOCTH K aareOpandecKuM aTakam,

- MPOCTOTA OTHCAHHUS.

st popmupoBaHust TabJIUIl 3aMeH BIOpaHO oToOpaxeHue X® x* (MyJIbTHILIH-
katuBHas uaBepcns) B mone GF(2%). st samuTs oT anreGpandeckoil aTaku ImprMe-
HSETCS JIOMOJIHUTEILHOE U3MEHEHUE, KOTOPOE MOXKET OBITh MPEACTABICHO KaK Iepe-
MHOXEHIE MHOTOWICHOB 110 Moxyio (X + 1) ¢ mocieayrommm coskerneM. [prdem
muorouter (¢ + X + X + 1) BBIOpaH TaKUM 00pa3oM, 4TOOBI TaOJIHIA 3aMEH HE UMe-
na Touek cummerpun (@) = @) 1 Touek o6patHoil cummerpun (@) = a*t).

IIpeobpazosanue cosuea cmpox ShiftRows(Y). Tlociennue 3 cTpoku cocTos-
HUS [UKITUYCCKU CIBUTAIOTCS BJICBO Ha pa3inuuHoe yucio OaitoB. Ctpoka 1 casura-
erca Ha Cq OaiiT, cTpoka 2 —Ha C, Oaiit, u ctpoka 3 —Ha Cg 0Oaiit. 3HaueHUs cABU-

roB C1, Cy, u C3 3aBucar ot aymHbl 6710Kka Ny .- X BeTu4uHBI MpuBeCHBI B TAOIUIIE.

Beanunnsl CABUTOB IJIA PA3HBIX OJINH 0J0KOB

Z

b Cl Cz Cs

0o~
AlWlW

1 2
1 2
1 3

B crannapre AES rae ompeneneH eqMHCTBEHHBIN pa3Mep OJioka, paBHBIM 128
ouram, C; =1, Cy =2u Cg = 3. Casur AelicTByeT Ha KaKIAyHO CTPOKY [ B Y, T. €. Ha
I-to (I = 0,1,2,3) moce10BaTeIbHOCTL OAUT CJIOB OJIOKA, IO MTPABHITY

o << [ ,
roe << -— onicpanuda TUKINYCCKOro CaABUra BJICBO HA YKA3aHHOC YUCJIO Oair.

Ecau npencraButh 050K Y Kak

€Yoo Yo1 Yo2 Yosu
e u
Yy = §Y10 iz Y12 Y13 0,
€Y20 Y21 Y22 yzsg

e
Y30 Y31 Y32 Y330

10



rae Y — Oaiir Omoka, To omepanuio R caBura npu mudpoBaHHE MOXKHO 3alHCaTh

KakK

€Yoo Yo1 Yoz Yosu
e u
R(Y) = §y11 Y12 Y13 Y10 7
€y22 Y23 Yoo Y21U

& u
€Y33 Y30 Y31 Y320

OGpatHas oneparnus Haja 0JJOKOM X UMEET BUJ

€Xoo Xo1 Xo2 Xo3U

e u

A X3 X X11  X1o

RI(x)=€93 X0 X1 X2q

EX22  X23 X0 X21H

€X31 X32 X33 X300

IIpeoGpasosanne ShiftRow (X)) wim R ~(X) meiicTByeT Ha KaKAyH CTPOKY

CTPOKY I B X 10 IIPaBUIY

i1 >> [ ,
rjae >> - onepanus HUKINYeCKOro CABUTa BIIPABO HA YKa3aHHOE YUCIIO OaMT.

ObocHosanue 6vloopa cmpykmypsi. BoIOOp U3 BO3MOXKHBIX KOMOWHALUNA CMe-
HIeHUI B CTpoKax npeoOpazyeMoro Ojioka ObUI C/IeJlaH Ha OCHOBAHMM CIIEIYIOLIUX
KPUTEPUEB:

1) Bce YeThIpe CMEIICHHS TOJKHBI OBITh Pa3IMYHBI JJIS Ka)XJIOH CTPOKH H
Co=0;

2) CTOMKOCTH K aTakaMm, UCIOJIb3YIOLUM COKpaIlicHHbIC u(hepeHIInabl;

3) croiikocTh K aTake «KBaapar»;

4) mpocroTa.

Onepanust cIBUTa TMOCIEIHUX TPEX CTPOK COCTOSAHHMS OOO3HA4YeHa Kak

SiftRows(Sate).

2.3. Ilpeobpaszosanue MixColumns(Y) seiicTByet Ha Ka bl cTonbern G B 6710-
ke Y, T. . Ha KakJ10e MaluHHoe ¢iioBo, | =0, 1, 2, 3, o mpaBuiy
G ()~ a(X)G (x) mod(x* +1),
rie
— 2,3 2
a(x) =3x" +x“+x+2.
Kak nuneitHoe mpeobpasoBanue L B mose F mpeoOpaszoBanne MixColumns(Y)
3aIMUIIeTCs CIASAYIONIM 00pa3omM

L(Y) =L,

Trac

11



é a 1+a 1 10
é f
L =6 1 a 1+a 1 G
(:a 1 1 a 1+a@
§L+a 1 1 a H

O6parHoe mpeoGpasosarue L™ umeer Bz
ég bz by bg u
e u

Ll=¢ ,
&, by bg bzl
& a
&z by by boj
rae bg =ad+a?+a, b1=a3+1, b2=a3+a2+1, b3=a3+a +1.

Ipeo6pasosanne MixColumns ~(X) aeiicTByeT Ha Kaxblit cTOIOCL G B GIOKE
X 1o npaBuiy

G (- a (¥ (x) mod(x* +1),

rie a 1(x) =11x° +13x2 + 9x +14.

Obocnosanue evibopa cmpykmypol. IlpenBapUTENbHO OINpEneauM KpUTepuin
pacnpocTpaHEeHMsl IMHEHHOTIO TpeoOpa3oBaHus

[Iycts F Oyaer nuHeHbIM MpeoOpa30BaHHEM, BBIMOIHSIEMBIM HaJ BEKTOPOM
0ailT, ¥ mycTh OAMUTOBBIM BECOM OYJET KOJIMYECTBO HEHYJIEBBIX OAMT B HEM.

Koadunuentom pacnpocTpaHeHuss oOpaTUMOro JMHEHHOrO Ipeodpa3oBaHus,
XapaKTepU3YIOIIUM €ro CHIIy KpunTorpaduyeckoro pacceuBaHus Ha30BEM BEIHMYHUHY

K(F)= nrlig(wt(a) +wi(F(a)),
a

rne WE(a) —Bec XaoMMHHTa BEKTOpa &, T.€. KOJMYECTBO HEHYJICBBIX KOMIIOHCHT BEK-
Topa.

baiitT He paBHBII HyJI0 Oy/ieM HAa3bIBaTh AKTUBHBIM OaHTOM.

Jns  ¢yakuun  MixColumns mpu ogHOM akTHBHOM OaliTe BXOJHOTO 32-
paspsigHoro MmaccuBa Jate Ha BbixoJie OyJeT MakcUMyM 4 akTUBHBIX OaiiTa, TaKk Kak
sTa GYyHKIMS TpeoOpa3yeT CTONAOIBI O OTAEIBHOCTU. TakuM o0pa3oM, BEepXHsis rpa-
HUIa Kod(puimenTa pacupocTpaHeHUs: paBHa 5. DTO FOBOPUT O TOM, YTO pa3HHUIIA
BO BXOJHBIX JaHHBIX B 1 OalT paccenBaercs (pacnpocTpansercs) Ha 4 0alTa BbIXOJI-
HBIX JaHHbIX. PazHuna B 2 GaiiTa BXOJHBIX JaHHBIX OTPA3UTCS KaK MUHUMYM, Ha 3
OailTax BHIXOJHBIX JJAHHBIX. MOXHO CKa3aTh, UTO JIMHEWHAsI 3aBUCUMOCTb MEX]ly OU-
TaMUd BO BXOJHBIX M BBIXOJHBIX JAHHBIX BCEI/la 3aTParMBaeT OUThI KaK MHUHUMYM
ISITH Pa3JInYHbBIX OAWT Ha BXojie U Bbixone ¢pyHnkuuu MixColumns.

®dyukmust paccenBanusi MixColumns Oblia BEIOpaHa M3 BO3MOXKHBIX JTUHEHHBIX
npeoOpa3zoBanuii 4 bytes ® 4 bytes ucxons u3 ciaeayronmx KpUTEpUEeB BEIOOpPA:

- 00paTUMOCTB,

- nmHeiiHOCTH B rone GF(2°);

- JIOCTaTOYHO CHJIbHOE PacCerBaHUE;

12



- CUMMETPHYHOCTb, T. €. (PYHKIHS JODKHA paboTaTh CO BCEMHU JTaHHBIMU €U~
HOOOpa3Ho;

- CKOPOCTbH BBITIOJIHCHHUS Ha 8-pa3psIHBIX MMPOIECCOPax;

- MPOCTOTA ONHCAHMS.

3. Aneopumm ¢popmuposanus kuoua. DopMHUpOBaHHE KIKOYa MPOXOAHUT B IIO-
CIIOBHOM PeKUME. PayHI0BbIE KITFOYH MOIYYarOTCsS M3 CEKPETHOrO Kiroda Imdposa-
aust K¢ mocpeacTBoM anropuTMa BeIpabOTKU Kiarodeit. OH COMEPKUT ABa KOMIIOHEH-
Ta: pacuupenue kuowa (Key Expansion) u esibop paynoosoco xkuoua (Round Key Se-
lection). OcHoBomoIaramoye MPUHIKIL AITOPUTMAa BBITIIAIAT CIEAYIOMIMM 00pa-
30M:

* o0IIee YnciIo payHIOBBIX KIIOYEH paBHO JTHHE 0J0Ka, YMHOKEHHOUW Ha YHC-
710 payH10B, witoc 1 (Hampumep, st auHbl 010ka 128 out u 10 paynmoB TpedyeTcs
1408 payHI0BBIX KITIOUEH);

* KJIIOY IM(pOBaHUs pacmupsercs B pacuupennsiil kuoy (Expanded Key);

* payHIOBBIE KJIIOYM OepyTcsl M3 pPAaCHIMPEHHOr0 KI0Ya CIECTYIOIUM
oOpa3oM: TIepBBIA  pAayHIOBBIM  KIIOY  COACpKHUT TepBbie Ny  cloB,

BTOPO - cremayromue Ny CJI0B U T. 1.

3.1. Pacuupenue xmoua (Key Expansion). PaciupeHHbIH K04 IPEACTaBISICT CO-

ooii muueiinbiit MaccuB {K[i] = (Kio, ki1, Ki2, Kiz) , 1 =0, Ng(N; +1)} n3 Np(Ni+ 1)

4-6aritoBbix cnoB. B AES-128 maccus {K[i], i =0,4(N, +1)} cocroutr u3 4(N; + 1)

4-0alTOBBIX CJIOB.

Aaroputm. ®opMupoBaHUe paboYero Kirva

BXO/I: Cexpetnbiit kintou K¢ u3 N ciios.

BBIXO/I: Pacuupennsiit kimou K ={ K[i] } u3 Ny(N;+ 1) 4-6aiitoBsix cioB K[i].
1.K = K. u3 N cios;

2. FORiI= N, N¢+1, ..., Ny(N-+ 1) -1 DO

3. T= K[i-1];

4 IFi mod Ny =0THEN

5. T - SubWord(RotWord(T)) A Rcon(T)) (i div Ny);
6. ELSE IF Ny =8 AND i mod Ny =4 THEN

7 T- SubWord(T) ;

8 K[i]=K[i-NJAT;

9 RETURN K[ O], ..., K[Ns(N:+ 1) ].

13



B nannom anroputme SubWord — dynkius, npumMensitonas S-6oke mmdpa k
KaxaoMy Oamty cioBa T = [ to, ty, tp, t3]

SubWord (T) ® [S], Sto], Jtgl, Jtoll-

[TpeoodpazoBanue RotWord(T)) ocyriecTBiseT HIUKINYSCKUI CABUT clioBa T Ha

OJIMH OalT BJIEBO
RotWord (T) ® [tl,tz,tg,to] .

MaccuB payHnoBeIx KoHCTaHT Rcon cocrout m3 cmoe Rcon[i] =[z,0,0,0], rae
z =a' Tmodm(x).

Ilpumep. Paccmotpum opmupoBanue kiroda st 128-6utHoit Bepcuun u3z 10
payHaoB. B aTom citydae Tpebyercst payHoBbid kiatou u3 44 cio win 1408 6wur.
Hycts {K[i],i =0,1,...,43} mocnenosaremsuocts cios, K[i]1 F4 u cocrout us 4 Gaiit

K1 = (ki 0.Ki1.Ki 2,k 3) -
Martpuna kmroueit K :|_Ki,j =Kl[4i + j]J, O£i1£10, OF j £3 umeer pa3mep-
Hocth (11 4).
dopmMupoBaHUE KITFOYA MPOUCXOAUT CISAYIOIIMM 00pa3oM.
Hauanvnoe cocmosanue. Cexpetrnpii kimou u3 128 6ut o603Hauum kak K =
={K[Q], K[1], K[2], K[3]} u npuMeM 3a HauaJIbHOE COCTOSTHHE.

Llazu pacuwiupenus:
Hnsi = 1,2,...,10 BEIYUCIAIOTCS

K[4i] = K[4(i - D] + (S(Kai-1.3), S(Kai- 1,0) S(Kai-11) S(k4i-1.2)) + @' ,0,0,0) ;

K[4i + j]=K[4i +j- Q+K[4(i-D+j]] Fq,j=223.

Tak nns | = 1 mosrygaem

K[4] = K[0] + (S(k3,3).S(k30),S(k31). S(k3 2)) + (a,0,0,0), K[5]=K[4]+K[1],
K[6] =K[5] + K[2], K[7] =K[6] + K[3].

[TepBas BekTop-cTpoka Matpuilsl kimtodeid pasHa K1 = (K[4],K[5],K[6],K[7]).

MaccHB payHIOBBIX KOHCTAaHT MpEJCTaBisieT coboil anements moms GF(2°%) u
s m(x) = X8 + x% + x5 + x+1 umeer Bux z =1® 00000001, z, =a ® 00000010,

z3=a2® 00000100, z4 =a > ® 00001000, zs =a* ® 00010000,
Zg =a° ® 00100000, z; =a ® ® 01000000, Zg =a ' ® 10000000,

zg=a%+a3+a +1® 00011011, z5=a°+a%+a? +a ® 00110110.

Ilpumep. Chopmupyem nonusiii kimou s 10 payngoBoro mudposanus. Boc-
nojb3yemcs oneparopom randKeyGenerator, kotopsiii GOpMUPYET CEKPETHBIN KITFOY
ciydaiineiM oopaszom K = randKeyGenerator (). [Toayunm
K. :=["11100100", "01000011", "10001010", "11010001", "10011100", "01000100",

"11000101", "10110111", "00111011", "11010010", *11000101", *10000000",
"00011110", "01001000", "10000101", "01101101"].
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Omneparop keyExpander peanusyer anroput™ (HOpMUPOBaHHS PaCIIUPEHHOTO
kitoya. [IpumeHsst ero Kk BHIOpaHHOMY CEKPETHOMY KIIIOYY, MOJy4YdM MaTpully, Co-
cTosiyto u3 4 ctpok u 44 cTonl1oB, PJIEMEHThl KOTOPOIl UMEIOT MPEICTABICHHE Je-
CATUYHBIX YHUCEIL:

KeyExpander (K ¢):= matrix([[228, 156, 59, 30, 183, 43, 16, 14, 210, 249, 233, 231,
92, 165, 76, 171, 45, 136, 196, 111, 246, 126, 186, 213, 11, 117, 207, 26, 121, 12,
195, 217, 34, 46, 237, 52, 212, 250, 23, 35, 75, 177, 166, 133], [67, 68, 210, 72, 212,
144, 66, 10, 23, 135, 197, 207, 34, 165, 96, 175, 51, 150, 246, 89, 240, 102, 144, 201,
158, 248, 104, 161, 174, 86, 62, 159, 164, 242, 204, 83, 218, 40, 228, 183, 124, 84,
176, 7], [138, 197, 197, 133, 182, 115, 182, 51, 47, 92, 234, 217, 140, 208, 58, 227,
58, 234, 208, 51, 76, 166, 118, 69, 157, 59, 77, 8, 221, 230, 171, 163, 100, 130, 41,
138, 228, 102, 79, 197, 223, 185, 246, 51], [209, 183, 128, 109, 163, 20, 148, 249, 8,
28, 136, 113, 156, 128, 8, 121, 254, 126, 118, 15, 86, 40, 94, 81, 85, 125, 35, 114,
247, 138, 169, 219, 194, 72, 225, 58, 218, 146, 115, 73, 252, 110, 29, 84]]).

Obocnosanue svibopa areopumma. MetTo oCTpoeHus paboyero Kirroda Jg0Ji-
’KEH CIIOCOOCTBOBATH PEIICHUIO CIICAYIOIIMX 3a/1a4:

1) 3aTpyaHUTH aTaku Ha UG MPH YACTHIHO U3BECTHOM CEKPETHOM KITIOUE
WM TIPY UCTIOJIb30BAaHUU 3aBUCUMBIX KITIOUCH;

2) YCTpaHHTh UMECIOIIMECS CHMMETPHH BHYTPH payHja mudpa u MeKIy payH-
namu (MCIOJB30BaHUE MacCHBA PayHIOBBIX KOHCTAHT).

YToOBI MOTYyYNTh pabounii KIIFOY I pactmudpoBaHus, HEOOXOIUMO MOBEPT-
HYTh OJIOKM pabodero Kitoya C MepBOro MO MPEANOoCcIeHUNA OJIOK peoOpa3oBaHUIO
MixColumns™ .

4. Aneopummul wugposanus u pacuugposanus. llludp HaunHaeTcs u 3akaH-
YUBACTCS CJIOKCHHEM C KITFOUOM. DTO MO3BOJISAET 3aKPBITh BXOJI IEPBOTO payHaa MpH
aTake 0 M3BECTHOMY TEKCTY W CJieJlaTh KPUNTOTpadUUECKH 3HAYMMBIM PE3YJIbTAT
MOCTICTHETO payHIa
Aneopumm. Illlugposanue broxa
BXOU: brok X, pa6ouwii kimrou K
BBIXO/I: briok Y.

1. Y= XA K, ; AddRoundKey
2. FORi=12,...,r-1DO
3. Y- SubBytes(Y),
Y- ShiftRows(Y),
Y = MixColumns(Y),
Y- YA K;; AddRoundKey; END DO;
Y- SubBytes(Y),
Y- ShiftRows(Y),
Y- YA K, ; AddRoundKey;
0. RETURN Y.

e

HR©O©o~NO O
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Aneopumm. Pacuwughposanue bnoxa
BXO/l: biok Y, pabounii kimou K
BBIXO/I: biok X.
1. Y= XA K, ; AddRoundKey
2. FORi=r-1,r-2...,1DO
X = SubBytes ™ (X),
X - ShiftRows ™ (X),
X = MixColumns ™ (Y),
X = XA K;; AddRoundKey; END DO;
X = SubBytes ™ (V),
X = ShiftRows ™ (V),
X = XA Ky ; AddRoundKey;
10. RETURN X.

©ooN U AW

Puc. 2.1 u 2.2 nnmocTpupyroT Nporecc KpunTonpeoOpa3oBaHUii.
3. CTOMKOCTH K ATAKAM KPUIITOAHAJIN3A
3.1. IluddepeHuuanbHblii KPpUNTOAHATU3

Juddepenumanpubiii kpunroananus (JJK) —sro araka Ha mmdp, 6a3upyromas-
Csl HA BO3MOKHOCTH CBOOOIHOTO 1OAO0Pa OTKPBITHIX TEKCTOB ISl TOCIEIYIOIIET0 UX
3amrdpoBaHusi. AHaIU3y MOJBEPraloTCs 3aBUCUMOCTH MEXIY Iapamu OJIOKOB JaH-
HBIX 10 ¥ nociie npumeHeHus: mudpa. JK-araku cTaHOBSTCS BO3MOKHBI TOr/Aa, KO-
r7la MOKHO YCTAaHOBHUTH MPOHUKHOBCHHE TAKUX 3aBUCUMOCTEH CKBO3b MOYTH Bce ( 3a
UCKITIOUeHHEM 2-3) payH]Ibl KpUIITOIIPEOOPa30BAHHSI.

Koagppuyuenm nponuxknosenus onpenensiercs Kak OTHOCUTEIbHOE KOJIHMYECTBO
(UKCUPOBAaHHBIX Map OUT JAHHBIX, JUISI KOTOPHIX MOXHO YCTaHOBHUTH 3aBUCHMOCTH
pas3nuYMil Ha BBIXOJIE OT pa3JIMuMi Ha BXOJI€ MPH 3alu(POBaAHUU.

Ecnu npu kpunroananuze oOHApYKUBAETCS, YTO B BBIXOJHBIX JAHHBIX CYILECT-
BYET Iapa OUT Takasi, UTO pa3iuyusl MEXKJIy 3TUMU OMTaMH MOHO TpeJicKa3aTh, UC-
XOJISl U3 Pa3IUuUid MEKy OMTaMu BBIOpAHHOM Maphl BO BXOJHBIX JAHHBIX, U 3TO CO-
OBITHE HE CITydaiiHO (T.e. ero BeposTHOCTH Gonbmie yeM 1/2™ rie n — mmuna BxOJ-
HBIX JIaHHBIX B OWTax), TO MOXKHO CUMTATh, YTO KPUMNTONPEOOPa30BaHUE UMEECT SIB-
HYI0 KpunTorpaguyeckyro ciadocTb.

Paynn 3ammdposanus npu [IK yao0HO paccMmaTpuBaTh Kak OTAEIbHYIO pa3HO-
CTHYIO ceccuto. [loHasi pa3HOCTHAsI ceccusi COCTOUT U3 OTACNbHBIX CECCUIl — payH-
70B U(POBaHUs, a MOTHBIM KOIDPUIMEHT MPOHUKHOBEHUS SIBISIETCS MPOU3BEE-
HUEeM KO3 (PHUITMEHTOB COCTABIISIONINX CECCUM.

Jns mudpa AES yxe mociie yeTbipex payHA0B KO3(PPUIIUEHT NPOHUKHOBEHUS
CTAHOBUTCSA HE OOJIBIIE, YEM 2'150, a mocie 8 payHI0B — 2, UTO JI0Ka3bIBaeT CTOM-
KOCTh I }pa.
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3.2. IuHeiHbI KPUNITOAHAJIN3

JIunetinprii kpunroananus (JIK) ocHoBaH Ha BBISIBICHHH JTUHEHHBIX 3aBUCHMO-
CTel MeXJy OMTaMH BXOJHBIX JTaHHBIX, KOTOpbIe OOYCIaBIUBAIOT BIOJHE OMpEje-
JICHHBIE 3aBUCUMOCTH MEXAY OUTaMH BBIXOJIHBIX TAHHBIX.

Ilycth
Aiq,in,...,i5]
CyMMa 1O MOJYJI0 2 OUT MaccuBa JIaHHBIX A, HHIEKCAMU KOTOPBIX SIBJISIOTCS 3Ha4e-

HHA Iq,19,...,i5, TO €CTh

Aliq,in,...,ig] = Alif] A AirJA LA Aig].
Torpa nuHelHON 3aBUCUMOCTBIO OyZIeM Ha3bIBaTh BbIPAXKEHHUE BUAA
Pli,i9,000ig] =CLi1s i20e Ip] A K[Kg, Ko, Ke]
rae P,C u K o3Ha4ator, COOTBETCTBEHHO, MACCUBBI OUT BXOJIHBIX JIAHHBIX, BHIXOIHBIX
JaHHBIX U KJII0Ya.

Ecnu nns noctatouno Oombiioro konuuectsa pasnuunbix P u C  ynaercs mo-
no0pathk K, yaosieTBopsiolee JaHHOMY BBIPaXKEHUIO, TO MOXHO TOBOPUTH O pac-
KPBITUM OAHOTO OuTa MH(MOpPMAIMU O KIt0Ye HA OCHOBAHWM CYIIECTBOBAHUS JIMHEM-
HOW 3aBUCUMOCTH (MHAYE — Koppeasayuu) BXOJTHBIX U BBIXOJIHbIX JTAHHBIX.

JIK-aTaku ctaHoBATCA 3()PPEKTUBHBIMH, KOTJa MOXKHO YCTAaHOBHUTH CYIIECTBOBA-
HUE TaKUX KOpPpEeJLUi MOociae MOYTH BeeX payHao0B mudpoBanus. [Ipu 3tom oTHOCH-
TEIBHOE YHCIIO KOPPEJISIHIA B JaHHBIX JOJDKHO OBITH 3HAYMTEIIBHO BbIIIE, deM 2" 2 .
JloctatouHbiM yciaoBueM cToikocTu Kk JIK-atakam sBisieTcst OTCYTCTBHE KaKUX-THOO
JMHENHBIX ceccuit ¢ Ko HUIMEHTOM 001el KOPPEISLUU BbIIIE, YeEM "'z,

3.3. MeTo1 NPOHUKHOBEHHUN 00pPa30B AaKTUBHOCTH

Axmusnbvie S-b60Kcbl

Jns 1K onpenenum KOJIMYECTBO aKTUBHBIX S-OOKCOB B OJHOM payHje Kak Ko-
JIMYECTBO HEHYJICBBIX OAT, 3a/Ial0IIMX Pa3]IM4usi BO BXOJHBIX JAaHHBIX payHaa (Ko-
JIMYECTBO HEHYJIEBBIX OallT mociie mpumeHeHus onepauuu XOR Kk IByM MaccuBam
BXOJIHBIX JIAHHBIX).

O6pa3 maccuBa Jate, onpenensronuil MO3UIUA aKTUBHBIX S-O0KCOB, 0003Ha-
YyaeTcsi TePMUHOM PAa3HOCTHBIA 00pa3 aKTUBHOCTHU. Pa3HOCTHBIN GalTOBBIM Bec 000-
3HAYaEeT YKMCIIO aKTUBHBIX OalT B 0Opase.

Jist JIK KoanmuecTBO akKTUBHBIX S-O0KCOB OMpEEsieTCs] KOJIMYECTBOM HEHYJIe-
BbIX 0aliT B MaccuBe BXOAHBIX JAaHHBIX. O0Opa3, onpeaensonuil MO3UIMH aKTUBHBIX
S-60kcoB, 0003HAYAETCS] TEPMUHOM KOPPENALMOHHBIN 00pa3 aktuBHocTU. Koppens-
IIMOHHBIN OaiToBbIN Bec W(@) ompe/esisercss KOJIMIecTBOM HEHYJIEBBIX OalT B 0Opa-
3¢ & O003HAYMM KOJIMYECTBO aKTHUBHBIX CTOJIOIOB B & kak W, (a). baiiToBblii Bec
cronbma j obpasza a obo3naunm kak W(a). OOmuii Bec ceccun paBeH CyMMe BECOB
00pa30B aKTUBHOCTU BXOJHBIX JAHHBIX JUIS Ka)JOr0 payHia, BXOJAIIErO0 B COCTaB
CECCHH.
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MoOXHO paccMaTpuBaTh TPOHMKHOBEHUE PA3HOCTHBIX (JIMHEHHBIX) 00pa30B aK-
TUBHOCTU CKBO3b payHIbl MpeoOpa3oBaHUs KaK MPOHUKHOBEHHE 3aBHUCHUMOCTEH
BXO/IHBIX/BBIXOJIHBIX JIAHHBIX B PA3HOCTHOM (JIMHEWHOI) CECCUU.

OyHKIMY, BXOJAIIME B COCTaB OJHOIO payHAa NpeoOpa3oBaHUs, OKA3bIBAIOT
cienyroniee BIMsiHUE Ha 00pa3bl aKTUBHOCTH.

SubBytes n AddRoundKey. OGpa3bl akTHBHOCTH, OAMTOBBIM CTOJIOIOBBIN BEC HE
MEHSETCS.

ShiftRows. BaiitoBslil Bec He uzMensercs. CTonO110BbII BEC BBIXOIHBIX JAaHHBIX
OTpaHUYeH CHHU3Y MAaKCHUMaJbHbIM OalWTOBBIM BECOM CTOJIOI]A BXOAHBIX JIaHHBIX.
Cron010BBI BeC BXOAHBIX JAHHBIX OTPAaHUYEH CHU3Y MaKCUMaIbHbIM OaTOBBIM Be-
COM CTOJI011a U3 BBIXO/IHBIX JIaHHBIX.

MixColumns. CtonGroBbiii Bec He MeHsiercs. DyHKIus uMeeT KodQ UITUCHT
pacnpocTpaHeHHs!, paBHBIM 5. DTO 03HAYaET, YTO JJIsl J0OOTO aKTUBHOTO CTOJIONA U3
00pa3a BXOAHBIX (MJIM BBIXOJHBIX) JTAHHBIX CyMMa OaWTOBBIX BECOB Ha BXOJIE M BbI-
X07Ie payHa OyJeT OrpaHHYeHa CHU3Y 3HAYCHHEM O.

CaoiicTBo 1. OOmuii 6allTOBBIM Bec ABYXpayHJI0BO# ceccuu ¢ Q aKTUBHBIMU
CTONOIIaMU Ha BXOJI€ BTOPOTO payH/ia OTpaHUYEeH CHU3Y 3HadeHHeM 9Q.

CBoiicTBo 2. B 1ByX payHA0BON CECCUU CyMMa aKTHUBHBIX CTOJIOIIOB BXOJHBIX
JAHHBIX U aKTUBHBIX CTOJOIIOB B BBIXO/IHBIX JIAaHHBIX HE MEHBILIE D.

CaoiicTBo 3. Jliobas ceccus, coctosmas u3 4 payHa0B, UMEET KaKk MUHUMYM
25 aKTUBHBIX OaMT.

Ha puc. 3.1, 3.2 u 3.3 noka3zaHbl IpuMepbl MIPOHUKHOBEHUSI 00pPa30B aKTUB-
HOCTH.

ByteSub

L

=

| shiftRow
=

I[ IE IE IE IE it MixColumn
=

AddRoundKey

Puc. 3.1. [IponukHOBEeHHE 00pPa30B aKTUBHOCTH CKBO3b OJHOPAYHI0BOE
peoOpazoBaHue
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M

W (a,) = max W(b,)|

Wia,)l + W(by)l;=5

—
—
—
—
—

a4

<§ Welb,) = max, W(a,)|,

EE 3
TIEIT o= e
BE— -

Puc. 3.2. Unmoctpanus cBOWCTBa 2 ¢ OIHUM aKTUBHBIM CTOJIOIIOM B 00pase

W(a,) + W(a,) = 5 W(a,)

W(a,) + W (a,) =5

W(a,) + W(a,) = 5 W_(a,)

B -

Puc. 3.3. mocTparus cBoiicTBa 3
3.4. Ataka «KBaapar»

ATaxa MCIOJIb3yeT MPHU CBOEM MPOBECHUHN 0alT-OpUEHTUPOBAHHYIO CTPYKTYPY
mudpa ¥ OCHOBaHA Ha CBOOOITHOM TOJ00PE aTaKyIOUUM HEKOTOPOTro Habopa OTKPHI-
TBIX TEKCTOB JIJIsl TIOCJIEIYIONIETO UX 3amm@poBanHues. Ataka cunutaercs dhdexTus-
HOM, €CIM OHa JaeT pe3ysbTaT OBICTpee, YeM TOJHBIA Mepedop BceX BO3MOXKHBIX
3HAYCHUH KJIH0Ya.

[Tycth L -HaOop — Takoi Habop u3 256 BxoaHBIX 070K0B (MaccuBoB Sate), kax-
JBIA M3 KOTOPBIX UMeeT 0aiThl (aKTUBHBIC), 3HAUCHUSI KOTOPBIX PA3IUYHbBI /IS BCEX
256 6110k0B. OcTanbHble 0alThI (TACCUBHBIC), OCTAIOTCS OAMHAKOBBIMU I BceX 256
omokoB u3 L -Habopa. bByayuu nmoaseprayTel o0padotke ¢yukiusimu SubBytes u Ad-

20



dRoundKey 6noku L-nabopa manyt B pesynabTate apyroit L-Habop ¢ akTUBHBIMHU
OaliTaMH B TEX € TMO3ULUAX, UTO M y Ucxoanoro. Oynkiwms Shifr Rows cmectut atu
0aifThl COOTBETCTBEHHO 3a/IaHHBIM B HEW CMEIIECHUSIM B cTpokax MaccuBa Jate. Ilo-
cie ¢pyukuu MixColumns L -Habop B o011eM citydae He 00s3aTesIbHO ocTaHeTcs L -
HaOopom. Ho mockomnbky kaxablii 6ait pesynbrata Gyakiuu MixColumns sensietcs
JMHENHOM KOMOMHAIIMEN YeThIpeX BXOJHbIX OalT TOro ke cToyabna
bj =2aij A 3a+1)j A 8+2)j A &i+3)j.

cTon0ell ¢ eIMHCTBEHHBIM aKTHBHBIM 0aliTOB Ha BXOJIE JJACT B PE3YJIbTATEe HA BBIXOE
cTO0CIl CO BCEMH YETHIPhMsI OaliTaMi — aKTUBHBIMH.

Paccmotpum L -Habop, Bo Bcex OJ0Kax KOTOPOTO aKTUBEH TOJLKO OJIUH OauT.
3HadyeHue 3Toro 0aiTa pa3IuyHO BO BceX 256 OJIOKOB, a OCTaJIbHBbIE OANTHI OJTMHAKO-
BhI. [Ipocienum neiicTBue onepatopoB mmdpa Ha Takou L -Habop.

B nepBom paynae pyukuus MixColumns npeoOpasyeT oaMH aKTHBHBIN OalT B
ctonber] u3 4 akTuBHBIX OaiiToB. Bo BTOpOM paynzae »tu 4 Oaiita pazoiaytcs no 4
pa3InYHBIM CTOJIOIAM B pe3ysbrare mpeoOpasoBanus dyHkiueirr ShifrRows. dyHk-
st ke MixColumns crieayromiero TpeThero payHaa mpeodpasyeT 3Th OalTel B 4
cToJIONa, COAIEpIKaIllke aKTUBHBIE OalThl. DTOT HaOOp Bce ermie ocraercs L-Habopom
J0 TOrO CaMOro MOMEHTa, Korja OH moctymaeT Ha Bxoa (ynkmum MixColumns
TPEThEro payH/a.

OcHoBHOE CBOMCTBO L -Habopa COCTOUT B TOM, YTO MOpa3psHas CyMMa o Mo-
IyJI0 J1Ba BceX OJIOKOB Takoro Habopa Bcerja paBHa Hymo. Takum o0Opas3oM, Bce
JIAHHBIC HAa BXOJIC YETBEPTOro payHja cOaJlaHCHPOBAHHI (T.€. UX MOJHAsI CyMMa paBHA
HYJT10). DTOT OanaHc B 00IIEeM Cilydae HapymaeTcs MOCISIYONUM MPeodpa3oBaHEeM
naHHbIX GyHKnuen SUbBytes.

Ecnu mpeamnonokuThk, 4TO YeTBEPTHIA payH SBISETCS MOCIECTHUM, TO €CTh B
HeMm HeT ¢yHknuu MixColumns, Torna kakaplii OalT BBIXOIHBIX JTAHHBIX ATOrO pa-
YHJIa 3aBUCHUT TOJBKO OT OJHOTO OaliTa BXOAHBIX JaHHBIX. Eciin 0603HaunTh Yepes a
OalT BBIXOJHBIX JIAHHBIX YETBEPTOrO payHia, uepe3 D OalT BXOAHBIX JaHHBIX U Ye-
pe3 k— cooTBeTcTBYIOIIMI OAWUT payHIOBOTO KJIFOYa, TO MOXKHO 3aIHCATh

ajj = SubBytes(bj) A k;;

Orcrona, npeanonarast 3Ha4eHue Kjj , MOXKHO 110 U3BECTHOMY &jj BBIYUCIUTH bjj ,
a 3aTeM IPOBEPUTH MPAaBHIBHOCTH JOTAAKH O 3HaYCHUH K;j | ecm 3HaueHus Oaiita bjj ,
HOJTy4eHHBIE ITpU JaHHOM Kjj He OyayT cOamaHCHpOBaHBI IO BCeM OJ0KaM (TO eCTh He
AaIyT MPH MOPa3psAHOM CYMMHUPOBAHMM HYJICBOH pe3ysbTaT), 3HAUUT JIOTaKa He-
BepHa. [lepeOpaB MakcuMyM 2° BapHaHTOB 0aiiT payHIOBOTO KIIFOYa, MOKHO HAWTH
€ro UCTUHHOE 3HavYeHue. [1o TakoMy ke MPUHIUITY MOTYT OBITh ONPEJEIICHBI U IPY-
rue OailThl PayHIOBOTO KIOYa. A MO 3HAYEHUIO MOJHOTO PAyHJOBOTO KJI0Ya, TpU
M3BECTHOM aJTOPUTME €TO Pa3BEpPTHIBAHUS, HE COCTABISET TPY/Aa BOCCTAHOBUTH CaM
HA4aJIbHBIN KIIFOY.

M3BecTHBI pacmimpeHHble ataku Tuma «KBagpar» ¢ qo0aBIeHUEM MATOTO payH-
Ja B KOHEI[ aTakd W MIECTOr0 payHaa B Haudano ataku. OmHAKO yke /Uit / payHIoB
ataka «KBaapaT» CTaHOBHUTCS MeHee 2PPEKTUBHA, YeM TOJTHBIC epedop.
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3.5. CnekTpajbHasl OlleHKA HeJHHEHHOCTH KpUntorpaguieckoi
byHkuumn

JluneliHOCTh TOW WM MHOM MaTeMaTU4YeCKOW 3amauu mpeponpenenset dhdek-
TUBHOCTh METOJIOB M QJTOPUTMOB e¢ perieHus. [Ipu pa3paboTke W HCCIICIOBAHHH
KPUOTOrpaUUECKUX CUCTEM «HEIMHEHHOCTH» (Kak oO0Iee MOHATHE) UCITOJIb3yeMbIX
npeoOpa3oBaHuil MHPOPMAIUU SBISCTCS MX (yHIAMEHTAIBHBIM M HEOTHEMJICMBIM
Ka4yeCTBOM.

Cnexmpanvuvle npeobpazosanus. Onpenenum none GF(2"), cocrosmee usz 2"
5J€MEHTOB, IPUMUTHUBHBII »1eMeHT a u otobpaxkenue f : GF(2")® GF(2). bynepa
byukius (bP) f(X) sBaseTcss mpeacraBiacHUEM ciiela OMHAPHOMN IMOCIIEI0BATEILHO-

n-1 -
CTH a:{ai}i2:O , ECIM gj = f(a') it Bcex I. CrekrpanbHOe MpeoOpa3oBaHUE
Yonma — Anamapa (ITY — A) ¢pynxuuu f : GF(2") ® GF(2) onpenensercs yepes Bbl-
paskeHue

h|y: A YU |7 gREM.
X GF(2M)
Ecnu dbynkuus Y (I X) mpeacraBiseT coOoi ciesy OMHAPHOM TMOCIIEeI0BATEIb-
Hoctu Tr(l X), cnekTpanbHoe mpeoOpa3zoBaHUE HOCUT Ha3BaHue Anamapa. B Tom

cinydae, ecau Y (I X)= <l x>, dyHKIuio {(I ) Ha3BIBAIOT MpeoOpa3zoBaHueM Y OJI-
ma [2-4].

Oyenxa nenunetinocmu o6yneevix gyukyuti. Henuneiinocmes Ny B® f omnpene-
msietrcst uepes paccrossuue Xommunra d(f,a) kax Ni=min{d(f,a), a- apdunnas pynk-
us}, rae d(f,a) — uucino X pas koropeix f(X) 1 a(x).

VYpoBeHb HETMHEWHOCTH MOKET OBITH o1leHeH Yyepe3 1Y - A kak

Nt =21 12max | 1)),
|

byneBa QyHKIUS yIOBIETBOPSET YCIOBHUIO KOPPEISIMOHHOW UMMYHHOCTH TIO-
psaaka K eciu { (w) =0, musg Bce BecoB Xommunra 1 £ wt(w) £ k. Eciiu ¢yskiust f sis-
JSIETCSL K TOMY ke OaJlaHCHOM, TO TOBOPST, YTO OHA SIBJIAETCS K-pe3ueHTHOH (yHK-
ueii [4].
IIpumep. OuieHUM YypOBEHb HETMHEWMHOCTHU BBbIXOJIHOM ¢yHKuMu mudppa AES. B
KauecTBE OTKPBITOIO TEKCTa BhIOEpEM IpeIIoKEeHUe, cocTosmee u3 16 3HakoB
mess ;= "Have a nice day."

Coo0111eH1I0 COOTBETCTBYET MaTpuila MaccuBa ate
4'01001000" "00100000" "01101001" "01100100"

‘01100001" "01100001" "01100011" "01100001"
'‘01110110" "00100000" "01100101" "01111001"
'‘01100101" "01101110" "00100000" "00101110"

messMatrix :=

C nomoripio oneparopa randKeyGenerator chopmupyem HaudadbHBIN, CEKpET-
HBIA KITFOY
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testkey :=["11001000", "01011000", "11101001", "11001011", “10110100",
"00001110", "01010110", "01101010", "00100110", *10101111", "00000000O",
"11000101", "00111010", "01100001", "01010011", *01001110"]=[200, 88, 233,
203, 180, 14, 86, 106, 38, 175, 0, 197, 58, 97, 83, 79].

Hcnoan3ys onepatop encryptAESascii(mess,testKey), nposeaem 3ammppoBanme
coobmenus. [ludpporpamma «cipherText» umeer Bu

cipherText := "A891B7EDCA05A 28E1518ECCFDESDEQ3D".

Iudporpamme COOTBETCTBYET YMCIOBAsi 1 OMTOBAs MOCIEA0BATEIbHOCTH

z:=[10,8,9 1, 11,7, 14, 13,12, 10,0, 5, 10, 2, 8, 14, 1, 5, 1, 8, 14, 12, 12, 15,
13, 14, 8,13, 14,0, 3,13] [ 1,0,1,0,1,0,0,0,1,0,0,1,0,0,0,1,1,0, 1, 1,0, 1,
,1,14,14,101,1014,110010100000,01,0,1,10,10,0,0, 1,0,
,000111600001010100011000,1110,110,0,1,1,
001,1111101,1211016000110111160,0000,00,1,1,
1,1,0,1

[TpoBeas B OMTOBOM mocienoBaTeIbHOCTH 0AcTaHOBKY O ® 1, 1 ® (-1) u BHI-
MOJIHUB MpeoOpa3oBanue Youmma-Anamapa (omeparop Walsh_N ) monyuum crektp,
MOKa3aHHbIN Ha puc.3.4.

20
W ()

10

B |.. Hw,‘ . ||hlz ‘| L
1D|”H|ll IH Il IH "Hl i

-20

1|uu|| .ud]‘
I

30
Puc. 3.6. Cnextp II YV-A mudporpammsl

MakcumanbHOe a0CONIOTHOE 3HAUYEHUE CHEKTPAIbHBIX KOADPUIIMEHTOB HE Mpe-
Bbimaer 30, YTO XapakTepu3yeT YPOBEHb HEIMHEHHOCTH MCCIENyeMOM AUCKPETHOM
byHKIIH.

23



4. MOAEJUPOBAHUE KPUNITOAJIT'OPUTMOB B CPEJE
MAPLE

4.1. CHHCOK OCHOBHBIX ONIePAaTOPOB MOJAEeJUPOBAHUA

1. Onepatopsl npeoOpazoBanus GpopmMara JaHHBIX:
- IntTOBItS — LenpIX Yucen B ABOUYHBIN KO,
- bitToList — nBonYHOro Koja B IIOCIIEN0BATEIILHOCTE OUT:
> hitToList(intToBits(18));
[0,0,0,1,0,0,1,0];

- listToPoly —miocineoBaTenIbHOCTH OUT B HOJUHOM:
> |istToPoly([0, 0,0, 1,0, 0, 1, Q]);

at+a:

- polyTolnt — mpeoOpa3oBaHue MOJUHOMA B LIEJI0E YHCIIO:
> polyTolnt(alpha™4+alpha);
18;
hexTo8Bits — 16-nuHoro koaa B OailT;
- |istToBits — nociie10BaTEIbHOCTH YUCEN B ABOUYHBIN KO,
- bitTolnt — xBOMYHBII KO B LIEJI0€ YUCIIO;
- listTolnt — mocie10BaTEIbHOCT OUT B YUCIIO;
- polyToList — moauHOM B OCIEAOBATEILHOCTE OUT;
- intToHex —uncia necsaTuaHOM cuctembl B 16-nuny1o;
- polyToBits — monuHOM B OUTHI;
- bitToPoly 6uTsl B MOJIHMHOM;
- IntToPoly —1ecsTnaHOE YKCIIO B TOJIMHOM;
- listToMatrix — mocienoBaTeIbHOCTD YKCes B MaTpuIly pazmepom (4° 4);
- listToMatrix2 — mocsemoBaTeIbHOCTD YMCE B TPAHCTIOHUPOBAHHYIO MaTpH-
iy pasmepom (4° 4);
- matrixXToList — MaTpuily B MOC/I€I0BATCIIBHOCTh IECATUIHBIX YUCEIT;
- matrixToHex — MmaTpuIly B OC/IeI0BAaTSIBHOCTh 16-MUHBIX YHCET.

2. Oneparopsl cymmupoBaHus 1o Mmoayio jBa (XOR):

-  XOR — onepatusi CyMMHPOBaHHUSI 10 MOAYJIIO JBA;

- XorNbits — oneparus cyMmMupoBaH#us mocieaoBaTeabHOCTH U3 N OuT;
- XOr8 —omnepaiusi CcyMMUpOBaHUS OAMT.

3. ba3oBsie onepaTophi:

- ShoxTable — S-60xkca;

- InvSBoxTable — uaBepcHoro S-6okca;

- randKeyGenerator — rereparopa ClIy4aifHOro CEKpETHOTO KITF0Ua,
- keyExpander — ajaroputma pacuMpeHus KioJa;
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- BS— ¢ynkuun SUbBytes,

- InVBS — unBepcHoit Gpynkuun SUbBytes pl:
- R — pynkuuu ShiftPows;

- INVSR — nnBepcroil yrxuun ShiftPows ™;
- MC — dynkuu MixColumns;

- INvMC — unBepcHoii dyukmmn MixColumns™ ;
- ARK — ¢ynkimu AddRoundKey

4. AnropuTmbl K(poBaHus U paciiuPpoBaHUS

- EncryptAESascii — mudposanust nanHbix B koge ASC I,

DecryptAESascii — pactmdpoBanus nanubix B koje ASC I1;
encryptAEShex — mudpoBanus JaHHBIX B 16-cricTeMe peCTaBICHHS YH-

cell;

decryptAEShex — pacriirdpoBaHus JaHHBIX B 16-cUCTeMe MpeICcTaBICHHS
qucel.

4.2. MoaeaupoBaHue padoThl aJaropurMa muppoBaHus

Pa3paboTtunku mudpa BbIOpadu B KayecTBE TeCTa HayaldbHbIE YCIOBUS Clie-
JYIOIIETo BUAA: TaHHBIX U KIII0Y MHU(POBAHUS UMENN BUJT
"000102030405060708090A0BOCODOEOF".
[IpaBunbHO paboTaromuii mudp JOIKEH AaBaTh CICAYIONINE COCTOSHUS
PT =000102030405060/08090A0BOCODOEOF
CT1=B5C91/79EB1CC1199B9C51B92B5C8159D
CT2=2B65F6374C427C5B2FE3A 9256896 /55B
CT3=D1015FCBB4EF6567968846207/6BO9D6AD
CT4=8E1/7/064A2A35A183729FE59FF3A591F1
CT5=D7557DD55999DB3259E2183D558DCDD2
CT6=73A96A5D7799A5F3111D2B63684B1F7F
CT7=1B6B853069EEFC749AFEFD /B57A04CD1
CT8=107EEADFB6F77933B545/A6F08F046B2
CT9=8EC166481A67/AA96A 14FF6ECES8CO010
CT =0A940BB5416EF045F1C39458C653EASA.
CocTaBuM MporpamMmmy clieyIoiero Buaa
> testSring: = "000102030405060708090A0BOCODOEOF":
testHexList := [seq(substring(testString,2*i-1..2*1),i=1..16)];

testHexList :=["00", "01", "02", "03", "04", "05", "06", "07", "08", "09", "0A", "0B",
"0C", "0D", "OE", "OF"]

> testSring2:= "00000000000000000000000000000001":
>testHexList2 := [seq(substring(testSring2,2*i-1..2*1),i=1..16)];
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testHexList2 := ["00", "00", "00", "00", "00", "00", "00", "00", "00", "00", "00",

00", "00", "00", "00", "01"]

> testByteList := map(hexTo8Bits, testHexList2):

testKey := testBytelist;

messMatrix := listToMatrix2(testBytelL ist);

testkey := ["00000000", "00000000", "00000000", "00000000", "00000000",
"00000000",

"00000000", "00000000", "00000000", "00000000", "00000000",
"00000000", "00000000", "00000000", "00000000", "OOOOOOOl"]
£00000000" "00000000" "00000000" "00000000" ;
atrix == '‘00000000"  "00000000"  "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000001"

> testKeyExpanded := keyExpander (testKey):
> cipher := ARK(messMatrix, testKeyExpanded, 0);

hexSate := matrixToHex(cipher);
for i from1to9do

cipher := ARK(MC(SR(BS(cipher))),testKeyExpanded,i);
hexSate := matrixToHex(cipher);

end do;

cipher := ARK(SR(BS(cipher)),testKeyExpanded,10);

cipherHex := matrixToHex(cipher);

[Tporpamma 1mo3BoJIsI€T MOJCTUPOBATH COCTOSIHUS Yate cucTembl MU poBaHUS.
IlepBble nBa payHAa UMEIOT CIEAYIOIINE COCTOSIHUSA

2'00000000"
'00000000"
'00000000"
'00000000"

cipher :=

*00000000"
*00000000"
*00000000"
*00000000"

*00000000"
*00000000"
"00000000"
*00000000"

"00000000"
*00000000"
*00000000"
*00000000"

hexState := "00000000000000000000000000000000"

4'00000001"
'00000000"
'‘00011111"
'00000000"

cipher :=

"00000001"
*00000000"
"00011111"
*00000000"

"00000001"
*00000000"
"00011111"
*00000000"

00000001
*00000000"
"00011111"
"00000001"

hexState := "01001F0001001F0001001F0001001F01"

[Mocnenuuit payna mudppoBaHUs UMEET BU/T
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4'10100001" "11100100" "10000110" "01111000"y
'01111110" "11110010" "00100000" "11101110"
'10011111" "01011010" "10110100" "11111101"
‘01101001" "10001011" "10101111" "01101111"

cipherHex :="A17E9F69E4F25A8B8620B4A F78EEFD6GF"

cipher :=

Mooenuposanue npoyecca pacuugposanus. lIpeBpatumM MUGPOTEKCT B CIUCOK
BEKTOPOB M KOHBEPTUPYEM ITOT CITUCOK B MATPHUILy OAlT

> ListCipher := [seq(substring(cipherHex,2*i-1..2*1), i = 1..16)];
cipherByteMatrix := map(hexTo8Bits,listToMatrix2(ListCipher));

Liaci pher := [llAlll, II7EII, llgFll, II69II, n E4II, IIF2lI, II5AII, II8BII, II86lI, IIZOII, n B4II,
IIAFII, II78II, n EEII, n FDII, II6FII]

4'10100001" "11100100" "10000110" "01111000"
'01111110" "11110010" "00100000" "11101110"
'‘10011111" "01011010" "10110100" "11111101"
‘01101001" "10001011" "10101111" "01101111"

cipherByteMatrix :=

[Iporpamma 10 paynnoB pacimndpoBaHus:

> plain := cipherByteMatrix;

plain ;= InvBS(InvSR(ARK (plain, testKeyExpanded,10)));

for i from1to9do

plain := InvBS(InvSR(InvMC(ARK (plain,testkeyExpanded,10-i))));
end do;

decryptMatrix := ARK(plain, testKeyExpanded, 0);

CocTostHUS IPENNOCIIEIHETO U MOCIEAHEr0 payHaa paciiu@poBaHus paBHbI

4'00000000" "00000000" "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000000"

4'00000000" "00000000" "00000000" 00000000
'‘00000000"  "00000000"  "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000000"
'‘00000000"  "00000000"  "00000000"  "00000001"

plain :=

decryptMatrix :=

BosBpar k ucxogHoMmy TekcTy. BeinonHuM npeoOpazoBaHue cooOIIEHUs B BEKTOP
16-uyHoro ¢opmara TaHHBIX
> matrixToHex(decryptMatrix);
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"00000000000000000000000000000001"

[IponenanHbie BEIYUCICHUS TIOKA3bIBAIOT, YTO KPUNITOrpapmuecKre anropuTMBbI
paboTaroT BEpHO.

5. ACCJAEJOBAHUE CBOMCTB BJIOYHBIX KPUIITOCUCTEM

5.1. leau padoThl

1. VI3yuuTh NpUHLMUII TOCTPOEHUS, CBOMCTBA U anroputMbl AES -tmdpa.

2. V3yunth mpaBuiia MoJb30BaHUS MPOTPAMMHOI0 oOecnedeHus: K jgabopaTop-
HOU paboTe u mporpaMMHoOro makera Maple.

3.1IpoBecTu MozeaMpoBaHUE IIpoLecca 00pa3oBaHus HHPOPMALIMOHHOTO 0JI0Ka
B Pa3IU4HbIX (pOpMax NMpe/ICTaBICHHUS.

4. TIpoBecTy MOJEIMPOBAHNUE ANTOPUTMOB 0A30BBIX KPUIITOIIPEOOPA30BAHUN.

5.IIpoBecTn MOAENMPOBAHKE C MOMOUIBIO MPOTrPAMMHOI0 00ECIEYEHHs aJro-
PUTMOB MIKU(PPOBaHUS U paciIuPOBAHUS.

6.1IpoBecTn MozaenUpoBaHUE M OLUEHUTh YCTOWYMBOCTH MIM(Ppa OTHOCUTEIHHO
aTak KpUnrorpaduueckoro aHanusa.

7.1lpoBecT MOJIETUPOBAHKUE U OLIEHUTh YPOBEHb HEIMHEHMHOCTH JUCKPETHOM
¢byHkuuu Ha Bbixogie anroputMa AES.

5.2. llopsiAoK BbHINOJHEHUS] Pa0OTHI

CocCTaBHUTh U OTIAAUTHh MOACIUPYIOUINE AJTOPUTMBI IPOrPaMMHOTO obecreye-
HUSL.
5.2.1. Mooenuposanue aneopummos opmuposarus UHGOPMAYUOHHO20 CO0O-
wjeHusl
1. TlomyuuTs OT MpemoAaBaTelisi HCXOMHbIC JaHHBIE, TOCTPOUTH MAacCCH-
BbI HH()OPMAIIMOHHOTO COOOIICHHS B Pa3IMUHBIX ()OpMax MpeACTaBICHUS.
5.2.2. Mooenuposanue ancopummos 6a3o8vlx npeoopazo8anuil
1. Ucnonb3ys Oubmmoreky «AES.M» uHHIIMANM3UpOBATH ONEPaTOPHI
0a30BbIX IPeOOpPa30BaHUM U MMPOBEPUTH UX PAOOTOCIIOCOOHOCTD.
2. CocTaBuTh MporpaMMbl (POPMHUPOBAHUS KIFOYEBOTO MPOCTPAHCTBA B
pa3nuuHBIX opMax MpeacTaBIeHUS HHPOPMAIIUH.
5.2.3. Mooenuposanue npoyecca wughposanus u pacuiugposanus
1. CocraButh nporpammy mmdpoBaHUsS U pacmupoBaHUs IO AITOPUT-
My AES ¢ BO3MOXHOCTBIO YIPABICHHS KOJIMYECTBOM PayHJIOB U HAOIIOACHUEM CO-
CTOSTHUM.
2. lTlomyunTh OT mpemojaBaTeNss HMCXOMHBIE TEKCTHI U TIPOBECTH HX
mdpoBaHue U paciin@poBaHUe HA PA3HBIX CEKPETHBIX KITIOYAX.
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5.2.4. Mooenuposanue u oyenka ycmouyusoCms WU@PpPa OMHOCUMENLHO aAMAaK
KpUnmoz2paguieckoeo auaiusa

1. Hcrnonp3yst METOJ MPOHUKHOBEHHSI 0Opa30B aKTUBHOCTH IPOBECTH
MOJICTTUPOBaHUE pPAayHAOB IMH(pa W OLUEHUTh WX YCTOWYMBOCTH IO OTHOIICHHIO
muddepeHInaTsHOMY U TUHEHHOMY aHaIU3Y.

2. CocTtaBuTh MpOrpaMMy, MOJEIHPYIONIYI0 ataky Tumna «KBampar» Ha
MOCJIEI0BATEILHOCTHU U3 256 nH(popMaImoHHbIX 0J10Kk0B. [IpoBecTn aHanus cBolcTBa
cOamaHCUPOBAaHHOCTH, OLIEHUTH BO3MOYKHOCTh B3JIOMa KJTIOYA.

5.2.5. Moodenuposanue u oyenka yposHs neauretHocmu kpunmozpamm wugpa AES

1. CoctaButh mporpamMmy (GOpMHUPOBaHHUS KPUIITOTPAMM C Pa3HBIMU
CITy9aifHBIMH KITFOYaMH.

2. Hcnonwp3ysa omnepaTopbl mnpeoOpazoBaHusi Youma-Agamapa BbIUKC-
JUTH CIIEKTP MOJYYCHHBIX B MPEIBIIYIIEM ITYHKTE KPUIITOTPAMM M OIICHUTH 11O MaK-
CUMaJIbHBIM 3HAYCHHSIM CIICKTPOB YPOBEHb HEJTMHEHHOCTH.

5.3. PacueTHas 4acTh

5.3.1. Uzyuenue onepayuii 6a308biX KPUNMONPEOOPA308aAHUL
1. TlonyuuTh OT MpEMOAABATEIIsI UCXOIHBIC JAHHBIC B Pa3IHMUHBIX (op-
Max TpejcTaBiIeHus U BeraucanTh pyrkiun SubBytes, MixColumns, ShiftRows.

6. COAEP) KAHUE OTYETA

1. ®opmynupoBka ey paboThI.

2. CxeMmbl aNropuTMOB MU(PPOBaHUS U paciIupPOBAHUS.

3. Pe3ynbTaThl MOACIUPOBAHUS.

4. Ananu3 cpoiicTB mmdpa AES u ux BIHUsSHUE HAa YCTOMYMBOCTH MO OTHOIIE-
HUIO K aTakaM KpUIITOaHAJIN3a.

5. CnekrpanbHasi OlleHKa YPOBHS HETMHEHHOCTH KpunTorpamm mudpa AES

6. BreIBOIEL.

7. KOHTPOJIBHBIE BOIIPOCBHI

1. TlosicHUTH CYIIHOCTbH BBIMOJIHEHUS 0A30BBIX (PYHKIMH C MOMOIIbIO MaTe-
MAaTUKH KOHEYHOT'O TOJIA.

2. Kakum o6pazom B mmdpe AES ycTpansercs cuMMeTpUYHOCTh KPUIITOTPa-
(dbuueckoro mpeodpazoBaHus ?

3. UYem 000cHOBaH BEIOOP MUHUMAIBHOTO MOJIMHOMA M(X) ?

4. Kakum oOpa3zom 0a3oBble (PYHKIUU YAOBJIETBOPSIOT KPUTEPHUSIM IepeMe-
IIMBAHUS U PACCEUBAHUSA?

5. CdopmynupyiiTe OCHOBHBIE aTaKd KpUIITOAHAIU3a OJIOYHBIX, CHMMETpPUY-
HBIX UG POB.

6. Kak oleHUTh ypOBEHb HETMHEHHOCTH OyIeBOM QPyHKIIUN?

7. TloueMy mocnegHuil payHJ MHU(GPOBaHUS HE UCHOIB3YET OJHY U3 0a30BBIX
byHKIMI?
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