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1. HEJIb PABOTbI
1. U3yunth MeTOABI 3amUThl HWHPOpMAUM C TOMOIIBI0 KPUNTOTpahuuecKux
MPOTOKOJIOB, HCHOJIB3YIOIIMX AJTOPUTM JIOKAa3aTeIbCTBA C HYJEBBIM pPasrilallicHUEM
3HAHMU.
2. UccnenoBath alropuTMbl aHAKM3a U CHHTE3a KpUNTOrpadhuIeCcKuX MPOTOKOJIOB.
3. [lomyuuTh HaBBIKK MIPOTPAMMUPOBAHUS KPUTITOTPAPUIECKUX TPOTOKOJIOB.

2. KPATKHME TEOPETHYECKUE CBEAEHUA
2.1. UnenTudukanus u ayreHTuGUKAAS

3ammra nHGOpPMAIMK B PAIUOIIEKTPOHHBIX CUCTEMaXx IPEaIolaraeT peuieHue 3aaadn
uaeHTUPUKauuu 1 ayTeHTudukanuu. Unentudukanms ycTaHaBIuBaeT B3aMMHO OJTHO3HAY-
HO€ COOTBETCTBHE MEXIY MHOXKECTBOM CYIITHOCTEH CHCTEMBI U MHOXXECTBOM HICHTH(HKA-
TOpPOB. AyTeHTU(UKALUS TPEICTABISAET COOON MPOBEPKY MOUIMHHOCTU UACHTU(UKATOPOB.

B mponecce uaeHTuhuKauuu U ayTEHTH(PHUKALMM MOJb30BaTellb WM MpOrpaMma
(mpeTeHIeHT) 3ampaniuBaeT J0CTyl y cucTeMbl (BepudukaTopa). CHavana OCyIecTBISCTCS
uaeHtTugukauusa. Bepudukatop Ttpedyer OT MNpeTeHACHTa MNPEabsIBUTh HEKOTOPBIN
UACHTU(UKATOP U TPOBEpSET NPUHAMICKHOCTh HAeHTUUKaTopa | MHOXKECTBY
3aperucTpUPOBAaHHBIX B cucTeMe. B ciayuyae KoppeKkTHOCTH uaeHTU(uKaTopa Bepudukarop
BBITIOJIHSAET MPOLENypy ayTeHTHU(PUKaUUK (HApUMEp, 3ampallivBaeT HEKOTOPbIE JIaHHBIC)
yTOOBI YOEAUTHCS, UTO MPETEHICHT SBJISICTCS UMEHHO TEM, 3a Koro ceds Bwimaer. JlocTyn
NPETEHJIEHTa B CHUCTEMY pa3pellaeTcd TOJbKO B Clydyae YCIEIIHOIO 3aBEpILICHUs
npoueaypsl ayreHTugukanuu. Yacto ycTaHaBIMBAaeTCS HEKOTOPOE MOPOroBOE 3HAYCHHE
JUISL 4WCia TOMBITOK MPEIbsIBICHUS HEKOPPEKTHOTO MACHTHU(PHUKATOPA, MPHU MPEBBIIICHUH
KOTOpOTO BCE JaJIbHEHIINE MOMBITKY JAHHOTO MIPETEHIEHTa K CUCTEME OJIOKUPYIOTCS.

Paznuuaror 1Ba OCHOBHBIX THMNa ayTeHTH(uKamuu cyObekTa u oobekrta. IIpomemyps
aymenmuguxayuu cydvexma TOAPa3yMeBalOT OOMeH HWHGOpMaIel, UMEroIed CBOeH
enpl0  yoemuTh BepuduKaropa B TMOMIMHHOCTH HACHTH(PUKATOPA, NPEABIBISIEMOTO
OPETEeHACHTOM. Aymenmugurxayus o00vekma TPeanojaraeT MPOBEPKY MOJIMHHOCTU
UACHTU(UKATOPA, MPEJICTABICHHOTO B COBOKYIHOCTH C HEKOTOPHIMHU JaHHbIMHU. OTinuue
OT ayTeHTH(PHUKALUUU CyObEKTa COCTOUT B TOM, YTO B ATOM CJIyyae MPETEHACHTY HE HYX HO

OBITh aKTUBHBIM Y4YaCTHUKOM IIponccca aYTeHTI/IqJI/IKaLII/II/I.

2.2. MeToa 10Ka3aTeJbCTBA C HYJIEBbIM Pa3riiallleHueM 3HAHM I

Js  ayreHTHQUKAIMU CyOBEKTa MOMKET MNPUMEHSTbCS METOJ| J0Ka3aTelbCTBa C
HYJIEBBIM pa3IJIallIeHUEM 3HAaHUH, CyTh KOTOPOTO COCTOMT B TOM, YTO Hajluuue MHPpopma-
UMY Yy TpETEeHJEHTa MpoBepsieTcss 0e3 pacKpbITUs 3TOM HHPOpMauuu (WM €€ YacTH)



BepU(pUKaTOpy WM TpeThel cTopoHe. Kak mpaBuiio, HCIIONIb3yeTCsl MHTEPAKTUBHBIA PEXUM
pabotel. BepudukaTop 3amaeT npeTeHACHTY psll BOIpocoB. [IpeTeHAeHT BBIYUCIAET OTBET
Ha KaXIbI BOIMPOC C MOMOIIBI0 MMEIOIICHCS y Hero cekperHoil mHpopmarmu. [lo satum
OTBETaM BEPU(PHUKATOP MOXKET C IOCTATOUHO BHICOKOM CTENEHbIO YBEPEHHOCTH YCTaHOBUTb,
YTO MPETEHEHT JEHCTBUTEIBHO 00a1aeT CEeKpeTHON MH(popManuen (XOoTs HUKaKas 4acTb
3TOW MH(OPMALIK B OTBETAX (PAKTUYECKU HE PACKPHIBAETCS).

Paccmotpum crnenymomtyio moodens npomokona aymenmuguxayuu. B pacrnopsokeHUH
OpeTeHIeHTa U Bepu(uUKaTopa HMEIOTCSl BEPOSTHOCTHbIE MamuHbl ThtopuHra P u V
COOTBETCTBEHHO. BbluMcIuTENbHBIE PECYPChI, KOTOPHIE MOXKET UCIOJIb30BaTh MPETEH/CHT,
HEOrpaHUYEHbI, B TO BpeMsI Kak MalinHa V paboTaeT 3a NOJIMHOMHUAIbHOE BpeMsi. MalinHbl
P u V umeror o0myro KOMMYHHKAIIHOHHYIO JIEHTY sl ooMmeHa cooOmienusmu. Ilocie
3allUCH COOOIICHHS HAa KOMMYHHMKAI[MOHHYIO JIEHTY MallliHA MEepPeXOAUT B COCTOSIHHME
OKUJAHHUSA U BBIXOJAUT M3 HEro, Kak TOJbKO Ha JEHTYy OyAeT 3alluCOHO OTBETHOE
coobmenne. Mamunel P 1 V uMeroT Takke 0011y10 BXOJHYIO JIEHTY, Ha KOTOPYIO 3alIUCaHO
BXOJHOE€ CJIOBO X.YTBEpKIEHUE, KOTOPOE JOKa3bIBaeT MPETEHJIEeHT, CyTh “xel”, rme L —
HEKOTOPBIM (PUKCHUPOBAHHBIA (M3BECTHBIN MPETCHACHTY U BEpUPHUKATOPY) SI3bIK. UTOOBI
n30exaTb TPUBUAIBHOCTH, SI3bIK L J0KEeH ObITh TpyAHBIM (Hampumep, NP-noiHbiM),
MHaye BepU(UKATOP MOKET CaMOCTOSATENBHO POBEPUTH, uTo x€ L. [IpoTokon gokazarenb-
CTBa COCTOUT B TOM, YTO BEPU(PHUKATOP, MCIIOJIb3Ysl CIy4alHOCTb, BHIOMPAET HEKOTOpHIE
BOMPOCHI, 33Ja€T UX MNPETEHJEHTY M NpOBEpseT MNPaBWIBHOCTb OTBETOB. BhINoiaHeHHe
IPOTOKOJIa 3aBEpIIAETCS KOI/a MalluHa } ocTaHaBIMBaeTcs, MPU 3TOM OHA BblgaeT 1
“YES”, ecniu nokazarenscTBo npuHATO, U 0 “NO” — B IpOTUBHOM ClTy4ae.

Onpeoenenue. VIHTepakTUBHBINA MPOTOKOJ JOKa3aTeIbCTBa AJs sA3blka L Ha3bIBaeTCs
JI0Ka3aTeJIbCTBOM C a0COJIOTHO HYJIEBBIM Pa3INIAlICHUEM, €CJIU BBIIOJHSIOTCS CIEAYIOLINE
YCIJIOBUSI.

1. IHonnoma. Ins Bcex xe L BepoATHOCTH

Pr{[P(x),V(x)] = 1} = 1,
rae [P(x), V(x)] —BeixogHOe cioBO (Ciy4yaiiHas BenW4yuHA) MammHbl P, korma P u V
paboTaroT Ha BXOJAHOM CJIOBE X.

[TonmHOTa O3HayaeT, 4TO €ciIM BXOAHOE CJIOBO NMPUHAUICKUT A3bIKy L 1 00a ydacTHuKa
(mpeTeHaeHT U BepuPHUKATOp) CISAYIOT MPOTOKONY, TO JOKA3aTelbCTBO OyAeT Bcerna
MPUHSATO.

2. Koppexmnocmo. 1ns moboit mamumuel Teiopunra P*, mis mro6oro moiauHoMma p u
Ui BceX X & L 1ocTaTOYHO OOMBIION JUTHHBI

1

Pr{[P"(x),V (x)]=1} < ——,
p(x))

rze | x | - AmuHa cIoBa X.



TpeGoBaHue KOPPEKTHOCTH 3alllMIIAeT BEpPU(PUKATOpa OT HEYECTHOIO MPETEH/CHTA,
KOTOpBIM TbITaeTcd OOMaHyTh €ro, ‘“‘/oKas3biBas’ JIOXKHOE YyTBepxaeHue. llpu 3TOoM
NPETEHJCHT MOXET KaKUM YToJHO 00pa3oM OTKIOHATHCA OT JACHUCTBHUM, MPEINUCAHHBIX
IPOTOKOJIOM, T. €. BMECTO MalluHbl ThIOpUHra P UCHOJb30BaTh JIOOYI0 JAPYTYI0 MAlluHY
P* Tpebyetcs, uToObl BEpOSITHOCTH OOMaHa ObljIa B JIFOOOM Ciydae NMPEeHEOPEKUTEITLHO
Masa.

3. Ceoticmeo mynesozo paszenawieHus. Jiga 000 MOTMHOMHUANIBHON BEPOSTHOCTHOM

mamHbl - Teropuara V* - cymectByer BepositHocTHas MammHa Tetopuara M-,

paboraroiias 3a MOJIMHOMHUAIBHOE B CPETHEM BpeMsl, U Takasi, 4To i BceX X €L BbIX0o1HOE
CJIOBO MAIIMHbI M, « yIOBICTBOPSCT PABEHCTBY

*
My (x) = [P(x), V*(x)].
Marunna My« Ha3bIBaeTCs MOJCIHUPYIOLICH MAIINHON 115 V*. Ilpeamnonaraercs, 4To

MAaTEMaTH4YCCKOC OXHMIAaHHUC BPCMCHH €€ pa6OTI>I OrpaHMYCHO IMOJIMHOMOM OT JJIMHBI X.
Mamuna MV* B IIPUHIOMUIIC MOKCT pa60TaTB A0CTAaTOYHO O0JII'0, HO BEPOATHOCTH TOI'O, UTO

BpeMsi €€ paboThl MPEBBICUT HEKOTOPYIO MOJWHOMHUAIBHYIO TpaHuily, mana. CBOMCTBO
HYJIEBOTO pa3JIAlliEHUs 3allUIIAeT MPETEeHAEHTa OT HEYECTHOTO BepuukaTopa, KOTOPHI,
MPOU3BOJILHO OTKJIOHSISICH OT JIEWCTBUM, MPEANUCAHHBIX MPOTOKOJIOM (UcCHonb3ys V*
BMECTO V) mbITaeTcs M3BJI€Yb M3 €r0 BbBIMOJHEHUS JOMOJIHUTEIbHYI HHGOPMALHUIO.
Bepudukarop MoxkeT npu 3TOM NOJYyYUTh TOJIBKO TaKyo WH(OpMaIUi0, KOTOPYIO OH CMOT
Obl BBIYMCIIUTH M CaMOCTOSITENHHO (0€3 BBIMOIHEHHS MPOTOKOJIA) 32 TMOJMHOMHUAIBHOE
BpeMs.

Eciu B ompeneneHuu CBOICTBAa HyJIEBOIO pas3rlallieHUs! 3aMEHHUTh PAaBEHCTBO
CIIy4YalHBIX BEJTWYUH TpeOOBaHUEM, YTOOBI MX pacHpeiesieHUus] BEPOSITHOCTEH «IOYTH HE
OTIMYAINCh», TO TOIYYUM OOKA3AMENbCMBA CO CMAMUCIMUYECKUM HYIe8bIM pa32id-
wenuem. CyniecTByeT eIlle OJUH THUII I0Ka3aTeNIbCTB — 00KA3AMeNbCMBAd C GbIUUCTIUMENbHO
HynegblM pasenauieHuem. B 3ToMm ciiydae TpeOyeTcsi, 4yTOObI MOJENHpylolas MalllHa
co3/aBajia paclpeieiICHIEe BEPOSTHOCTEH, KOTOpOe HEOTINIUMO OT [P(x), V*(x)] HuKaKkuMm

MOJIMHOMHAJIbHBIM BECPOATHOCTHBIM AJITOPUTMOM.

2.3. Kpunrorpagpunuyeckue npoToKoabl ayTeHTHPUKAHUN Cy0beKTa HA OCHOBE
MeTO0/a 10KA3aTeNbCTBA € HYJIEeBbIM pa3rialieHueM 3HAHUHI

Ilpomokon @uama-lllamupa (FS). B mnpouecce ayTeHTU(PHUKAIUU YUYACTYIOT
MpETEHACHT, BepudukaTop (MpOBEPAIOIINI) U JOBEpEHHAs CTOPOHA (LICHTP yIpaBICHUS U
pactpeneneHus Kiroueii). BeimomHsoTes t payHmI0B poBepku. Kakasiid payHa peannsyeT
TPEXIIAaroBbIii MPOTOKOJ MHTEPAKTUBHOTO OOMEHa HH(pOpMamMeld U MPOBEPKY 3HAHHIA
pETeH/ICHTA.



3adanue cucmemnvix napamempos. lleHTp ymnpaBieHUss W pacnpelesieHHs Kitouen
BbIOMpaeT U NMyOJIUKyeT B CEpTU(PUIMPOBAHHOM CHPABOYHUKE YUCIO h =p q, TAE P U q —
JOCTAaTOYHO OOJIbLINE, MPOCThIE YKCa. 3HAYCHUS] MHOXKUTENEH p M ( B CIPAaBOYHUKE HE
nyOMUKYIOTCS U SIBJISIFOTCS. CEKpETHOM HHQopMaiuell J0BepeHHOH CTopoHbl. Kaxabii
MPETEHACHT A OCYIIECTBIISIET CIEAYIOIINE MPEABAPUTEIbHBIC TCHCTBUIMA:

1) BeIOMpaeT ciaydaitHoe, B3auMHO TipocToe ¢ n unucio s, HOJ(s,n) =1, 1 <s <n;

2) BBIMHCISET LENOe YMCI0 V = s° mod n, SBJISIONIEecs KBAAPATHIHBIM BBYETOM I10
MOJIYJIIO N, OOBSBIISIET €r0 OTKPHITHIM KIIOYOM U PETHCTPUPYET €T0 B CIIPABOYHUKE
[EHTpa YIIPABICHUS M pacTIpeAeTICHIs KITFOUeH.

CeKpeTHBIM KJIH0YOM MPETEHIEHTA A SBIISETCS LEN0E YHUCIIO S.

Ilpomoxon unmepaxmugHo2o obMeHa COACPKUT TPU IIara Mepeiadyd W mpuema

uH(popMauu MEXTy TPETEHACHTOM U BEPU(UKATOPOM.

1. IlpetenaeHT BbIOMpaeET ciaydaitHoe uucio 1, 1 <r<n— 1, BEIYUCISIET X = > mod n, u
MOCBUIAET YMCIIO X BepudukaTopy B.

2. Bepudukarop B noceuiaeT npereHaeHTy A ciydaitHbiii 6ut e = 0 wim e = 1.

3. TlpeTeHACHT BBIUUCIACT U MOChUIaeT Bepudukaropy uuciao y =r (ecnu e = 0) uim
yucio y=r s mod n (ecnu e = 1).

IIposepra 3nanuii npemendenma. Ha 3ToM 11are mpoBepsieTcsi COOTHOIICHUE

y2 =x v®modn.

Ecnu e = 0, To Bepudukarop npoBepser, 4To
¥y~ =X modn.

4TOOBI YOeIUThCS, YTO MPETEHACHT 3HACT KBaAPATHBIN KOPEHb U3 X.
Ecnu e = 1, To Bepudukarop nposepsiet, 4To
y“=xvmodn.

yTOOBI YOEIUTCS, UTO MPETCHACHT 3HACT KBAJAPATHBIM KOPEHb U3 v =smodn,

Ecmm y = 0, To BepuduKaTop cCYUTACT, YTO MPETCHICHT HE MPOIIIEI IPOBEPKY .

CTOpOHBI MOBTOPSIOT 3TOT MUKJI t Pa3 MPU Pa3HBIX CIYYAWHBIX 3HAUYCHUSX € u r. Ecmu
NPETeHJICHT A He 3HAeT 3HA4YCHHs S, OH MOXKET BBIOPATh TaKoe I, KOTOPOE MO3BOJISIET MY
00MaHyTh Bepudukatopa B ciydae € = 0 unu € = 1, Ho He B 000UX clydasX OJHOBPEMEH-
HO. BeposATHOCTH ycmemHo# aTakd Ha MPOTOKOJ HAa OCHOBE IOJMEHBI B OJHOM payHJIEC
coctasmsiet 0,5. BeposTHoCcTh 0OMaHa B t IMKJIaX paBHA 2"

KonmuectBo payHmoB npoTokosia FS MOXHO yMEHBIIUTH, €CITM UCIIOJIB30BaTh BEKTOP-
HYy10 GOpMy MpeaCTaBICHUS] HHPOPMAIUH.

Ilpomoxon @eiize-Ouam-Lllamupa (FFS). llpennonaraer yyacthe Tpex IEUCTBYIO-
VX JIMII; PETEHACHTA, Bepu(UKATOpa U IICHTPA YIIPABJICHHS B PACTIPEICICHIS KITFOUCH.



Dopmuposanue cucmemuvlx napamempos. lleHTp ympaBieHHS U pacHpeesIeHUs
KJIIOUeH onpesensieT O0mMid 11 BCceX MOJIb30BaTeNIel MOIyslb N =p g, TAE P U q - IPOCThIE
4yucia, IPUYEM BBITIOJTHSAIOTCS CIEAYIOIINE YCIOBUS

p=3mod4 u q=3mod4.

B atoM ciydae Monyne n TpyaHee moajgaeTcs mpoieccy (akTopu3aliu, 9TO SBIISETCS
JIOTIOJTHUTENIBHOM 3alIMTOM MPOTOKoJa. KpoMe Toro, eciv n — MOJ0KUTEILHOE HEUETHOE
[[EJI0€ YUCJIO U N = NN, — €ro pasjioKeHUE Ha MPOCThIE COMHOXKHUTEIHU U €CJIH - CUMBOJI
SIxobu

TOTJIa YHMCIIO a SBJISCTCS KBAJAPATUYHBIM HEBBIYETOM IO MOJIYJIIO N. DTO CBOMCTBO MOXHO
UCIIOJIb30BATh ISl IPOBEPKHU MPABMIIBHOCTH BBHIOOPA OTKPBITOTO KJIFOYA MPETEHACHTA

[Tocne BeIUMCICHUS 3HAUEHUS MOJYJIA, LEHTP YIPABJICHUS U PaCHpeeleHHs KItouen
onpesenseT pa3Mep BeKTopa kK M 4uCiO payHIoB mnpoBepku t. Yucna k£ u t sBistoTCA
CEKPETHBIMHU MTapaMeTPaMU CUCTEMBI Ay TEHTU(UKAIIHH.

Dopmuposanue Kmoyel npemernoenmos. KaxXIplii TPETEHIEHT A  BBINOTHICT
CIIEIYIOIINUE ACHUCTBUS:

- OmpeAeNsieT BEKTOP-CTPOKY CIydalHbIX unucen S = (s, Sy, ... , S¢ ), KOKJI0E 3HaUYe-

Hue {s;} nexut B Auanazone 1 <s; < (n - 1) u mpoBepser BoinonHeHue pasenctsa HOJI( s;,
n ) = 1 (oTMeTUM, YTO B3aMMHas MPOCTOTA YHUCEN S; U N B MOJJIEPKUBACTCS MPaBUIOM
dbopMuUpoBaHUS MOITYJIA );

- OmpeAessieT BEKTOP-CTPOKY ciydaiHbix OuT B = (by, ..., b;);

- BBIYHCIISICT MHOXKECTBO 3HAYCHUI

vl-z(—l)bi (siz)_1 modn, mua 1<i<k;

- YCTaHABJIMBAET CBSI3b M MPOXOAMUT MPOIECC HACHTU(DUKAIMU U aBTOPU3AINH B
IICHTPE YTMPaBJICHUS W PACIPENCICHUS KIIIOUEH, TOCIE YeTr0 PETUCTPUPYET B IICHTPE CBOU
OTKPBITBIN K04 V = (Vy, ...,V );

- UEHTP YIPABJICHUS U PACTIPEICIICHUS KIIIOUEH MPOBepseT KOPPEKTHOCTh 3HAYCHUI
NPeICTaBICHHOr0 KJto4a, BhUucisas cumBos Sxobu J(v;) mod n. Eciu cumBon Sxobu
paBeH +1, TO 3HAYCHUS KITH0Ya KOPPEKTHBI, B IPOTUBHOM CITy4ae KIIF0Y HE PErUCTPUPYETCH.

BekTop s sBIIsIeTCS CEKPETHBIM KITFOUOM TIPETECHICHTA HE MO JICIKAIINM Pa3TiIalleHUTO.

Ilpomoxon paynoa ungopmayuonrnoco obmena. B KaxIom payHIe MPETEHIECHT A U
Bepudukarop B oOmMeHnuBaroTcs nHpoOpMalueit mo caeayIemMy aropuTmy.

1. IlpetenaeHT A BwruucaseT ciaydaiiHoe umcio r, 1 < r < ( n — 1 ). Beibupaer

Ciy4aitHeIM 00pa3oM OUT U3 BeKTOpa b, mociie 4ero BEIUUCISET YUCIIO0
X= (-l)bi r2 modn,

KOTOpOE mockuIaeT Bepuduraropy B: A — B: x =+ r* mod n.



2. B otBet Bepudukatop B reHepupyer ciaydaitHbIM 00pa3oM U TIOChUIACT MPETCHICHTY
A Bexktop e=( ¢y, ..., € ), coaepxamuii kK OuT nHPopmanuu:
A< B:e=(e,...,e) ¢ € {0,1}.
3. [IpetenneHt A BbIUMCISET U MOckUIaeT oOpaTHO Bepudukaropy B uucno y

A—>B:iy=r ]l_c[sj-tj modn.
j=1
IIposepra 3uanuii npemenoenma. Bepuduxarop B BerumcnseT yucio
k
z:y2 ijf modn,
j=1
KOTOpPOE CPAaBHUBAET C PaHEE MPUHATHIM YUCIIOM X.
Ecnn
z=xxu z#0,
TO Ha JAaHHOM payHJe MOJUIMHHOCTh MPEJICTABJICHHOTO UEeHTU(UKATOPA MOATBEPKIACTCS.
CuuTaercs, 4TO NMPETEHACHT J0Ka3all Bepu(UKATOPY HAJIUYMsI Y HEro TpeOyeMbIX 3HAHUM,
JUIsi BbIOpaHHOTO pasmepa BekTtopa k.. [lns mNoONHOW ycHemHoW ayTeHTUPUKALMU
MPETCHJICHT JIOJDKEH TOJITBEPANTH IMOMJMHHOCTH MPEACTABISIEMOr0 HIACHTH(PUKATOpA B
3a/1aHHOM KOJIMYECTBE PAyH/IOB.
BeposaTHOCTh yCHenIHOM KpUNTOATaKH HA OCHOBE MOJMEHBI C UCTOJIb30BAaHUEM OTKPHI-

TBIX TEKCTOB B t ITUKJIaX paBHA M 3aMeTuM, 9TO BepUPHUKATOP 3aNHTEPECOBAH B IPUMEHE-
HUH KaK MO>KHO OOJIBILIEro KOJIMYECTBA PAyH/IOB JJIsl YMEHBIICHUH BEpOSITHOCTH oOmana. C
JPYToil CTOPOHBI, NPETEHJEHT XO0YeT KaK MOXHO ObICTpee MPONTH Mpolecc ayTeHTU(U-
karuu. [loatomy 3Hauenwe t B mpotokosie FFS BriOupaeTcs Ha OCHOBE KOMIIPOMHCCA.
VYcnoBue Aoka3aTteabCTBa C HYJIEBBIM pas3rialliecHUeM 3HAHUH W TPHUEMJIEMBIH YpPOBEHb
3amuuieHHocTH obecneunBatored, ecin k= O (loglogn)ut= @ (logn).

Ilpomoxon T'unnoy-Kyuckyomepa (GQ). Ilporoxon GQ wucnons3yer MeHblIee
KOJIMYECTBO payHJIOB MH(POPMAIMOHHOIO OOMEHa TMpH 3aJlaHHOM  BEpPOSITHOCTHU
JI0Ka3aTeNbCTB KOPPEKTHOCTH MPENCTaBICHHOr0 uaeHTudukatopa. IIpeamonaraercs, arto
KaX/I0My MPETEHCHTY MPUCBOCH YHUKAIbHBIN UICHTU(DUKAMOHHBIN HOMED [4 M U3BECTHO
KaK BBIYUCITUTH XAI-PYHKIIIO ha( 14 ).

Cucmemnvle napamempuwi. LleHTp ynpaBieHUs U paclpeesieHus KIoUYel Mo METOIUKe
anroput™Ma RSA Beruunchser:

1) oOmmii 11 Bcex Mmosb30BaTeNed MOAYJb N = p (, TJIe p U  — MPOCTHIE, JOCTATOYHO
OosblIMe, LENIbIe YUCIA.

2) ciy4aifHOE YHUCIO V, SIBISIFOIIEECS] OTKPBITHIM KIIFOUOM M YJIOBJIETBOPSIOLIEE YCJIO-
BusiMm HO[ (v, ) =1 u v>3,tne ¢ = (p— 1)(q— 1) — bynkuus Diinepa.

1

3) cekpeTHBIN K04 s=V  modn.



4) cexpeTHOE aKkpeauTamuonHoe uncao sp =(h) > modn, koTopoe uepes Hamex-

HBIM KaHaJI CBA3M NEPENACTCS IPETEHACHTY A.

IIpomoxon ungpopmayuonnozco oomena. llperenneHT A nokasbiBaeT Bepudukatopy B
CBOIO UJEHTUYHOCTH 32 TPH LIAra.

1. Ilperennent A BbIOMpaeT ciaydallHbIM oOpazoM cekpetHoe r, 1 < r < (n — 1) u
BBIUHCIISET IPEICTABIAEMOE T0OKA3aTEIbCTBO

x=r" modn.

[Iperennent nepenaer Bepudukaropy B mapy (I, x).

2. Bepudukarop B BeiOMpaer ciry4aitHpIM 00pa3oM U NEpeacT MPETEHACHTY A 4UCIIOo
e,1<e<v.

3. IlperenaeHt A BeUMCIACT U nepenaet Bepudukaropy B uncna

y:rsz modn.

Ilposepra 3nanuti npemendenma. Bepudukatop B npunumaer y, ¢popmupyer Xsuu-
¢GyHKuMIO hs ¥ BBIUKCISIET

z= hz y¥ modn

Cxema TnpuHSATHS pEIICHHWs] CpaBHUBAaeT yucia z U x. Ecomm z = x u z # 0, TO
NPUHUMACTCS PEIIEHUE, YTO MPETEHACHT A J0Ka3ald CBOM 3HAHWUS M payH] ayTeHTH(H-
KalluM 3aBepIlIeH yCHelmHo. B MpoTUBHOM cilydyae BBIHOCHUTCS pelieHHEe 00 OTCYTCTBUHU Y
npeTeH/IeHTa TpeOyeMbIX 3HaHMi. B oOmiem ciyudae Bo3MOXKHaA t-payHIOBasl Mpolerypa
ayreHTU(ukanuu. OKOHYATeNbHOE pelleHne OO0 YCHEUIHOW ayTeHTH(PHUKAUUU B 3TOM
Clly4ae BBIHOCUTCS MOCTIe MPOBEACHUS 3a 33JaHHOE BpeMs TpeOyeMOoro KOJMYecTBa yCIeml-
HBIX PAYHJIOB ayTEHTU(DUKAIIIH.

YpoBeHb 3alMIIeHHOCTH MpoTokoja GQ onpenenseTcs BEIMYMHON OTKPBITOTO KIIHOYa
v. BeposiTHOCTh ycHemHoN araku Ha OCHOBE MOJMEHBI paBHa v"'. Econ v — mocTosHHas
BEJIMYMHA, TO 3HaUCHHUE t JOKHO pactu ObicTpee yeM (log log n). YcnoBue nokasarenbcTa
C HyJIEBBIM pasrjainieHueM 3HaHui oOecrneunBaetcs, eciau (tv)=0((log n)c), rae ¢ —
noctosinHast BenuunHa. C Ipyroi CTOPOHBI, /Ui 00eCTeYeHUs MOJIMHOMUAIBHOTO YPOBHS
KOH(UIECHITUATHHOCTH HEOOXOAMMO BBHITIOJHEHUSI  YCJIOBHS vio= O((log n)c). st

obecreueHys MPUEMIEMOTO YPOBHS 3alIUIEHHOCTH HEOOXOAMMO, YTOOB! V' Oblla MEHbIIE
yeM 0OpaTHasi MoJMHOMHUabHAs PyHKIMS OT log n.

3. MOJAEJINPOBAHUE KPUIITOI'PAOUYECKHUX ITPOTOKOJIOB B CPEJIE
IHPOI'PAMMHOI'O TAKETA MAPLE

Hwxe mnpuBoxasrcs mnporpaMMbl, MOJEIUPYIOLIME KpUNTOTrpaduyecKue MNPOTOKOJIbL,
HaMMCaHHBIE C TIOMOIIBIO TPOrPaMMHOTO nakera Maple.



IIporpamma FS «Kpunronporokon ®@uara-lllamupa »

Cucmemnuvie napamempul
> with(numtheory): with(linalg):

p:=nextprime(rand()*rand()); # BoluucneHnue cyuyatiHo2o npocmoeo uucia p #
p :=4344471250977410178133

> q:=nextprime(rand()*rand()); # Buiuucnenue cayuatino2o npocmoeo yucia q #
q = 14285410350391387596689

> n:=p*q; # Buiuucnenue mooynsa n #

n:=62062554575690515136701003788398842251001637

> s:=(rand()*rand()*rand()) mod n;# Beiyucnenue npemenoeHmom cekpemHoz2o kiuoua s #
s :=189274957802787037181466862693390625
> iged(s,n); # [Iposepka ceoticmea 83auUMHOU NPOCMOMbL Yucean u s #
1

> v:=s&"2 mod n; # Buvluucnenue npemeHOHMoOM OMKPbIMO20 Kitoua vV #

v .= 33198894580960510655898176898615177311921923

3agaHue KOJIMYeCTBA PayH10B MH(POPMAITMOHHOTO OOMEHA

MonenupoBanue mpoiiecca HHGOPMAIIMOHHOTO 0OMEHa MEXTy IPETEHICHTOM U
Bepudukaropom

> randombit:=rand(0..1): # 3a0arnue cenepamopa ciyuaiinvix 6um

> for 1 to t do # Llukn t payHnoB nH(MOPMAIIMOHHOTO OOMEHa #

> msg[l]:=rand(): r[l]:=msg[l] mod n; #Popmuposarue npemendoenmom A cryuaiinozo

yucna #
> x[1]:=r[1]&”"2 mod n; # llae 1. Boiuucnenue npemenoenmom A u nocolika
sepughuxamopy B coobwenus x#
> b[l]:=randombit(): #Dopmuposanue sepughukamopom B u nocwviika
npemenoenmy A cayuatinoco buma b#

> y[l]:=r[1]*s*b[l] mod n od: #Boiuucnenue npemenoenmom A u nocwlixka
eepuguxamopy B uucna y, asnaowemcs
00KazamenbCmeom mo2o, 4mo npemeHOeHm 3Haem
K8aOpammblil KOpeHsb U3 X u 001aoaem cekpemuuim
KAI04oM S#

> X:=seq(x[i],i=1..t); # Coxpanenue yucnosvix 3nauenuil UHGoOpMayuUoHHo2o obMeHa#

X = 306261242564368288305124, 129335369518901748101904,

503730496384756190095225

> B:=seq(bli],i=1..t);

10



D:=10,1
> Y:=seq(y[i],i=1..t);
Y = 46887890651348441717672662635335788944832131, 359632269852,
32590950915207217501290418605370294283160657

[TpoBepka BepudukaTopom B npaBuIIbHOCTH MPECTABICHHBIX JOKA3aTEIbCTB .
Brraucnenune qoka3aTebHBIX YHUCIOBBIX IOCIEA0BATEIbHOCTEN Z 1 Z 1

> forltotdo

> z[1]:=y[1]&"2 mod n;

> z1[1]:= x[1]*v”b][l] mod n; od;

> Z:=seq(z[i],i=1..t);

Z = 30503041975052550048501541671915581135568218, 129335369518901748101904,
2126578184114901773698215281806882540262059

> 71:=seq(z1 [i],i=1..t);

Z1 30503041975052550048501541671915581135568218,
129335369518901748101904 2126578184114901773698215281806882540262059

[Ipunsarue pemenus mo ayreHntudukanuu npereraenTa:” Y ES” — cyOobekr
ayTeHTU(PHUIHPOBAH NONOXKUTETHHO; “NO” — CyOBeKT ayTeHTUPHUIIMPOBAH OTPUIIATENIBHO.

> if Z=71 then "YES'; else 'NO'" fi;
YES

KonTtpons paboTocnocoOHOCTH TporpaMMbl ayTeHTU(GUKAITUN TIPU ACHCTBUU JT0KHOTO
CEKpETHOTO Kitoua sl

> s1:=rand();
sl:= 542136407374
> for 1 to t do msg[l]:=rand(): r[l]:=msg[l] mod n: x[l]:=r[l]&"2 mod n;
> b|[l]:=randombit():
> y[l]:=r[1]*s*b[l] mod n od:
> X:=seq(x[i],i=1..t);
X :=11279630644507088103529, 666271838047429196361, 442609411406876723785801
> B:=seq(bli],i=1..t);
B:=011
>Y:=seq(y[i],i=1..t):
Y :=106205605523, 13993756154448864248106, 360677371166281656205526
> for 1 to t do

11



> z[1]:=y[l]&"2 mod n;
> z1[1]:=x[1]*v”*b][l] mod n; od;
> Z:=seq(z[i],i=1..t);
Z = 11279630644507088103529, 762494351033750549967631218154036257141805,
2085212540172243810631916698491025978264564
> 71:=seq(z1]i],i=1..t);
Z1 = 11279630644507088103529, 4093107792655774235724882838049641797688334,
1225529678146243167639872959089838482557204
> if Z=71 then "YES'; else 'NO'" fi;
NO

[Iporpamma FFS “Kpunronporoxoa ®Peiire — ®@uara - lHlamupa”

CucreMHbIe mapaMeTpbl
> with(numtheory): with(linalg):
> p1:=0; for i to 5 while p1<>3 do p2:=nextprime(rand()); > p1:=p2 mod 4 od:
> if p1=3 mod 4 then p:=p2; fi; # Beiuucienue uucna p #
p:=427419669163
> q1:=0: > for i to 10 while q1<>3 do q2:=nextprime(rand()); > q1:=q2 mod 4 od:
> if q1=3 mod 4 and q2<>p then q:=q2; else q:="FFF" fi; # Boiuucnenue uucna q #
q := 343633073743
> n:=p*q; # Buiuucnenue mooynsa n #
n :=146875534692697842087109
> k:=5: # 3adanue cexpemmnoco uucia k #
> for i to k do s[i]:= rand(); nod:= igcd(s[i],n) od:
> S:=seq(s[12],12=1..K); # Bwiuucnenue sekmopa cexpemuozo kuoua S #
S :=474256143563, 558458718976, 746753830538
> randombit:=rand(0..1):
> for i to k do b[i]:= randombit() od:
> B:=seq(b[12],12=1..Kk); # Buiuucnenue sexkmopa ciyuaiinvix oum B #
D:=101
> for i to k do v[i]:=((-1)&*b[i])*((s[i]&"2)&*(-1)) mod n; od:
> Vi=seq(v|[12],12=1..K); # Boiuucnenue sexmopa omxpovimozo kuoua V #
A" = 140322027103855424571661, 89167569235036397477018,
110091725873937243124961
> for i to k do J(v[i],n) od; # Bwiuucirenue cumsona Axoou ons snemenmog eekmopa V #

1
1
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1

MogenupoBanue npoiiecca HHPOPMAITMOHHOTO OOMEeHa

> msg:=rand(n): r:=msg() mod n;# Qopmuposanue npemenoeHmom ciy4atiHo2o wucia r #
r:=11202363945770601517110

> d1:=0: while d1=0 do d1:=(rand() mod k); od: > if d1<>0 then d:=d1 fi;
> x:=((-1)&"b[d])*(r&*2) mod n; # Boiuucrenue npemendenmom yucia x #

x:=117297801318216640941019
> for i to k do e[i]:=randombit() od:
> EV:=seq(e[12],12=1..Kk); # Bviuucnenue gepugpuxamopom sexkmopa ciyuatinvix yucen EV #

EV:=0,1,0
> y:=evala(r*product(s[l]&*e[l] mod n, I=1..k)) mod n;# Beiuucienue npemenoenmom
yucna y #
v :=47503653242287051071119
[IpoBepka BepupUKaTOPOM MPEICTABICHHBIX JI0KA3aTECIHCTB

> g:=evala(product(v[l]&”"e[l] mod n, I=1..k)) mod n;
> z:=(y&”"2)*g mod n;

z:=117297801318216640941919
> z1:=-z mod n;

zl :=29577733374481201145190
> if x=z or x=z1 and z<>0 then "YES'; else "No'; fi;

YES

[TpoBepka paboTOCTIOCOOHOCTH MTPOTPAMMBI TIPH IEHCTBUHU JIOKHOTO CEKPETHOTO Kirtoua s 1

> for i to k do s1[i]:= rand(); nod:= igcd(s1[i],n) od: > seq(s1[12],12=1..k);
453747019461, 644031395307, 920624947349
> y:=evala(r*product(s1[l]&”"e[l] mod n, I=1..k)) mod n;
> g:=evala(product(v[l]&*e[l] mod n, I=1..k)) mod n;
> z:=(y&”"2)*g mod n;
z:=14290534614692728120783
>z1:=-z mod n;
zIl :=132585000078005113966326
> if x=z or x=z1 and z<>0 then "YES'; else "No'; fi;
NO

13



IIporpamma GQ «Kpunronporokoa I'mninoy-Kyuckyorepa»

CucreMHbIe TapaMeTpbl
> with(numtheory): with(linalg):
> p:=nextprime(rand()*rand()); # Buiuucnenue ciyuatino2o npocmoeo uucia p #
p =13558693922547573765631
> q:=nextprime(rand()*rand()); # Bviuucnenue cayuaino2o npocmozo uucia q #
q :=171675368879301488681177
> n:=p*q; # Boiuucienue mooyna n #
n :=2327693780674897974390356490196290213879227687
> f:=(p-1)*(q-1); # Boruucnenue ynxkyuu Jiinepa #
f:=2327693780674897974390171256133488364816780880
> v1:=0: while iged(v1,f)<>1 do vl:=rand() od:
> if iged(v1,f)=1 then v:=v1 fi; # Beiuucienue omxkpvimozo knoua v #
v.: 432613486829
> iged(v,f); # Ilposepxa ycnosus e3aumnoi npocmomsl uucen v u f#
1
> s:=v&”"(-1) mod f; # Buiuucnenue cekpemnoeo knroua s #
s :=1325273564898245661753935175617017240295093909

Br160op mapameTpoB Mmoib30BaTEIs

» h1:=0: while igcd(h1,f)<>1 do h1l:=rand() od:
» ifigcd(hl,f)=1 and h1<>v then h:=h1; else ‘return’ fi;# 3aoanue uoenmuguxayuon-
HO20 HOoMepa (Xaw-@yHKkyuu) npemenoenma h #
h := 509974546787
> sa:=h&"(-s) mod n; # Cexpemuwiii akkpeoumayuoHuvlii Homep npemenoenma sa #
sa :=357475660958333209920165128744418582701237689

MopaenupoBanue npoToKoiIa HHPOPMAITMOHHOTO 0OMEHa

> rl:=rand():

> if r1<(n-1) then r:=r1; fi; # Buiuucienue cekpemrnozco uucna nonvzosamenem A #
r:=3830196465066

> x:=r&”v mod n; #Bviuucnenue uucna x npemenoenmom A #

x:=1001221517916060202352373217934722793092929974

> el:=rand(): while el>v do el:=rand(); od:

> if e1<v then e:=el fi; # Buviuucnenue cuyuatinoeo uucia e sepugpuxamopom B #
e.:=151776562728
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>y:=r*sa&”e mod n; # Boiyucnenue uucia y npemenoenmom A #
y :=335000620497233576938771090545310137234505100

HpOBepKa BepI/I(bI/IKaTOpOM MMpCaACTaBJIICHHBIX JOKAa3aTCJIbCTB

> z:=(h&"e)*(y&”v) mod n;
z:=1001221517916060202352373217934722793092929974
> if z=x then "YES' else 'NO" fi;
YES

KonTtposes paboTocnocoOHOCTH IpOrpaMMbl IPU ACUCTBUH JIOKHOTO CEKPETHOTO KITto4a s2

> s2:=rand();
s2 := 166993783344
> sa2:=h&”(-s2) mod n;
712312218508352562559110564294280957253654467

> y:=r*sa2&”e mod n;

y:=1928529588033135094205474699836033259083683850
> z:=(h&"e)*(y&”v) mod n;

z:=1483848403250319532429895927813879720267535789
> if z=x then "YES' else 'NO" fi;

NO

IIporpamma “Tstl FS”

3ajaHue CUCTEMHBIX TapaMETPOB
> with(numtheory): with(linalg):
> p:=nextprime(rand()*rand()*rand()); # Boiuucienue npocmoeo uucia n #
p :=33110390636697557070951067268783269
> q:=nextprime(rand()*rand()*rand()); # Buluucnenue npocmoeo uucia p #
q :=40577461120852497458034316960779877
> n:=p*q; # Borunciienue Moyis n #
n:=1343535588756833691097805930416239354759703345228672452179319129477913
> s:=(rand()*rand()*rand()) mod n; # BbIunciieHle CEKPETHOTO KIltoua s #
s :=106669165247031581394326055711154547
> igced(s,n); #lIposepka Ha 3aUMHYI0 NPOCIOMY CEKPEMHO20 KoUad U MO0V #
1
> v:=s&”2 mod n; # BpluncieHne OTKpPBITOrO Kiroya v #
v :=630026104443860564166746963756297689943095612384793915950406682951905
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3aaHue napameTpoB TecTa

> w:=100: # yucno nonvlmMox NOOCMAHOBKU JIOHCHO20 CeKpemuozo Kuoua s2 #
> t:=10: # Konuuecmao t paynoos ungopmayuonHo2o oomena #
MonenupoBanue npoiecca HHHOPMALIMOHHOTO 0OMeHa

> randombit:=rand(0..1):

> for h from 1 to w do s2[h]:=rand();

> for 1 to t do msg[l]:=rand(): r[l]:=msg[l] mod n;

> x[l]:=r[l]&"2 mod n; b[l]:=randombit(): y[l]:=r[l]*s2[h]*b[l] mod n od:
> seq(x][i],i=1..t): seq(bli],i=1..t): seq(y[i],i=1..t):

> for 1 to t do z[l]:=y[1]&"2 mod n; z1[1]:= x[l]*v”*b[l] mod n; od:

> seq(z[i],i=1..t): seq(z1]i],i=1..t):

Brrancienue onenku PR BeposiTHOCTH COBNAJICHUS B payH/IE 3JIEMEHTOB JJOKAa3aTEIbHBIX
nocienosarenpHocTed Z u 71

> for i to t do m2[i]:=z[i]-z1[i]; m[i]:=evalf(((z[i]-z1[i]) mod n)/n); ¢[i] :=1-ceil(m[i]) od:

> C:=seq(cli],i=1..t): # Unyuoenmnas nocieoosamenvrHocmo C #
> pr[h]:=sum(c[k], k=1..t)/t od:
> PR:=seq(pr[h],h=1..w); # Ilocneoosamenvrnocms 3nauenuti oyenku PR #

I'paduueckoe otoOpaxenue onenku PR
> with(plots): plot({[[k,pr[k]] $k=1..w]}, x=0..w,y=0..1,style=line,numpoints=100);

0.5
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[Toctpoenune rucrorpammel s PR
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> with(stats): with(statplots): histogram([PR]);

25

20

15
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IIporpamma «Tst 2 FS»

CucremHbIe TapaMeTpbl

> with(numtheory): with(linalg):
> p:=nextprime(rand()*rand()*rand());

p :=257047879011769627697933934460816667
> q:=nextprime(rand()*rand()*rand());

q :=492216721466636908631225730019625269
> n:=p*q; # Boluucnenue mooyna n #

n:=
126523264267125994185133329451407727584901044025148597231263807049558423
> s:=(rand()*rand()*rand()) mod n; # Buiuucnenue cexpemnozo knoua #
s :=73107724712145343447046552679000

> iged(s,n);

> v:=s&"2 mod n; # Boiuucnenue omxpovimozo knoua #
v .= 53447394125868269437989819948231690324182898377922077041000000

3alaHue napaMeTpoB TECTA: YUCIIO PAYHIOB t; YMCIIO W MOIBITOK MOJCTAHOBKH JIOAKHOTO
CEKPETHOro KJtoua $2; yuciio d monbIToK Noaoopa MOy n
> w:=10; t:=30; d:=10;
MonenupoBanue Tst 2
> randombit:=rand(0..1):
> for g to w do

> q1[g]:=rand(); pl[g]:=rand(); n1[g] :=q1[g]*p1[g];

17



> for h to d do s2[h]:=rand();

> for 1 to t do msg[l]:=rand(): r[l]:=msg[l] mod n1[g];

> x[l]:=r[1]&”"2 mod n1|g]; b[l]:=randombit(): y[l]:=r[l]*s2[h]*b[l] mod n1][g] od:
> seq(x[i],i=1..t): seq(bli],i=1..t): seq(yl[i],i=1..t):

> for 1 to t do z[l]:=y[l]&"2 mod n1]g]; z1[1]:= x[l]*v"b[l] mod n1[g]; od:

> seq(z[i],i=1..t); seq(z1]i],i=1..t);

Brruncnenue onenku PR1 BeposiTHOCTH COBNIaJIEHHs B payH/IE SJIEMEHTOB JIOKa3aTEIIbHBIX
nocuenoBarenbHocTen Z u Z1
> for i to t do m2[i]:=z[i]-z1[i]; m[i]:=evalf(((z[i]-z1[i]) mod n1[g])/n); c[i] :=1-ceil(m[i])
od; seq(c[i],i=1..t); # Unyuoenmnas nocreoosamenvrnocms C #
> pr[h]:=sum(c|[a], a=1..t)/(t) ; od;
> cl|g]:=seq(pr[k],k=1..d); od:
> PR1:=array(1..w*d): > PR1:=convert(cat[c1[a] $a=1..w],list) :
> PR2:=seq(PR1]i],i=1..w*d);
I'paduueckoe orobpaxenue ouenku PR1

> with(plots):plot({[[a,PR2[a]] $a=1..w*d]},x=0..w*d,y=0..1,style=line,numpoints=100);

0.5
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0 .
0.2
0o 20 40 &0 S0 100

IToctpoenue rucrorpammel PR1
> with(stats): with(statplots): histogram(|PR2]);

18]
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Ilpoepamma « Kpunmonpomoxkon I unnoy-Kyuckyomepay

CucreMHbIe TapaMeTpbl

> with(numtheory): with(linalg):
> p:=nextprime(rand()*rand()); # Buiuucnenue ciyuatino2o npocmozo uucia p #
p :=13558693922547573765631
> q:=nextprime(rand()*rand()); # Buiuucnenue ciyuatinoco npocmoeo uucia q #
q:=171675368879301488681177
> n:=p*q; # Buviuucienue mooyna n #
n :=2327693780674897974390356490196290213879227687
> f:=(p-1)*(q-1); # Boiuucnenue gynxyuu diinepa #
f:=2327693780674897974390171256133488364816780880
> v1:=0: while iged(v1,f)<>1 do vl:=rand() od:
> if iged(v1,f)=1 then v:=v1 fi; # Beiuucrenue omxpvimozco knoua v #
v.: 432613486829
> iged(v,f); # [lposepxa ycnosus e3aumnou npocmomsl yucen v u f#
1
> s:=v&”"(-1) mod f; # Buiuucnenue cekpemnoeo knoua s #
s :=1325273564898245661753935175617017240295093909

Br160p mapaMeTpoB NoJb30BaTENs

» h1:=0: while igcd(h1,f)<>1 do h1l:=rand() od:
> ifiged(h1,f)=1 and h1<>v then h:=hl; else ‘return’ fi;# 3adanue uoenmughuxayuon-
HO20 HoMepa (Xauwi-ghyHKyuu) npemendenma h #
h := 509974546787
> sa:=h&"(-s) mod n; # Cexpemmuwiii akkpedumayuorHwlll Homep npemenoenma sa #
sa :=357475660958333209920165128744418582701237689

MonenupoBaHue MpoTOKoIa HHPOPMAITMOHHOTO 0OMEHa

> rl:=rand():
> if r1<(n-1) then r:=r1; fi; # Buiuucienue cekpemnozco uucna nonvzosamenem A #
r:=830196465066
> x:=r&”v mod n; #Bviuucienue yucna x npemenoenmom A #
x:=1001221517916060202352373217934722793092929974
> el:=rand(): while el>v do el:=rand(); od:
> if el<v then e:=el fi; # Boiuucienue cnyuaiinoeo uucia e sepugpuxamopom B #
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e:=151776562728
>y:=r*sa&”e mod n; # Beiyucnenue uucia y npemenoenmom A #
v :=335000620497233576938771090545310137234505100

[IpoBepka BepuprKaTOpOM MPEICTABICHHBIX I0KA3aTEIbCTB

> z:=(h&"e)*(y&”v) mod n;
z:=1001221517916060202352373217934722793092929974
> if z=x then "YES" else 'NO" fi;
YES

KOHTpOJIB pa6OTOCHOCO6HOCTI/I IIpOorpaMMal I1pu ,Z[eflCTBI/II/I JIOKHOI'O CCKPCTHOI'O KJIr04a s2

> s2:=rand();
s2 := 166993783344
> sa2:=h&”(-s2) mod n;
712312218508352562559110564294280957253654467

>y:=r*sa2&”e mod n;

y:=1928529588033135094205474699836033259083683850
> z:=(h&”*e)*(y&”v) mod n;

z:=1483848403250319532429895927813879720267535789
> if z=x then "YES' else 'NO" fi;

NO

Kommenmapuu k npocpammanm.

1. TlogkmroueHue OMONIMOTEKH TEOPUU YUCET OCYIIECTBISETCS C MOMOIIBI0 KOMAH/IbI
with(numtheory). Komannst with(linalg) u with(stats) nongkmodaroTr OuOIMOTEKH
COOTBETCTBEHHO JTMHEHHOM anreOphbl U CTAaTHCTUKH.

2. IIporpammer FS, FFS, GQ MoaenupyrT KpUNTONPOTOKOJIBI, COOTBETCTBEHHO,
O®uara-lllamupa, @eiire — @uara — [lamupa u ['mnoy-Kyuckyorepa. Mogens mpoiiecca
NPOBEPKH 3HAHWI TPETCHJICHTa OCHOBAHA HA BHIUMCICHWW W CPAaBHEHUH DJIEMEHTOB TaK
HA3bIBa€MBIX JIOKA3aTeNbHBIX MocienoBarenpHocTet Z ={z[i], i=1,...,t} u Z1={z1[i],
i=1,...,t}. Onements! z[i] u z1[i] mpeacCTaBIAIOT COOON YUCTOBOM Pe3yJIbTAT MPOBEPOUHBIX
BBIUUCIICHUN B KaXJAOM U3 t payHIOB. AyTeHTHU(UKALUS CUUTACTCS YCIHEIIHOW, eclid
AJIEMEHTHI JOKA3aTENbHBIX IOCIEA0BAaTENbHOCTEN coBmanaT Z = Z1. B stom ciydae
nporpammsl popmupyiot cioBo “YES”. B mpotuBHoM citydae renepupyertcs cioBo “NO”.
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3. IIporpamma “Tst]l FS” BbIYMCISET CTATUCTUUECKUE XAPAKTEPUCTUKU U MOJEIUPYET
ataky Ha npotokos ®duara-IllamMmupa MeToaO0M MOAOOPA CEKPETHOTO KIIFOYA MPH U3BECTHOM
3HaueHuu Moxayis n. [ns atoro B Omoke mporpammbl «MojenupoBaHue Ipoiiecca
uH(OPMAIIMOHHOTO OOMeHa» (OpMHUPYETCsl CIIy4alHbIM 00pa3oM JIOKHBIM KIHOY  S2,
KOTOPBIN MOJICTABIISIETCS. BMECTO CEKPETHOIrO KJitoua s. KonnuecTBo NONbITOK MOACTAHOBKH
JIO’)KHBIX 3HAYEHUN KIII0Ya 3aJaeTcsl YMCIOM W. B KaxknoM payHzae mnporpamMmma (popMupyet
unyudenmuyto nocnenosarenbHocth C ={c[i]} coBmageHui WK HECOBMAJACHUN DJIEMEHTOB
JTIOKa3aTeNbHBIX MOCIEA0BATEIIbHOCTEMN.

[Ipu sToMm

1, ecmu z[i]=2zl1[i]
0, ecmm z[1]# zI[i]

B kauecTBe O1IeHKHM BEPOSITHOCTH COBMAACHUS JIEMEHTOB JI0Ka3aTEIbHBIX TMOCIIEI0BA-

TEIBLHOCTEH B t payHAaX 0OMEHa UCIIOIb3YIOTCS YaCTOCTU

t
el
prin="=—,

KOTOpBIe TpynmupyroTcs B cratuctuueckuii psg PR. I'paduyeckoe oroOpakenue psiia
BBITIOJTHSIETCSI C TIOMOIIIBbIO0 KOMaH Oubnuorexu with(plots). I'ucrorpamma psiza cTpouTcs ¢
MOMOIIEI0 KOMaH onbnunoreku with(stats), statplots.

4. llporpamma “Tst2 FS” BbIUMCISIET CTAaTUCTUYECKHE XAPAKTEPUCTUKU U
MoJIeTupyeT aTaky Ha nportokos ®Puata-lllamupa metogom nmoadopa CEKpeTHOro Kirouda u
MoayJis n. Koau4ecTBO TOMBITOK TMOJCTAHOBKU JIOKHBIX 3HAUCHUM KJIIOYa W MOIYJIS
3a/1al0TCSI YUCIIAMU COOTBETCTBEHHO W W d. Meroawka BBIYHCIEHUS CTATUCTHYECKUX
XapaKTEPUCTUK Takas ke Kak u B nporpamme “Tstl FS”. Onnako cratuctuueckuii psg PR1
comepkut yxe (w d) yacTocTedl  COBHaJCHUN  DJIEMEHTOB  JIOKa3aTeIbHBIX
NOCJIEIOBATENIbHOCTEH B t payHAax HHPOPMALIMOHHOTO OOMEHa.
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6.COAEP KAHUE OTYETA
1. ®opmynupoBKa 1eau padboThl
2. CxeMbl HccIelyeMbIX TPOTOKOJIOB ayTeHTU(UKALIUY.
3. Pe3ynbTarhl MOJAEIMPOBAHUS.
4. BpiOop 1 000CHOBAaHNE HAMITYUIIMX apaMETPOB HCCIIELyEMOI0 IPOTOKOIA.
5. OueHka ypoBHS 3alIUThl HH()OPMALIMK B HCCIEAYEMBIX MPOTOKOIAX.
6. BeiBoibI

7. KoHTpoO/IbHBIE BONPOCHI

1. [losicHuTE CYyHIIHOCTh METO/1A JOKA3aTEIbCTB O€3 pa3rialleHus 3HaHUM.

2. B yem paznuuue npoueccoB UASHTH(PHUKAINY U Ay TEHTH(PUKAITIH?

3. IIpoBenuTe CpaBHUTENIBHBIN aHAJIN3 HCCIENYEMBIX IIPOTOKOJIOB.

4 M3BectHOp = 569, q = 34579. v = 54955, r = 65446, e = 38980. Paccuurath
ocTanbHble mapameTpsl GQ mpoTokoa.

5. Kakumu  BEpOSTHOCTHBIMM  XapaKTEpPUCTUKAMH  OLEHUBAETCS  YPOBEHb
3alMIIEHHOCTH KPUIITOIIPOTOKOA?

6. IlosicHuTe MOAETH KPUNITOMPOTOKOJIA HA OCHOBE MalInHe ThropHHTa.

7. Kak Bauser BbIOOp mapameTpoB k M t Ha BBIUMCIUTENBHYIO CII0)KHOCTD,
JUTUTEILHOCTh CeaHca CBSI3U U ypoBeHb 3aiuiieHHoctu FFS nporokona?

8. laiite onpezeneHne KBaJpaTUYHOTO BbIUETa YKCiIa 0 MOAYJIIO N U CUMBOJIA SKoOu.
Kakas Mexny HUMHU CBS3b
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