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1. IIEJb PABOTbI
1. U3yuntp kpuntorpaduueckue MeTOAbl 3alIUThl WHGPOPMALUU C
OTKPBITBIM KJIFOUOM.
2. HccnenoBaTh allrOPUTMBI PACIIPEAETIEHUS KITIOYEH.
3. llomyyuTh  HaBBIKM  NPOTPAMMHUPOBAHUS  aJTOPUTMOB  3aLUTHI

I/IH(i)OpMaHI/II/I C OTKPBITBIMHU KJIFOYaMH.

2. KPATKHE TEOPETUYECKHUE CBEJIEHUA

2.1. KpunrocucreMbl ¢ OTKPbITHIM KJIH4Y0M

Cucrema ¢ omxpwimsiv Kioyom BrepBble Obuia BBeneHa — W.Diffie,
M.E.Hellman B 1976 romy. CyTh HnaHHOW KpUNTOTPaQUUYECKON CHUCTEMBI
3aKJIF0OYAETCS B CIEAYIOLIEM.

Kaxnapiii monb3oBatens U uMeeT cBOM coOCTBeHHBIA anroputm E,
mudpoBaHus W anroputMm jaemudpoBanus D, (wim momyyaetr ero ot
JIOCTOBEPHOTO HCTOYHMKA). ANroput™Mbl MWHUGPOBaHUS W JeIMPPOBAHUS
COOOIIEHUsT M JOJKHBI 001a/1aTh CJIEIYIOIIUMU CBOMCTBAMH.

Cesoticmeo 1 . Dy(Ey(m)) = m nms 1r060r0 COOOIIEHNS M U JUISl KaX0TO
nons3oBatens U. Kaxapiit mois3oBaTens U moMeniaetr aaroputM mudpoBaHus
E., B orpeiToii kHure. Anroputm aemmdpoBanus D, SBISIETCS CEKPETHBIM H
xpanures y noss3oBarena U. Ecnu nonb3oBarenib A XO04eT MOCiaTh COOOIICHUE
m 1noJp30Bareto B, TO OH mMoJb3yercs OTKPBITBIM —anroputMoM Eg
M0JIb30BATENIA B 1 BBITIONHSAET onepanuio

C = Ep(m), (1)
Hocjie Yero nochuiaet 3amudpoBanHoe coodmienue C nosp3oparento B.

[Tonb3oBatens B gemmudpupyet npuHaToe COOOIIEHHE 110 TPABUITY

Dg(C) = Dp(Ep(m)) = m. (2)



Ceoticmeo 2. AnroputMbl  Ey uw Dy He  TpeOyroT  OoJbLIKMX

BBIYHUCJIIATCIIBHBIX 3aTpaT U HaMsATH.

Cesoticmeo 3. TIpakTHUeCKU HEBO3MOYXHO I0100path anroputm D, mus E,

v *
takoil, yto0sl D, (E,(m)) = m 111 BceX BO3MOXKHBIX M.

ABTOpBI KPUNTOCUCTEMBI «OTKPBITHIA KJIHOY» MPEIJIONKUIN JJIsI BHITOJIHEHUS
CBOMCTBA 3 HMCIOJIb30BaTh TaK HA3bIBAEMYIO OJIHOCTOPOHHIONW GyHKIMIO. [Tof
OJIHOCTOPOHHEN mMoHumaeTcss (PpyHkuus f, KOTOPyIO MNPOCTO BBIYUCIUTH, HO
HAiTH 0OpaTHYIO K Heil (yHkiwmio f' KpaifHe 3aTpyIHUTEIBHO.

OAHOCTOPOHHSAST (PYHKIUS MOXKET C YCIHEXOM HCIONb30BaThCA IS
aymenmughuxayuy TONH30BATENs. PaccMOTpUM CHTyalnio, KOT/Aa KasKIbIid
M0JIb30BaTENIb UMEET CBOM MepcoHanbHbIN uaeHTudukanuonusiii (PIN ) xox x,.
B ycrpoiictBe uaeHtupukauuu (kommbiorepe) XpaHutcs (QyHkous y=f(x,),
KOTOpasi OTOXKJIECTBIAETCA ¢ UMeHeM mnonb3oBarens U. Koraa nons3oBarens U
XOUYeT MOJYYUTh IOCTYI, OH JOJDKEH MEpenarb CBOe UMS M X,. KommbroTep
Bbruucisier f(x,) u cpaBuuBaet f(x,)=y,. Ecinu 3Ty nBa 3HaueHUs COBMAAIOT, TO
MOJI30BATEIb MOIYYaeT A0CTYI. B mpoTtuBHOM cityyae — HeT. [IpenmyiectBom
TaKOW MpOUEaypbl SBISETCS TO, YTO KIKOY HE XPAHUTCS B KOMIIBIOTEPE.
Pemenue 3amaun ayreHTH(PUKAINA BRIIBUHYIIO CIEAyIONIEe TPeOOBaHHE.

Ceoucmeo 4. Ey(Dy(m)) = m a8 Bcex NOJb30BATEIEM U M ISl BCEX
COOOIIEeHUH m.

Ecnu monp3oBarenb A XO4YeT MOCIAaTh COOOIIEHHME m IM0Jb30BaTeiaio B,
COMPOBOAMB 3TO COOOIEHHE COOCTBEHHOW CHUTHATYpOil, TO OH BBIMIOJIHSET
npeodpazoBaHue

C = Da(m). 3)

[Tons3oBatens B BoccranaBnuBaer m u3 C ¢ MOMOIIBIO OTKPBITOrO KIIKOYA

EAI
EA(C) = Eo(Da(m)) = m. 4)



« *
Ceoticmeo 5. IlpakTuuecky HEBO3MOXKHO MoA00path anroput™m D, nns E,,

KOTOpBIii Ob1 yI0BIeTBOPsN yciosuto E, (D) (m)) =m s Bcex BO3MOKHBIX M.

[Tonb3oBaTenb A ¢ OOJIBIION CTENEHBIO BEPOATHOCTH MOXKET 0KHIATh, UTO
CiTy4aiiHasi BHIOOpKA HE MPUBEET K JOKHON UACHTUGUKAIMH (4).

C npyro#l cTOpoHbI, 1000 MOJIB30BaTENb MOXET omnpeneiauTs m u3z C,
OJIHAKO TOJIBKO MOJIb30BaTelNb A 3HaeT mapy (m, Da(m).

HudpoBas noanuchk. AIroput™ nepeaady mojib3oBaTesieM A COOOIICHUS
M ¥ CUTHATYPHI MOJIb30BaTeN0 B umeer Bua

e OTKpbITHIH KITt0Y — anroput™ E, nis Bcex nosb3oBatenei U.

e (CeKpeTHBIM SIBISIETCS ITOPUTM D).

e licnonb3yrorcs cBoiicTpa 2,4,5.

e A nepenaer B coobmenne m myrem npeoopazoBanusi Da(m)=C.
e Ilomw3oBatens B Berunciser EA(C)= m.

e CurHatypoi siBisiercs mapa (m, Da(m)).

Ecnmu monw3oBarens A xoueT mepenath B coolmieHne m u cuUTHATypy B
3alM(pOBaHHOM BHJAE, TO OH JOJDKEH BOCIOJIb30BaThCAd CBOMCTBaMH [-5.
[Tpoueaypa nepenayu B 3TOM Cliydae BHITJISAUT CIIETYIOIMIMM 00pa3oM:

e OTKpBITBIM OCTaeTCs anroput™ E, 111 Bcex nmosib3oBaTenei.

o CeKkpeTHBIM ABJISIETCS AIrOpUT™M D,

e licnonw3ytorcs cBoiicTBa 1-5.

e [lonb3oBatenr A mnepenaer B coobmienne m mociie mpeoOpa3oBaHUs
Eg(Da(m)) = C.

e [Ilonb3oBarens B Beruncisier EA(Dg(C)) = m.

e Curnatypoi sBisiercsa mapa (m, Dg(C) =Da(m)).

Auaroputm nudposoii nognucu Iasl'amans. g pazpenieHuss copos
MEXIy OTIpaBUTENEM U  MOojJydyaTedeM HMHQOpMaluH, CBA3AHHBIX C
BO3MOXHOCTBbIO HCKa)XEHMS KJIt0Ya IMPOBEPKU MOIMUCH, AOCTOBEpPHAs KOIHUS
ATOTO KJIF0Ya BBIJAETCS TPEThEl CTOPOHE «apOUTPy» W MPHUMEHSETCS UM TpH
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BO3HUKHOBEHUU KOoH(uHKTa. Kaxkapiii Moxker pacuudpoBaTh cooOIieHHe, HO

TaK KaK KIIOY U3BECTEH TOJIbKO OTHPABUTENIO, TO HUKTO APYTOi, KpOME HEro,

HE MOT ObI MOCJIaTh MHU(PPOBAHHOE COOOIICHNE WK MTOATBEPAUTDH MOAIMHUCH..
IIpomokon noomeepaicoenusi NOOTUHHOCIMU OMAPABUMENsL COOOUJeHUS.

e OrtmpaButens A U nodyyaTenb B 3HAIOT yucio p u ciayyaiiHoe uncio N
u3 uHtepBana (1,N). A reHepupyer ciydailHble YHMClIa X U ) H3 TOIO XK€
UHTEpBaja.

® X SABJISIETCSI CEKPETHBIM KJIIOYOM, a ) JOJHKHO OBITh B3aMMHO MPOCTBIM C
(p-1).

e Tloms3oBarens A Boruucisier Q=N * mod p 1 R= N’ mod p u permaer
OTHOCUTEJILHO S ypaBHEHUE

T=xR +»S mod (p-1),
nepenaetr B nokymenr ¢ noanuceio (Q,R,S,T).

o [lomyyatenr B mpoBepsieT MOANUCH, KOHTPOJUPYS  TOXKIECTBO
A° =B® .R"modp.

B »3Toli cucTeMe CEeKpEeTHbIM KIHYOM Jig MOJANUCAHMUS COOOUICHUM
SBIISIETCS. YUCIO X, a OTKPBITBIM KIIIOUOM JUIsl TPOBEPKH JIOCTOBEPHOCTHU

MOJIMUCH - YuciIo Q.
2.2. Kpunrocucrtema RSA

B 1978 romy R.L.Rivest, A.Shamir, L.Adleman omy0nukoBamu KpUIITO-
CHUCTEMY C OTKPBITOM KJIFOUOM, KOTOpas cTana m3BecTHOM kak RSA cucrema.
PaccmarpuBaemas cuctema kpunrtorpaduyd OCHOBBIBACTCS Ha  CICTYOIICH
TEopeMe.

Teopema Jiinepa. Illycty a u n nensie uncna. Torma

HOJI(a,n)=1 = a’™ =1modn, (5)



rae HOJI (a, n) — HauGonbImuii 00U 1eTuTeNnb Yucen a u n, ¢(n) - QyHKIUs

Ditnepa

¢(n):\{1SiSn|Hoz[(i,n):1}\:n-1‘[(1-%) (6)

p/n
OTIpeIeIIICTCS ISl BCEX IEIBIX MOJ0KUTEIBHBIX N U MPEJCTaBIIICT COO0N YHCIIO0
yucen paaa 0,1,..., n - 1 B3aUMHO IPOCTHIX C n.

Ecnu CymECTBYCT KaHOHNYCCKOC PA3JI0OKCHUC YMCJIa N

[04 a [04
n=p;'p,’ ...pkk ,

TOrga
1 1 1 a a1 a, a, -1 oy o, —1
pm)=n(l-—)(1A-—)..(1=—)=@;" —p;" Np2> =py* )-.(P* —P* )
Pi P2 Pk

Anzopumm RSA. Kaxpiii moib30BaTelb BRIOUPAET JBa MPOCTHIX YHCIIA Py

U qy, IPOU3BEACHUE KOTOPHIX 00pazyeT YKcCIo N, = Py -qu.. U3 (2) cnexyer, uro

¢p(ny) =P, —D-(g,—D. (7)
Hanee monw3oBatens U ompenensier 1enoe ducio e, 1< e,<d(n,) , s
koroporo HO/I(e,, ¢(n,)) = 1. C momompio anroput™Ma EBkinaa moias30BaTeb
U Beiuucnsier 3a 2logrd(n,) maroB menoe umcio d,, yIOBIETBOpSIOIIEE
CpPaBHEHUIO

e, d, =1 modg(n,), l<d, <¢(ny). (8)
[Tonme3oBarens U myOnuKyeT 4ncia €, U N, B OTKPBITOW KHUTE, HO JCPIKHUT

d, B cexpere. Yucna p, u q, HE MyOTUKYIOTCS.
Hlugposanue coobwenus. Ecam momp3oBaTens A  XodeT TepenaTh
coobmienre m nosib3oBaTeno B (0 < m < ng), To A BbIOMpaeT U3 OTKPHITOU

KHHUTHY YHCIIO €g U BBIYUCIISIET 3aIIM(POBAHHBINA TEKCT:
_ (S
C=m™ modng. 9)
Pacwughposxa cooowenusa. TlonszoBarens B BoccTaHaBnuBaeT cooOiieHne

m u3 C, BEIYUCIASL
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P=C% =m® % =m'""?") = modng; (I-m060¢),(10)
rae HOJI(m, ng)=1.

Ilpumep 1. IlycTthb

p=211,q=223,n=p q=47053, ¢(n)= (p-1)(q-1)=46620,
OTKPBITHIN Ki1t0o4 € = 16813, cexpernbiii ko4 — d = 19837.

[lonp30BaTens xouer mnepenar aHrauMckud TekecT RSA. bykBam
COOTBETCTBYIOT CJIEIYIOIINE HOMEpa UX MOJOKEHUS B aHTJIMHCKOM ajdaBuTe:
R=18, S=19, A=1. Torma 5- OuTOBOE TMpEACTaBICHHUE TEKCTa OyJeT HMETh
(14200111717 8:1701 8

m =((1-32)+19)-32 + 18 = 1650.

[Tocne mmdpoBanus noxyyaem

C =m"mod n = 1650'"*" mod 47053 = 3071.

[Tonyyarens pacmiu@poBbIBaeT COOOILIEHHE C TIOMOUIBIO CEKPETHOTO
KJTro4a:

P =C°mod n=3071""" mod 47053 = 1650.

Ilpumep 2. PaccmoTpuM ciydad, Korjga ucnoyibdyercss N - 3Ha4HbIN
andaBuT 1 HU3BECTHHI OJOXKHUTENbHBIE yKcia k u [, k < [, mpuyem 3nauenus N k
u N ' oxsarpiBaoT auamna3oH okogo 200 3HAYHOrO YHCIA. Ucnonp3yercs
anrmiickuit andasut u3z N = 26 6yks, k = 3, [ = 4. [lludppyemoe cioso “YES”.

Dopmuposanue Knroyetl noavzosamers A

1. Onpenensiercss BenuunHa Moayis -N “< na <N . lns atoro BBIOMPAIOTCS
npocThle uncia pa= 281, qa= 167, np = pa-qa = 281:167 = 46927.

2. Hcrnonw3ys reHeparop CIy4aHbIX YHCEN ONPEAEHAeTCsS OTKPBITBIA KIII0Y
ea = 39423, ynosnerBopstonuii ycmousiMm HOJl(ex, pa-1) = HO/(ea, qa--
1)=1.

3. Boruncnsiercst ceKpeTHbIi kitou d 4 = egl mod(p, —1)(g4 —1)=26767.

4. Yucna pa, qa, da SABISAIOTCS CEKPETHBIMH.
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[Tonb3oBatens B ucnonb3yet s mmdpoBanus Kitod (na, €4) =( 46927,
39423). CooOuieHue mnpeacTaBisieTcs B MUGPOBOM BuUAE Kak Tpurpad
CIEAYIOIUM 00pa3oMm:

24-26° +4-26 + 18 = 16346.

Tocie mudposanmst anropurMom RSA momyuaem 16346°°*° mod 46927, uro
naet yuciio 21166.

[Tomp3oBaTent0 A W3BECTEH CBOM CEKPETHBIM K04 (ny, da) = (46927,
26767), u  nmns pacmiMdpOBKU TOJTYYEHHOTO COOOIIEHHUs A HCIOJIb3yeT
npeoOpa3zoBaHue

21166°7" mod 46927 = 16346 = “YES”.

HaubGonee CHOXHBIM 1IaroM C BBIYMCIWUTEIBHOM TOYKM 3pEHUS B
MIPOJICTTAHHBIX BBIIIE JNCUCTBUSIX SIBISICTCS OTIEPAIHs BBHIUUCICHUS MOIYJISPHOM
skcronentsl 1634677 mod  46927. Ecam  ucmonn3oBath METOJ
MOCJIEIOBATEILHOTO BO3BEJACHUSI YMCIa B KBaJpaT, TO alTOPUTMHYECKas

o g3
CIIO)KHOCTh MOKET OBITh orleHeHa BenmumHou O(t), Tae t — KOJM4ecTBO OUT B

HUCJIC.
Cucrema RSA
OTKpBITBIN KITIOY €u N, a7 Bcex nosb3oBateneit U
CeKpeTHBIN KITI0Y d,
CsoiicTBa ¢, d,=1 modd(ny)
Coo0mienne oT A k B 0<m<ng

[Hudposanme cooOIICHNS MTOJIb30BaTeIeM A C=m® modn
- B

Pacmdposka coobmenus moias3oBarenem B d ey -d
pP=>Cc B=m B B

I1+1
1414

=m modn (1- moboe)

B;
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Mudpp dablamans. Cxema mm@poBaHus OCHOBaHA Ha BO3BEIICHUU B
CTEMeHb 10 MOAYJI Oonblioro mpocroro uuciaa p. CooOuieHus
NPEACTaBISIOTCS LENBIMU YUCIaMy m U3 uHTepBana (1, p).

[IpoToKo cO00IIEHNS] M BBITIIAIUT CIEAYIOIIUM 00pa3oM:

e OrmpaButens A U nosyyarelb B 3HAIOT JIUIb 4UCIO p. A TeHEPUPYET
cinyyaiiHoe uucio x € (1, p), B Toxe renepupyert ciiydailHO€ YUCIO } U3 TOTO
e MHTepBaa.

e A mmppyer coobmienre C; = m" mod p u mocsitaet ero B.

e B mmdpyer ero ceonm kirouom C, = C;” mod p u nocsutaet C; k A.

-1
® A cHHMaeT CBOIi KU, BBINONHsA mpeodpasoBanne C; =C; modp, u

Bo3Bpamaet C; nosp3oBarento B.

-1
e Tlomyuarens B pacmmdppossiBaet coobmmenne C; =mmod p.

A - .
e (OOparHble yucCia X U ) MOTYT OBbITh HalEHBI C TIOMOIIBIO aJrOpUTMa

EBximmpa.
2.3. OTtkpbITOE pacnpeaesieHne KiIr04eil

Ha ocHoBe MeTO/10B MIM(POBaHUS C OTKPHITOM KIIOUOM JIETKO peIlaTh
3a/1aqy BBIPAOOTKH OOIETO CEKPETHOTO KJIHoYa /IS CeaHCa CBSI3U JIFOOOU Maphl
TI0JIb30BaTEIIEH.

Aneopumm W. Diffie, M. E. Hellman. TlonpaszymeBaeT HE3aBUCHUMOE
r€HEpUPOBAHUE KaXKJbIM M3 Taphl CBSA3BIBAIOIIMXCS I10Jb30BATENICH CBOETO
CJIy4ailHOTO 4YHclia, TpeoOpa3oBaHUe €ro MOCPEICTBOM HEKOTOPOU MPOIEAYPHI,
oOMeH mpeoOpa3oBaHHBIMU 4YHUCIAMU 10 OTKPBITOMY KaHaly CBSI3HM W
BBIYHCIICHHE OOIIEro CEKPETHOTO KJIF04Ya Ha OCHOBE MH(MOPMAIINH, MTOJTYyYECHHOM
B MPOLIECCE CBSI3U OT NMapTHEPA.

[Tpornieypa OTKPBITOTO pacipeecHus Kioueld Mexxay aboneHTaMu A u B

BBITVISIAUT CJICAYIOIIMM 00pa3oMm:
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e AOoHeHTHl A,B 3HAIOT /Ba OTKPBITBIX yucaa p U o. Yuciao p sBisieTcs
OOJIBIIMM IPOCTBIM YHCIOM, (p-1) — uMeeT, o KpaitHell Mepe, OJuH OOJIBLION
MHOXXHTENIb. B KadecTBe umciaa o MOXKET MCHOJIB30BaThCS IPUMHUTHBHBIMN
sanemeHT nosist GF(p).

o [lonp3oBarens A UMeEET CBOM CEKpeTHBIN KoY da, a ToJb30BaTeNlb B —

ceKkpeTHbIN Kitou dg, da, dge(1,N).
e AGoneHT A mocekitaeT B mm@poBKy cBoero kiwoya Z° = a1 mod p,a

d
abonenT B nmoceutaer A mupoBKy cBoero kimoda Z° - =a“% mod p.

e OOl CEeKPETHBIN KIIFOY BBIYUCISETCS, KaK

d d
K=2""=7"" =q%% modp.
2.4. AJroput™M BepOSITHOCTHOW aTakM Ha Kpunrocucremy RSA

N3 amroputma RSA crnemyer, 4To 4YHCIO N ompenensercs Kak
npousBe/eHUE JBYX umcen (p- ) W 3HaHWe GyHKuuM Ounepa  ¢(n)
HKBUBAJICHTHO 3HAHUIO COMHOXHUTeNeH ¢akropusanuu n. [Ipeamonoxxum, 4To
CTaBUTCA 3ajjaya «B3JIOMaTh» cucteMy RSA, T.e. onmpenenuTs MOJ0KUTEIBHOE

qrcio d, yZOBIETBOPSIONIEE YCIOBHIO

a®® = amodn

JUISL BC€X @ TPOCTBIX K N. DTO AKBUBAJIEHTHO Tomy, 4To (ed - 1) ctaHOBUTCS
kpatabiM HOK uucen (p-1), (g-1).
[Ipeanonoxxum, 4To U3BECTHO N (SBISIOIIEECS MPOU3BEICHUEM JIBYX MPOCTHIX

III/ICCJ'I) M TaKXXC HCKOC IMCJIOC YHCIO m, YAOBJICTBOPAIOMICC CpPAaBHCHHIO

a” =1modn g Bcex a B3aMMHO MPOCTHIX € N. 3aMETUM, YTO B ITOM CiIydae
m JI0JIKHO OBITh YETHBIM YHUCIIOM, IO3TOMY, HE MEHSISI CYIIECTBA 3a/1a4, MOXKHO

BMECTO M B JajJbHEHIIEM MCMOJIb30BaTh uucio m/2. OTcroaa cieayer, 4yTo

BBIPAXXCHUE a™? #1modn COpaBEeMJINBO, MO KpaiiHed Mmepe, mna 50% a wu3

13



(ZmZ). Takum o0Opa3oM, €clid OCYIIECTBISAETCS TECTHPOBAHHE MHOXKECTBA

CllyuallHO BBIOpaHHBIX {a;} ¥ oOIpeaensercsi, YTO BO BCEX CIyyasx

BBITIOJTHSETCS  CPABHEHHUE a™? =1modn , Torma c OONbIIOW CTENEHBIO
BEPOSITHOCTA MOXXHO YTBEP)KJaTh, UTO BCE @ W N B3aUMHO NpocThl . [Ipu aToM
BO3MOYHBI CJIEAYOIIHNE BAPUAHTBHI:

e m/2 KpaTHO OHOMY U3 ABYX umceln (p-1) wim (q-1) ( Ay1g onpeaeneHHOCTH
MOJIOKHUM P), HO HE KpaTHO 000MM 3TUM yuciaMm. B aTom ciyuae Bcerga
BBITIOJTHSIETCSA CPAaBHEHUE a™? =1mod P, HO B 50% MNONBITKK CpaBHEHUS
110 MOJYJIIO q OyIyT NpUBOJIUTH K (-1).

e m/2 He KpaTHO Jr0O0My U3 ABYyX umcen (p-1) umu (g-1). B sTom ciydae

2
CpaBHEHUS a™? = 1mod punn q (¥ cregoBaTeNbHO, N) BBIOJHAIOTCS B

2
25% TONBITOK; CpaBHEHUE a"? =—1mod pwina q BbIIOJHIETCA B 25%

MONBITOK U B ocTaBmuecs 50% BBINOJHAIOTCS CpaBHCHHA a I10 MOIYJIIO

JPYTUX TMPOCTHIX YUCE.
2.5. AuaroputMm EBrinaa

HaunbGonpmum obmum  aenutenem (HOJI) HaspiBaeTcss BCsKoe IIeioe,
Jensiiee OJHOBPEMEHHO Iieble uucia a, b,...,l OO6o3HauaeTcss HaAauOOJIbIINIA
obmmit nenurens cumBoiom HOJI(a, b,...,1). s vaxoxaenus HOJI gucen, a
TaKKe I HAXOXJCHHUsI OOpaTHOTO YHCIa YacTO HCIOJIB3YETCS allTOPUTM
EBknuaa. Ero cyTh COCTOUT B CIEAYIOLIEM.

[Tycts a 1 b 1Ba MOJOXKUTENBHBIX HENbIX 4uchaa b > a. Jlenutens a u b
SBISIETCS Takke aenutenem a u (b-a), u Haobopot, HOJI (a, b) = HO/I(a, b-a).

B cBoto odepenp unciio b MOKHO MPeCTaBUTh B CIAEAYIONIEM BHUJC:

b=g-a+r, 0<r<a, takum obpazom, HO/ (a, b) = HO/I(r, a), ecmm r=0,
to HO/I (a, b) = a.
Aneopumm evruucnenuss HOJ[
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HYCTI) a U b — IOJOXKUTEILHBIE OCIBIC. Torna MOXXHO COCTaBUTBb

CIIEIYIOLHUM PsAJl PABEHCTB:

a=bq, 1, 0<r,<b,

b=nq +r13, 0<r3<1,,

I, =13q3 T 14, 0<r4<r3,

Iho = I'n-lqn-l + Iy, O<rnrn-l’
| rnqm

3aKaHYMBAIOILIMICS, Korja mojiydyaeM Hekoropoe 1,=0. PaccmarpuBas
MIPUBEJICHHBIC BBIIIE PABEHCTBA, MOXHO YOEIUTCS, YTO OOIIHME IETUTEIN YHCE
a 1 b OIMHAKOBBI C OOIMMMH JEIHUTEISIMHA YHCEI b U T,, Jajnee OJUHAKOBHI C
OOLIMMU JIEAUTENIAMH YHUCEN To, T3, UACEN T3, Tg,..., UACEN Ty U T, , HAKOHEI, C
JEIUTEIEM OJIHOTO YKCIIA T,

Orcroma cleayeT, 4TO COBOKYITHOCThb OOIIMX JeIuTelIeH umcen a u b
coBnagaer ¢ coBokymnHocTbio aenuteneid ux HOJ. Oror HOJ pasen r,, T.c.
MOCJIeIHEMY HE PAaBHOMY HYJIIO OCTAaTKy ainroputMa EBkiuja.

Jlns  HaxokaeHuss OOpaTHOro uWcia anropuT™ EBkiauaa criemyer
IpOYUTATh HA00OPOT.

Ilpumep. Vcnonb3ys anroput™m EBkiauaa HailTu oOpaTHOE YHCIIO 437" o
Moayto 729. IlpenBapuresibHO NpUMEHUM ainroputm EBkiuaa k yuciam 729 u
437

729 =437+ 292;
437 =292 +145;
292 =2.145 +2;
145 =722 +1.
HO/1(729,437) = 1.
JIst Hax oK IeHUsI 0OPATHOTO YUCIIa MPUMEHHUM CIEAYIONIYIO MPOTIEAYPY:

1=145 - 72-2;

15



=145 — 72(292 - 2-145);
=145-145 - 72-292;
=145(437-292)-72-292;
=145-437 - 217-292;
=145-437-- 217(729-437);
=362-437 mod 729.
O6parnoe unciao 437" =362.

2.6. AIropuTM BHIYUCJIEHHS MOAYJISPHOM IKCIOHEHTHI
Metoa nmociie10BaTeJIbHOr0 BO3BEAEHHUS YHCJIA B KBAaApaT

[TycTh uncno k umeet ABOMYHOE NIPEICTABICHUE CIASAYIOIIETO BUIA:

Sk =k, +k 24k, 2+ +k 2 k {01}

i=0

Tornma

t i t
ak :Hakiz :(a20 )ko (aZ1 )kl...(a2 )kt .
i=0

Aneopumm
Bxoo: a € Zn , u nenoe uncno O < k < n, nmeromee nonunyio popmy

t ,
npencraBnenns K = ) K l.21 .
i=0

Buvixoo: Clk modn.

1. Monosxurs b <— 1. Eciu k=0, Torma BepryTthes K (b).
2. Tonoxuts A <—a.

3. Eciin ko =1 rorma monoxuts b <— a.

4. Ins 10T 1 1o t genath CleayoIIMe oneparuu:

5. TTonoxuts A <— AZ modn.

6. Ecim kl. =1, torna monoxurs b <— A-bmodn

7. BepuyTthes k (b).

16



Ipumep. BbI4ucInTs MOLYSPHYIO SKCIIOHEHTY 5 'mod1234=1013.

[Ipotiecc BHIYUCICHUS WILTIOCTPUPYETCS TaOIHIICH
1 0 | 2 3 4 5 6 7 8
k 0 0 1 0 1 0 1 0 0

A 5 2 6 6 1 3 4 7 9
5 25 81 011 69 21 79 47 25
b 1 1 6 6 6 6 1 1 1
25 25 7 7 059 059 059 013

CJ0XXHOCTH BBIYHCIICHHSI MOIYJISIPHON SKCTIOHEHTHI 110 TAHHOMY
3
aNropuTMy orieHuBaeTcs BeipaxkenueM O((Ign)”).

3. OIIMCAHME ITPOTPAMMHOI'O TAKETA MAPLE

[Iporpammusiil maketT Maple cocTouT u3 spa — npoueayp, HaMuCaHHbIX Ha
s3eike C, n OubnuoTeku, HamrcaHHOW Ha Maple- s3pike m mHTEpdetica. SAnpo
BBINOJHAET OOJBIIMHCTBO Oa3UCHBIX onepauuid. bubinoreka coaepx uT
MHOXECTBO KOMaHJ| — IPOLEAYP, BBINOJIHAEMBIX B PEXUME HHTEPIPETALUH.
[IporpamMmmupyst cOOCTBEHHBIE MPOLEAYPHI, MOJb30BATEIb MOXKET IONOJHATH
UMHU CTaHJApTHBIA Habop  Bo3MoxkHOCcTel Maple. OCHOBHbIE KOMaH/IbI
IpuUBEeHbl B cHpaBoyHMKE MO Maple, KOTOpbIM BBIJACTCS CTYIEHTY IpHU
BBINIOJIHEHUH JJAHHOM J1a00paTOpHOM pabOTHI.

[Taker Maple umeer mHoro komaua ansi 3p(ekTuBHONW pabOTHl B TeOpUU
yucen. HekoTopble n3 3TUX KOMaH] HaxOJATCS B CTaHAApTHOM OHOIMOTEKE, HO
OOJIBIIMHCTBO CoJiepkKaTcs B Tpex omonuorekax: numtheory, Gaussln u padic.

BxogHpiMu mapaMeTpaMM M pe3yJIbTaTaMH  JCUMCTBHM OJTHX KOMAHJ
BBICTYNAIOT 4YHCJa — ILEJble, palMOHAJIbHBIE, LEMHbIE JIpOOH, I'ayCCOBCKHE
nenble (KOMIUIEKCHBIE IIeJIbIE),p-aAMueCKUe, MPOCThIe, a TaKXKE HECKOJIBbKO
WU3BECTHBIX UPPALMOHAIBHBIX YUCE.

Ucnone3ys xomanael Maple, nocTaTo4HO MpPOCTO  MOJEIHUPOBATH

KpunTorpadguyecKkue alropuTMbl 3alIUThl HHPopMmauu. B kadecTBe mpumepa
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HHI)KC HOArOTCA IIPOoIrpaMMbl IJI1 MOACIMPOBAHHA OCHOBHBIX aAJI'OPUTMOB,

UCCIIEyeMBbIX B JIaOOpaTOpHOU padoTe.

Aaroputm mugposanusa RSA
(Bepcust Maple 5)

dyukuusa to number
>to_number:=proc(st)
>local 1l,nn,ss,ii,num;
>num:=table(['a'=1,'b'=2,'c'=3,'d'=4,'e'=5,'f'=6,'g'=7,'h'=8,'1'=9,"'=10,'k'=11,"1'=12,
'm'=13,'n'=14,'0'=15,'p'=16,'q'=17,1'=18,'s'=19,'t'=20,"u'=21,'v'=22,'w'=23,'x'=24,'
y'=25,'2'=26," "'=27]):
>1f not type(st,string) then ERROR("wrong number (or type) of arguments’) fi;
>1l:=length(st);
>if 11= 0 then RETURN(O) fi;
>nn:=1;
>for ii from 1 to 11 do
>ss:=num[substring(st,ii..i1)];
>if(not type(ss,numeric)) then ERROR(*wrong number (or type) of arguments”)
fi;
>nn:=100*nn+ss;
>0d;
>nn-107(2*11);
>end:
®yukuusa from number
>from_number:=proc(nn)
>local ss,mm,llLii,ans,a,b,c,d,e,f,g,h,1,j,k,1,m,n,o0,p,q,r,s,t,u,v,w,x,y,z,” *,alpha;
>alpha:=table([ 1=a,2=b,3=c,4=d,5=e,6=f,7=g,8=h,9=1,10=j,1 1=k, 12=1,13=m, 14
=n,15=0,16=p,17=q,18=r1,19=5,20=t,21=u,22=v,23=w,24=X,25=y,26=2,27=""]):
>mm:=nn;
>if(not type(nn,integer)) then ERROR("wrong number (or type) of arguments’)
fi;
>[l:=floor(trunc(evalf(log1 0(mm)))/2)+1;
>ans:= ',
>for ii from 1 to 1l do
>mm:=mm/100;
>ss:=alpha[frac(mm)*100];
>if(not type(ss,string)) then ERROR("wrong number (or type) of arguments’) fi;
>ans:=cat(ss, ans);
>mm:=trunc(mm)
>0d;
>ans;
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>end:
HeucrBue pyHkuuu to number
>to_number("'maple');
1301161205
HeiicrBue pynknun from number
>from_number(805121215);
hello
Omnpenenenue 00JLIIAX MPOCTHIX YHUCET P U q
>p:=nextprime(7347124781320478301247);
p:=7347124781320478301377
>q:=nextprime(478574839027542389055784235534782043);
q:=478574839027542389055784235534782067

Onpepaesienne 4yucja n
>n:=p*q;

n:=3516149059535715479653013539650200318590903767034041006259
Omnpenenenne pynkuun Jilsiepa phi_n
>phi_n:=(p-1)*(q-1);
phi_ n:=3516149059535715479652534964811172768854723201478027922816
Cayuaiinblii BBIOOP 4nciia e u3 maTepsaJa or 0 go phi_n-1
>e:=nextprime(432432);

e:=432433
>evalf(phi_n/e);
8131084028 107

Omnpenesnenne d u3 ypasuenust ed=1 mod phi_n
>igedex(e,phi_n,'d','’k");
>d:=d mod phi_n;

d:=2185903712533883860716989527152372758252773961337230693713
BBoa coo0menus
>M:=to_number(‘hi');

M:=809

IIndpoBanne cooduIeHUs
>C:=Power(M,e) mod n;

C:=445306247884178784227069275130014327352175968049363742217
Pacuingposka coodenus
>Power(C,d) mod n;

809
>from_number(");
hi
>M:=to_number("i think therefore i am’);
M:=9272008091411272008051805061518052709270113

>C:=Power(M,e) mod n;

C:=1130768087962955647611115745992731338735951488133460302383
>Power(C,d) mod n;
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9272008091411272008051805061518052709270113

>from number(");
i think therefore i am

Auaroputm mudposanus Diffie-Hellman

Onucanue pynkuuu to_number
> to_number:=proc(st)
> local 1l,nn,ss,i1,num;
>num:=table([‘a’=1,’b’=2,’c’=3,’d’=4,’e’=5,""=6,"g’=7,’h’=8,’1’=9,’’=10,’k’=
11,1’=12,"m’=13,’n’=14,"0’=15,"p’=17,’1r’=18,’s’=19,’t’=20,"u’=22,"w’=23,’x’
=24,y’=25,72’=26,"""=27"]):
> if not type (st, string) then ERROR (*Wrong number (or type) of arguments”)
fi;
>] I:= lenght (st);
> if 11I=0 then RETURN(O0) fi;
>nn:=1;
> for i1 from 1 to 1l do
>ss:= num|substring(st,ii..i1)];
>if (not type (ss,numeric)) then ERROR ("Wrong number (or type) of
arguments’)fi
>nn:=100*nn+ss;
>0d;
>nn-10"(2%*11);
>end:
Onucanue pynknuu from_number
>from_number:=proc(nn)
>local ss,mm,lL ii,ans,a,b,c,d,e,f,g,h,i,j.k,1,m,n,0,p,q,1,s,t,u,v,w,X,y,z," " ,alpha;
>alpha:=table([1=a,2=b,3=c,4=d,5=¢,6=f,7=g,8=h,9=1,10=g,11=k,12=1,13=m, 14
=n,15=p,17=q,18=r1,19=s,20=t,21=u,22=v,23=w,24=x,25=y,26=2,27=""]):
>mm:=nn
>if (not type (nn,integer)) then ERROR('Wrong number (or type) of
arguments’)fi;
>ans:=
>for i1 from 1 to 11 do
> mm:=mm/100;
> ss:=alpha[frac(mm)*100];
> if (not type(st,string)) then ERROR (*Wrong number (or type) of
arguments’)fi;
>ans:=cat(ss,ans);
>0d;
>ans;
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>end:
Koy nmoan3oBareiis A
>xA:=1234567,;
xA:=12345

Karou noas3oBareina B
>xB:=2345678;
xB:=2345678

boabmoe nmpocroe yuciao, npuyeMm (p-1) mMeer, mo KpaiiHell Mepe, OJAMH

MPOCTOii 00JILIIOI MHOXKHUTEIb
>p:=nextprime (343434536478990035836);
p:=343434536478990035837

Yucao (p-1) 10axkHO UMeETh , 0 KpaiiHeld Mepe, OAUH MPOCTOH 00JbIIOI

MHOXKUTEIb
>ifactor (p-1);
(2)°(149)(576232443756694691)

CexkpeTHbIil K104, IepeAaBaeMblid 10JIb30BaTe 10 B
>yA:=Power(a,xA) mod p;
VA:=247905479563139068073

CekpeTHbIil KJII0Y, IepeAaBaeMblil 10JIb30BATETI0 A
>yB:=Power (a,xB) mod p;
vB:=38487642015460917674

Br16op ciayuaiiHoro yuciaa us uarepnaja (0 — (p-1)
>k:= 4435257,
k:=4435257

BorunciieHue kiIwya
>K:=Power(yB,k) mod p;

K:= modp(Power(yB,163600),)
BBoa coo0uenust
>m:=to_number( anatoly");

m:=1140120151225
IIudposanne coodmenus napoii (C1,C2)
>C1:=Powr(a,k) mod p;
Cl:=11153774205254515333

>C2:=K*m mod p;

C2:=183646741198931219975

PacmudpoBka coodienust
>KD:=Power(C1,xB) mod p;
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KD:=294881765299568050502
>mD:=C2/KD mod p;
mD:=1140120151225
>from_number (mD);

anatoly

Bepcun nporpamm 11t Maple 7 nomeniens! B [Ipunoxxenun.

4. COAEP’ KAHUE U ITOPANOK BBIIIOJTHEHUA PABOTbDI
4.1. Conep:kanue padoThI

l. VM3yunTh  OpUHUUNBI  KPUOTOTpAPUUECKUX  CHUCTEM  3allUThI
uH(OPMAITH C OTKPBITHIM KIIFOUOM.

2. HM3y4uTph NpUHIMIBI U NPABUIIA UCIIOJIb30BAaHUS ITPOTPAMMHOIO ITAKETA
Maple.

3. W3yuuTh NPUHLHUIIBI, AITOPUTMBI U IPOBECTU MOJEIupoBaHue Ha OBM
kpunrorpapuyeckoi cucteMbl RSA

4. W3yuuTh anropuT™mbl U MpoBecTU MojaenupoBanue Ha OBM nudposoit
MOJANMUCH (BBIYMCIIEHUE CUTHATYPHI).

5. U3yuuTh nNOpUHUWNBI OPraHU3alWH, AJITOPUTMBI W  IPOBECTHU
MozenupoBaHue Ha 9BM cHuCTEMBI OTKPBITOrO paclpeieICHUs KIFOUEH.

6. HW3yunTh METOA M MPOBECTU MOACIMPOBAHUE BEPOSITHOCTHON aTaky Ha

Kkpunrorpagpuyeckyro cucremy RSA.

4.2. llopsinok BbINOJHEHUS PadOThI
4.2.1. UccaenoBanme cucreMbl RSA
1. TlomyuuTh y mpernomaBaTeNisi BapUaHT CXEMbI IMU(DPOBAHUS CUCTEMBI
RSA, nannblie p, q, TEKCT COOOIICHHSI B CXEMY €T0 ITU(GPOBOTO MPeoOpa3oBaHUSI.
2. HUcnonb3ysi TeHepaTop CIOydyalHBIX YHUCEN, ONPENENTUTh CEKPETHBIM
K04 d.

3. BBIUMCIUTH OTKPBITHIN KIIIOY €.
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4. TlpoBectu wmomenupoBaHue anroputMa RSA, 3amudpoBaB wu
pacuidpoBaB 3a1aHHOE COOOIICHUE.

5. CocTaBHUTb CXEMY JIEKTPOHHOU ITOIITHACH.

6. IIpoBecTu MOAENMpPOBaHUE AITOPUTMA SJIEKTPOHHOU MOIHCH.

4.2.2. UccnenoBanue cucremsol Jiabl amass

1. Ilomyuute y mpemojaBaTesisi BapUaHT CXEMbl HIM(PPOBAHUS CHCTEMBI
Onpl"amans, ucxoaHbIe JAaHHBIE — YUCIIO P, TEKCT COOOIIECHUS M.

2. Hcnonp3ys reHepaTop ClydalHbIX YMCEIN, ONPENEIUTD Yucia X, y.

3. Hcnons3ys anroput™ EBkinza, onpenenuts obpaTHbie qncaa X,y .

4. TlpoBectn MOIETUPOBAHMS KpUITOCUCTEMbI Dbl amans, 3amm@poBas u
pacum@poBaB cooOmEeHne m.

4.2.3. UccaenoBanue CUCTEMbI OTPBITOI0 pacnpeae/JieHus KiIrvei

1. Omnpenenuts aBa OTKPBITHIX YKUCHA P, d .

2. OnpenenuTs CEKpETHBIE KIIOUYHU M0JIb30BaTENCH.

3. BpIYMCINTH 00N CEKPETHBIN KITFOY

4. Hcmonb3ys oOmuUA CEKPETHBIN KIIOY Kak ramMMa mudp, 3amudpoBars
pacmudpoBaTh COOOIIEHHUE m.

4.2.4. UccaenoBanue aaropuTMa BepOSITHOCTHON aTAKM HA
kpunrocucremy RSA.

1. IlomyuyuTs y mpenoaaBaTeisi BAPUAHT CXEMbI KpUITOCUCTEMBI RSA.

2. Hcnonp3ys  anrOpuT™M,  M3J0XKEHHbIM B 1.2.4,  OCYLIECTBUTH
BEPOSITHOCTHYIO aTaKy JUlsl HAXO0XKIEHHSI CEKPETHOIO KIIF0YaA.

3. OuEeHHUTH CIIOKHOCTD ITPOBEICHHON aTaKH.

5. COAEP/ KAHUE OTUYETA
o @DopMyIMpPOBKa 1eJId PaOOTHI.
e (CXeMbl UCCIIElyEMBIX KPUIITOCUCTEM.
e Pe3ynbTaThl TEOPETUUECKUX PACUETOB.

e PesynbTaThl MOAenupoBanus Ha DBM.
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BriBo1bI M 3aMedaHus 1o padbore

KOHTPOJIBHBIE BOITPOCHI
[TosicHuTe npuHIUIT KpUunTOocHCTEMBI RSA.
Kakum 06pazoM onpenenuTs 00paTHoe YUCIo?
[losicHuTe MpUHIMIT anropuT™Ma Jnbl amans.

CocraBbTe CXEMY OTKPBITOrO paCIpe/IeTICHUS KIIOUYEH.

A e

Jaiite onpenenenue oopatHol QyHKIUU.
6. KakuMm obpazom anroput™m RSA MoxkeT ObITh HCIIOJIB30BaH IS CO3IaHHUS

AIIEKTPOHHOM Monucu?

JINTEPATYPA
1. BunorpagoB .M. OcHoBsl Teopuu uucen.- M.; Hayka, 1972.
2. Henk C.A van Tilborg An Introduction to Cryptology.- Rluwer Academic
Publishers, 1988.
3. KenvnukoB B. Kpunrtorpadus or manupyca 1o kommnbtotepa.-M., ABF,
1996.
4. Tosopyxun B.H., IuObynun B.I'. Beeaenue B Maple. Marematuueckuit

naker s Bcex.- M.: Mup, 1997.
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[Ipunoxenue

NCCIEJOBAHUE CUCTEMA RSA

(Bepcus 1yt Maple 7)

>restart:

1. ®opmupoBaHue OOIBIITNX MPOCTHIX YKcel (pa3psaaHOCcTh 80 3HAKOB)

>M1 := rand(10780) () ;

M2 := rand(10780) () ;

Pl := nextprime(M1l);

P2 := nextprime (M2) ;

M1 :=196690813211106932703436330736974742561435635584587189767467538 \
30538032062222085

M2 :=741217686043056139217455800374092598119526553100754871637971794 \
90457039169594160

Pl :=196690813211106932703436330736974742561435635584587189767467538 \
30538032062222257

P2 :=741217686043056139217455800374092598119526553100754871637971794 \
90457039169594213

2. ®UKCUPOBAHNUE BHIOPAHHBIX YHUCET

>M1 :=

19669081321110693270343633073697474256143563558458
718976746753830538032062222085;

>M2 =

74121768604305613921745580037409259811952655310075
487163797179490457039169594160;

>P1l :=

19669081321110693270343633073697474256143563558458
718976746753830538032062222257;

>P2 :=

74121768604305613921745580037409259811952655310075
487163797179490457039169594213;

3. BrrunciieHre MoayJss n ¥ 4KMciia Juiepa n2

>n := P1*P2;

>n2 := (P1-1)*(P2-1);
n = 14579070943426365719341081596858629803265159149118248616433975229 \

80497550736230615496046802186876835611836753440525199587698019954 \

839165932427842278373706998741

n2 :=1457907094342636571934108159685862980326515914911824861643397522 \
98049755073623052170519687677056964352262364233379113149147915142 \
0633025388494521283302475182272

4. ®opMHUpPOBaHUE OTKPBITOTO KIIFOYA €
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4.1. I — eapuanm. Be16op kimroua e kak yucina depma u npoBepka ero Ha
npocToty (omepatop isprime, gcd)
>e:= 2716+1; isprime(e); gcd(e,n2);
e := 65537

true

1

4.2. Il — BapuanT. BeiuncieHrne OTKPHITOTO KJII0YA € C TOMOIIBIO
reHepaTopa CIly4alHbIX YUCEI
e := rand(10780) () ;

5. Beruncnenue kmoda d kak 06paTHOro 4mciia K 4uciay € Mo MOLyJIo N2
>d := eval(l/e mod n2);
d :=34180298922096847472065507840720943425419102236324807359431775852 \

71731215506077782931832401785220954991090874537848960948254750992 \
26794560236481979918863102913

6. Anroputmsl mudposanus encoder u pacmudpobanus decoder
>encoder := (a,e,n) -> Power(a,e) mod n:

>decoder := (a,d,n) -> Power(a,d) mod n:
Ilpumep wugposanus u pacuwugpposanus yucia a=6

>ml := encoder(6,e,n);pl :=decoder (ml,d,n);
ml = 458888351129631987399420997962608442637750006103185185055867041 \

57170156910633316653024959038494946006288636768291532268510061345 \
2421921948098948354938654783173

pl =6

7. HludpoBanue u pacuiuppoBaHrie COOOIICHUS
7.1. Coznanue cooOliieHus: message.

>messl:= Applications Digital signatures and
envelopes ;
messl := Applications Digital signatures and envelopes

7. 2. Anroput™m omudpoBku coobmenus. B koxe cranmapta ASCII.
Ucnonb3oBanue ¢opmara ASCII mo3BoisieT HMpocTo OTOOPa3UTh TEKCTOBOE
cooO1enue B 1udpoBoii Kol U HA00OPOT
>read "shortconverter.m";

Ilpumep oyupposxu
>messnuml := shortconverter (messl);
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messnum1 = 600339000229473873243952841366938540166098639631014180176 \
108441864766195056138854696377780929317962683278707

Ipumep wughposanus u pacuugposarus
>m2 := encoder (messnuml,e,n);pl :=decoder (m2,d,n);
m2 :=108413720440667038977328189499124249845870525584953082067704863 \

90474440013572006320676970614901504753491205499827596810533570677 \
66033877599058580207792460227378

pl :=6003390002294738732439528413669385401660986396310141801761084418 \
64766195056138854696377780929317962683278707

8. Ouenka qyuHbI cooOieHus (oneparop length)
>length (m2) ;
160

4170706C69636174696F6E73044469676974616C207369676E61747572657320616 \
E6420656E76656C6F706573

9. lludposanne u pacmudpoBaHUe C HCIOIH30BAHUEM CHEIUATBHBIX

noanporpaMm getbPublicKey.m, RSAL.m, encoderRSA.m, decoderRSA.m.
[MoonporpaMMEl MHMLIMAJIM3UPYITCS C IIOMOIBI olepaTopa «read».

9.1. Ilponienypa ¢popmupoBanus mapameTpoB ( nR, kmoueit eR u dR) -
kpuntocuctembl RSA no 3amannoit qymmHe kintouda L
>read "getPublicKey.m";
>read "RSAL.m";

>IL, := RSAL (200);
>nR := op(l,L);
>eR := op(2,L);
>dR := op(3,L);

L :=[4088916452743014757436137997396015339749963198436415902073695346 \
84360421879105946044799744970243499910548981258967774757898713259 \
88885799190773101322351516314772919542262889007266858242480320872 \
196437, 36172445676785584019823118736745534092066888914143571109441 \

83633775803123657779387252452149858938711051798540795469857714665 \
54066201010172235890380314684175894788717205024120552379153330238 \

59075928257, 270584034482105648874603527696729848578662077008247910 \
06205372493999920350847578033639432348807936180396610096577850788 \
26510645531207565281017818663896088393313086239629590394516140928 \
5823972483256673]

nR :=408891645274301475743613799739601533974996319843641590207369534 \
68436042187910594604479974497024349991054898125896777475789871325 \
98888579919077310132235151631477291954226288900726685824248032087 \
2196437
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eR :=361724456767855840198231187367455340920668889141435711094418363 \
37758031236577793872524521498589387110517985407954698577146655406 \
62010101722358903803146841758947887172050241205523791533302385907 \
5928257

dR =270584034482105648874603527696729848578662077008247910062053724 \
93999920350847578033639432348807936180396610096577850788265106455 \
31207565281017818663896088393313086239629590394516140928582397248 \
3256673

9.2. Ilponeayps! muppoBanus U pacimuppoBaHUs C UCTIOJIb30BAHHEM
¢baiinoB OMOIMOTEKH
>read "encoderRSA.m"; read "decoderRSA.m";
Ilpumep
>g:=encoderRSA (messnuml, eR,nR) ;
g :=94541047817999973744048333725292340106076712531043741519907097492 \

63446965195000683814874869110223511139675660850703419517530671437 \
59203994647294139329589850119774137538740868232658518942113901370 \
8459

>decoderRSA (g, dR, nR) ;
60033900022947387324395284136693854016609863963101418017610844186476 \

6195056138854696377780929317962683278707

10. IIponenypa npeobpazoBanus 1udpoBoro coodiieHus u3 hopmara
ASCII B TEKCT ¢ MOMOIIIBIO MOANPOTrpaMMbl numtostring.m.

>read "numtostring.m";

Ilpumep npeobpazosanus
>numtostring (pl) ;
"Applications Digital signatures and envelopes"

3aganue

1. Onpenenure cuctemy RSA, 3a1aB OTKPBITBIN U 3aKPBITHIN KIIIOUH,
MOMYJIIO MUGPOBAHUS.

2. OtBethTe Ha Bompoc: «CooOlleHne Kakol MaKkCUMalbHOUM JJIMHBI Bo
cMoXkeTe 00paboTaTh MmoaydeHHou cucteMoit RSA 7y

3. Beenure coobmieHust u3 M cUMBOJIOB U 3aKoaupyiTe cucteMoir RSA

4. JlokaxuTe, 4TO Bbl MOXKETE paciiudpoBaTh COOOIICHHE C TOMOIIbIO
3aKpBITOrO KIt04Ya

5. OOmensiiTech OTKPHITHIMU Kitouamu Bameii cucrema RSA ¢ Bamumu
KOJUIETaMU TI0 KJ1accy, 3amu@pyiTe v MONUIUTEe UM COOOIIIEHHUE, a TAKXKE
IPUMHUTE U pacIuPpyiiTe UX MOCIaHUE.
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