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HEJIb PABOTbI

1. MByuuts kpunrorpaduyeckre METOAbl aHAIN3a AITOPUTMOB 3AIIUTHI HHPOPMALIUH.
2. UccnenoBaTh  anropuTMbl — KpUNTOAHAIM3a  MOHOQI(ABUTHBIX M MHOIOan(aBUTHBIX
KPHIITOCUCTEM.

3. HOJ'IyLII/ITI) HAaBbIKH IIPOTPpAMMHUPOBAHHA AJITOPUTMOB KpUIITOAHAJIN34A.

PACYHETHASA YACTb

1. IlepexBauennoe coobmenue umeet Bu «DXM SCE DCCUVGX ». [IpoBepsiercs rumoTesa, 9to
COOOIIEHNE COCTABICHO ¢ MOMOIIBI0 apGuHHBIX TUrpadoB B 30-3HauHOM aniaBUTE AaHTIIUHCKOTO S3bIKA.
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YacToTHBI aHaNM3 MOKa3aJ, YTO HambOoJiee YacTo BCTPEYAOIIUMHCA aurpadaMu B pPaHHHUX
mdpotekctax ovut «M npobeny, «U npobeny, «IH». Ilpeanonoxkum, 4To B aHIIMICKOM TEKCTE
Hau0oJIee YaCTO MOBTOPSIIONIMMIUCS TurpadaMu SBISIOTCS «E npobeny, «S npoden» u «npoben Ty.

3adanue:

a) HalTHU KITIOYH Jemu(poBaHUs U MPOUYECTh MEPEXBAUCHHOE COOOIIECHNUE;

0) HaliTu Kroun mmdposanus u 3ammdposats coodmenue «YES I’'M JOKING!».

Pewenue. TIpoBepsieTcs TUIIOTE3a, UTO TEKCT U MKU(POBAHHOE COOOIIEHUE CBSI3aHbI TPaBUIOM

C=a-P+bmodN?Z.
P=X-N+Y,

rae X 1 Y — @ poBble SKBUBAJIECHTHI IEPBOM U BTOPOil OyKB B AUrpade.

JemmdpoBaHue OCYyIIECTBISIETCS IO MPABUITY
P=a"“C+b'modN?.
3Hast pe3yNnbTaThl CTATUCTUYECKOTO YaCTOTHOT'O aHAIN3a, MOYKHO COCTABUTh TPU YPaBHEHUSI:

(M-N +Hpo6en)a'+b'=(E- N +np06eﬂ)mod N?=386-a'+b'=146 mod 900,
(U-N +mpoben)a'+b'=(S-N +npoben)mod N* = 626-a'+b'=566 mod 900,
(I-N+H)a'+b'=(npoGen-N +T)mod N? = 274-a'+b'=799 mod 900.

Pemras AAaHHYIO CUCTEMY ypaBHeHHfI, IMOJIy4YUM CJICAYIOIHUEC COOTHOIICHUA:

660-a'+b'=480 mod 900,
139-a'+b'=247 mod 900.

N3 BTOpPOro COOTHOIIEHUS, UCTIONB3Ysl alTOpUTM EBKIMIA 17st onpesesieHns 0OpaTHOTO 4YucIa,
MO>KHO HaWTH:



a'=139"-247 mod 900 — 259247 mod 900 = 73;
b'=146-386-73 mod 900 =786.

Taxum O6p330M, I[CH_II/I(pr/IPOBaHI/IC OCYHIECTBIIACTCA B COOTBETCTBUU C BEIPAXKCHHUEM:

P =73.C +768 mod 900 (1.1)

[IpumenuB kitoun remu@poBaHus K gurpadaM NpuHATOro MHUQPPOBAHHOTO COOOIIEHUS, TOTYYHM:

DX =3-30+23=113—>8(1.1) = 17=0-30+17 = AR,

M npoben =12-30+26 =386 —>B(1.1) = 146 =4-30+26 = E npober
SC =18-30+2=542—>8(1.1) = 734=24-30+14=Y0O,;

E npooen =4-30+26 =146 —>B(1.1) = 626 =20-30+26 =U npooen ,
DC =3-30+2=92—>B(l.1) = 284=9-30+14=JO;
CU=2-30+20=80—>38(1.1) = 308=10-30+8 =Kl ;

VG =21-30+6=636 ->B(l.1) = 396=13-30+6=NG;

X npooen =23-30+26=716 —>B(1.1) = 836 =27-30+26 = ?npoben .

CrnoxuB BMecTe, momydnM Teket coobmenus «ARE YOU JOKING? ».

OmnpexnenuM KIFOYH MH(PPOBAHUS:

a=a"'=73"mod900=37,
b=-a"*b'=-37-768 mod 900 =384,

Takum O6p330M, I_HI/I(l)pOBaHI/Ie OCYHICCTBJIACTCA B COOTBECTCTBUHU C BBIPAKCHUCM:

C =37-P+384 mod 900 (1.2)

[Tpumenus xmoun mudpoanus k gurpadam coodmenus «YES I’M JOKING! » nonyunm:

YE=24-30+4=724 >B(1.2) =>172=5-30+22=FW,

S npoben =18-30+26 =566 — B(1.2) = 626 =20-30+26 =U npooen;
1'=8-30+29=269 > B(1.2) = 437=14-30+17=0R,;

M npoben =12-30+26 =386 — B(1.2) = 266 =8-30+26 = [ npoben
JO=9-30+14=284 »>8(1.2) = 92=3-30+2=DC,;

Kl =10-30+8=308 ->B(1.2) = 80=2-30+20=CU ;

NG =13-30+6=396 > B(1.2) = 636=21-30+6=VG,

I npoben =28-30+26 =866 —>B(1.2) = 26 =0-30+26 = Anpobden.

CnoxuB BMecTe, IMOTyIuM TeKcT 3amudpoanaoro coodmenus «FWU ORI DCCUVGA ».

2. TlepexBaueno coodmenue «IIHTH». [IpoBepsieTcs rumores3a, 4TO COOOMIEHUE COCTABIICHO C

noMoIbko apuHHBIX AUrpadoB B 33-3HaUHOM an(aBUTE PYCCKOTO S3bIKA.
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YacToTHBIA aHANU3 paHHUX IIHU(QPOTEKCTOB IOKa3al, YTO HauOoJjiee 4acTO BCTPEUAOIIMMUCS
murpadpamu  Opum  «L{S», «bIT». Ilpeamonaraercsi, 4ro B PYCCKOM s3bIKe HauOojee YacTo
noBTopstironuMucs aurpadamu seisitorcst «HO», «ET».

3adanue:
a) HalTH KITI0YH Jemu(poBaHUS U MPOUYECTh MEPEXBAUCHHOE COOOIICHNUE;
0) HaiiTu KIr04M mudpoBanus u 3amudpoBarh coodmmenne «IIpodub 3anUTh.

Pewenue. 3nas pe3ynpTaThl CTATUCTHUYECKOIO YacTOTHOTO aHadW3a, MOXKHO COCTaBUTb TPHU
YpaBHEHUS:

(I-N+5T)a'+b'=(H-N+0)mod N? = 791-a'+b'=477 mod 1089,
(BI- N +T)a'+b':(E- N +T)mod N?=943-a'+b'=184 mod 1089.
Pemras nanHyro cucreMy ypaBHEHMM, IIOJIYyYUM CIEAYIOIIEE COOTHOLIEHUE:!

937-a'+b'=293 mod 1089.
Hcnonb3ys anroput™ EBknuaa 1uist onpesaeneHns oOpaTHOrO YKUCIa, MOXKHO HAWTH:

a'=937"-293 mod 1089 — 523-293 mod 1089 = 779 ;
b'=477-791-779 mod 1089 = 662.

Takum o6pa30M, ,Z[GH_II/I(pr/IpOBaHI/IC OCYHICCTBIIACTCA B COOTBETCTBUU C BBIPAKCHUCM:

P =779-C +662 mod 1089 (2.1)

[TpumMeHnuB Kit0uM AemppoBaHus K JUrpadam NpUHATOro HIM(PPOBAHHOTO COOOIIEHUS, MOTYYHM:

I[JH =23-33+14=773 —>B(2.1) = 612=18-33+18=CC,;
TH =19-33+9=636 >B(2.1) = 611=18-33+17=CP.

CnoxuB BMecTe, mosryduM TekeT coodteHuss «CCCPy.

Onpenenum KJIOYM MUPPOBAHUS:

a=a"'=779"mod1089 =137,
b=-a"*b'=-137-662 mod 1089 = 782.

Takum o6pa30M, IJ.IPI(I)pOBElHI/IC OCYHICCTBIIACTCA B COOTBETCTBUU C BBHIPAKCHUCM:

C =137-P+782 mod 1089 (2.2)

[Tpumenus xmoun mudposanus k aurpadam coodmenus «ITPOPUIDb 3ALIUTDI» nomy4anm:

[IP=16-33+17 =545 B (2.2) = 306 =9-33+9 = U ;
O®=15-33+21=516 -8 (2.2) = 689=20-33+29=V5;
HT=9-33+12=309 — B (2.2) = 644=19-33+17 = TP;
b3=29-33+8=965 8 (2.2) = 129=3-33+30=7D);
AII[=0-33+26=26 -8 (2.2) = 1077 =32-33+21 = D]



HT=9-33+19=316 —>B (2.2) = 514=15-33+19=0T.

CrnoxuB BMecTe, Moxy4uM TekcT 3amudpoanHoro coodmenuss «<MMYbTPIISAD.

BBIITIOJIHEHUE PABOTbI
1. 3aman mudpoTekcT:

«Vhfinmxkl ikhzktffxw pbma bgxqhktuex ehzbv vhgmkhe hnk xvhghfbxl tgw fhgxr ftkdxml, hnk
txkhietgxl tgw mktbgl. Hnk hpg fbgwl tkx Ixxg tl t yteebuex "gtmnkte" yhkf hy bgmxeebzxgvx matm maxix
vhfinmxkl pbee nembftmxer ixkyxvm bg tg xfuhwbfxgm hy "tkmbybvbte" bgmxeebzxgvx matm bl ghmabgz
fhkx matg t vhfiebvtmxw ftmaxftmbvte tezhkbmaf matm vtg ux bfiexfxgmxw xexvmkhgbvteer ytk ytimxk tgw
exll yteebuer matg ur hnk hpg yxxuex uktbgl.»

a) Mcnonb3ys 4yacTOTHBIN aHAIN3, onpenenuM kitod Llesaps u nemudpyem coobiieHue.
BbInonHUM 4acTOTHBIN aHAJIU3 OTKPBITOTO aHTJIMKHCKOTO TEKCTA.

> messagel := ‘Numbers dominate much of our everyday lives in diverse and barely
perceptible ways. Parents are anious to see their children attain good grades in mathematics,
assured that this is a passport to success and security. The government stipulates that mathematical
studies are compulsory for most of a child’s time at school. Intelligence tests contain particular
ingredients to test the candidates' ability to reason mathematically. Advertisements promising
challenging and well-paid employment invite us to seek further details if we can successfully spot
the next number in puzzling sequences. Students change subjects when they discover the
mathematical content of their course is too difficult to master. Young children turn out to be
extraordinarily talented in mathematics with abilities outstripping children twice their age, yet their
performance in other subjects is unremarkable. Only in art and music is such precociousness so
impressive. Looking out into the wider world, we see the cogs of the Western world turned by the
engines of mathematical understanding. Computers programmed with inexorable logic control our
economies and money markets, our aeroplanes and trains. Our own minds are seen as a fallible
""natural"’ form of intelligence that these computers will ultimately perfect in an embodiment of
""artificial™"" intelligence that is nothing more than a complicated mathematical algorithm that can
be implemented electronically far faster and less fallibly than by our own feeble brains. In our
universities there is an unspoken suspicion that the further a discipline lies from mathematics and
the smaller the body of mathematical statements at its core the less rigorous and intellectually
respectible it is.":

> FregAnalys2R(messagel);

[113,21,62 44 177 25 24, 54,121, 2, 5,77, 55,102, 87,29, 1, 89, 106, 149,499 15 3, 23,2, 1444]
Marcumanenoe wucio nosmopenuii = 177, Koopdunama maxcumyma e unmepsane 0.M-1 =4

Bmopoe maxcumatsroe wucio nosmopenuil = 149, Koopdunama emopozo marciymva & unmepsarne 0.M-1 =19

BrImomHUM 4acTOTHBIN aHATU3 MHPPOTEKCTA!

> mes:= Vhfinmxkl ikhzktffxw pbma bgzghktuex ehzbv vhgmkhe hnk xvhghfbxI tgw fhgxr
ftkdxml, hnk txkhietgxl tgw mktbgl. Hnk hpg fbgwl tkx Ixxg tl t yteebuex "gtmnkte™ yhkf hy
bgmxeebzxgvx matm maxIx vhfinmxkl pbee nembftmxer ixkyxvm bg tg xfuhwbfxgm hy
"tkmbybte™ bgmxeebzxgvx mashlomchiktm bl ghmabgz fhkx matg t vhfiebvtmxw ftmaxftmbvte
tezhkbmaf matm vtg ux bfiexfxgmxw xexvmkhgbvteer ytk ytimxk tgw exll yteebuer matg ur hnk
hpg yxxuex uktbgl.":

> FregAnalysR(mes);



Maxcuvansnoe wucio nosmaopenuil = 41, Koopdunama maxcioiyma e unmepsane 0.M-1 =23

[Ipeanonoxum, 4To KIOYOM SIBISIETCS X = 7.

IIpoBepum 3Ty runoresy:
> encodemonoalph(mes, caesarrule, X);

The National Computer Security Center has established an aggressive program to studl
y and implement computer security technology. Our goal is to encourage the wides\
pread availability of trusted computer products for use by any organization desirin
g better protection of its important data. One way we do this is by supporting the T\
rusted Product Evaluation Program. This program focuses on the security features

of commercially produced and supported computer systems. We evaluate the prot

ection capabilities against the established criteria presented in the TCSEC. This pr\
ogram, and an open and cooperative business relationship with the computer and &
elecommunications industries, will result in the fulfillment of our country's informa\
tion systems security requirements. We resolve to meet the challenge of identifying \

trusted computer products suitable for use in processing information that requires\
protection.

MBI nosTy4nm OCMBICIEHHBIN TEKCT. | rmore3a BepHa.
0) KoppensiioHHBIM aHanu3 Mo 4aCTOTHBIM BEKTOPaM OTKPBITOIO TEKCTa U MH(POTEKCTA.
BaprannoHHBIN psi aHIIIMHACKOIO TEKCTa:

> engFreq :=[.082, .015, .028, .043, .127, .022, .020, .061, .070, .002, .008, .040, .024, .067, .075,
.019, .001, .060, .063, .091, .028, .010, .023, .001, .020, .001]:
engFreq2 := [op(engFreq), op(engFreq)];

engFreq2 :=[0.082 0.015 0.028, 0.043, 0.127, 0.022 0.020, 0.061, 0.070, 0.002, 0.008,
0.040,0.024, 0.067, 0.075, 0.019, 0.001, 0.060, 0.063, 0.091, 0.028, 0.010, 0.023, 0.001,
0.020, 0.001, 0.082 0.015, 0.028, 0.043 0.127, 0.022, 0.020, 0.061, 0.070, 0.002, 0.008,
0.040, 0.024, 0.067, 0.075, 0.019, 0.001, 0.060, 0.063, 0.091, 0.028 0.010, 0.023, 0.001,
0.020, 0.001]

[IporpaMMa BBIUMCIIEHHS] KOPPEISLUUOHHON (YHKIMHM YaCTOTHBIX BapHAIlMOHHBIX PSJIOB
OTKPBITOTO TEKCTA U MUPPOTEKCTA:

> read "VKF.m";
> VKF(mes);

Maxcivareroe snawenue BR@ = 006428412258, Knmou =7



HaubGonpiiee 3HaueHne KOpPENSIIMOHHON (YHKIIMM COOTBETCTBYET KiItouy 7. BeIOpaB B kauecTBe
nopora BennyuHy 0,06 MOKHO COCTaBUTH IpOrpamMMy BbIOOpa KIFOYa MO MAaKCMMalbHOMY 3HAUYEHUIO
KOPPENSAIMOHHON (DYHKIIHH.

ABTOMaTHUYECKass IporpaMMa OIpEAETCHUs KJII04a MO0 KOPPEISLUOHHOMY aHaJIM3y YaCTOTHBIX
BEKTOPOB MMeEET BUJ:

> keyFinder := proc(freqVect)
local engFreqVect, i, dotProd:
engFregVect := [.082, .015, .028, .043, .127, .022, .020, .061, .070, .002, .008, .040, .024, .067,
.075, .019, .001, .060, .063, .091, .028, .010, .023, .001, .020, .001, .082, .015, .028, .043, .127, .022, .020,
.061, .070, .002, .008, .040, .024, .067, .075, .019, .001, .060, .063, .091, .028, .010, .023, .001, .020,
.001]:
for i from 0 to 25 do
dotProd := sum(engFreqVect[i+j]*freqVect[j]/freqVect[27], j=1..26):
if (dotProd > .06) then print(dotProd, ~ with decrypt key of", i) fi:
od:
end:
> keyFinder(freqCounter(mes));

0.06428412258. with decrypt key of. 7
2. Ataka Ha MyJIbTUIUIUKATUBHBIC U (PHI.
[IudpoTekcT umeeT BUA:
«Kn ymf mnkxsfgkbksq bzsfs kq an mngjygsn gmgjkwkyn bzab bzs dmfbzsf a hkqwkjrkns rksq dfyc
cabzscabkwq anh bzs gcarrsf bzs lyhe yd cabzscabkwar gbabscsnbq ab kbg wyfs bzs rsqq fkoyfymg anh

knbsrrswbmarre\nfsqjswbklrs kb kq.»

MYJ'ILTI/IHJ'II/IKaTI/IBHLIe IJ_II/I(I)pBI 3a4ar0TCA CICAYOIUM Hp606pa3OBaHI/IeMI
> multrule := (letter, key) -> ((letter * key) mod 26):

Onpenenum K04 MyJIbTHUIUIMKAaTUBHOTO MH(pa U TeMuppyeM KpUIITOrpamMmy:
> m2 := "Kn ymf mnkxsfgkbksq bzsfs kg an mngjygsn gmqgjkwkyn bzab bzs dmfbzsf a
hkgwkjrkns rksq dfyc cabzscabkwq anh bzs gcarrsf bzs lyhe yd cabzscabkwar gbabscsnbqg ab kbq

wyfs bzs rsqq fkoyfymqg anh knbsrrswbmarre\nfsqjswbkirs kb kqg. :
> FreqAnalys2R(m2);

Maxcumvanenoe wucno noemopenuii = 24, Koopdunama marcingva & uwmepesane 0,.M-1 = 18

Bmopoe marxcumansrnoe wucio nosmopenuil = 22, Koopdunama smopozo Maxcumyma s unmepsare 0.M-1=1

> read ""multkeyfinder.m';

3amanuM  1Be OYyKBBI: nepBas OykBa psja Hambosiee 4acTO MOBTOPSIOMIMXCS B TEKCTe OYKB
andasuTa; BTOopast 0ykBa COOTBETCTBYET HauboOJjIee YacTo MOBTOpstoIIeHcs OykBe mudpoTekcra.

> multkeyfinder(ey’);

> x:=19;



[TpoBeprM MpPaBUIIBHOCTD ACIIU(PPOBAHUS:
> encodemonoalph(m2,multrule,x);

In our universities there is an unspoken suspicion that the further \
a discipline lies from mathematics and the smaller the body of \
mathematical statements at its core the less rigorous and intellectually \
respectible it is.

3. Araka Ha appuHHYIO cuCTEMy MU(PPOBAHHUS.
[IndporekcT 3aaaH B CIEAYIOIEM BUJIE:

«Zc nbu bczmhufzgzhf gohuh zf pc befynvhe fbfyzlzne gqopg goh sbugohu p wzflzygzch gzhf sunr
rpgohrpgzlf psw qoh frpgghu goh anwt ns rpgohrpgzlpg fgpghrhegf pg zgf Inuh goh ghff uzdnunbf pcw
zcqghgghlgbpggt uhfyhlgzagh zq zf. »

Omnpexpenum KITI0Y MUQPPOBAHUS U paciinpyeM KpUITOrpaMMy

>m3:="Zc nbu bczmhufzgzhf qohuh zf pc befynvhe fbfyzlzne qopg qoh sbugohu p wzflzygzch

gzhf sunr rpgohrpqzlf psw goh frpgghu goh anwt ns rpgohrpqzpg fqpghfhcgf pq zgf Inuh goh ghff
uzdnunbf pcw zcghgghlgpggt uhfyhlqzagh zq zf:
> FreqAnalys2R(m3);

Maxcuvansnoe wucio nosmopenudl = 24, Koopdunama maxciyma & unmepsane 0.M-1=7

Bmopoe maxcuvansnoe wucio noesmapenyii = 22, Koopdunama emopozo maxcinyma € unmepsane (.M-1 =16
[Tporpamma ompeeneHus Kito4a o YeThipeM OyKBaM MIH(POTEKCTa:

> read ""affinekeyfinder.m';
> k:=affinekeyfinder("heqt’);

k:=[19 1]

> encodemonoalph(ma3,affinerule,k);

In our universities there is an unspoken suspicion that the further a discipline lies from\
mathematics afd the smaller the body of mathematial statesents at its core the less N
igorous and intellectally respectible it is

BBIBO/I

B nannoii naboparopHoit pabote ObLIIM U3ydeHbl KpUNTOTpaduIecKre METOIbl aHAJIN3a aJITOPUTMOB
3amMThl  MHGOpMAIMM,  HUCCIENOBaHbl  alTOPUTMBl  KpUNTOAHAJIM3a  MOHOAI(ABUTHBIX U
MHOTOaJI(aBUTHBIX ~ KPUNTOCHCTEM,  TMOJYYEHBl  HABBIKK  NPOTPAaMMHPOBAHHS  aITOPHTMOB
KPUNTOAHATIHN3A.



