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Aneopumm AES

> restart;
Ilpeosapumenvnvie npeodpazoeanusn

Jiis 3ammdpoBaHusl TaHHBIX MBI OCHOBBIBaeMcCsi Ha Oaiitax. [[nst nanpHeWmedr paGoThl MbI
JOJDKHBI OITMcaTh 8 OMTOB 0aiiTa ¢ pa3HbIX CTOPOH: Kak 1estoe yucio ot 0 10 256; kak cTpoka u3 8§ 6uToB
B IBOMYHOM KOJI€; KaK CITUCOK M3 § OUT; KaK MOJMHOM HauOOJbIICH cTeneH! 7 OT allb(a U KaK YHCIIo,
MPEACTAIBEHHOE B IIECTHAIIIATUPUIHON popme.

Ilpasuna npeobpazoeanusa munoeé 0aGHHbIX

[IpeobOpazoBanue ynciaa B CTPOKY U3 8 OUTOB
> intToBits := intValue -> substring(convert(convert(intValue+256, binary), string), 2..9):

[IpeoOpa3oBaHue CTPOKH B CITUCOK OUTOB
> bitToList := bitWord ->
[seq(parse(substring(bitWord,i)), i=1..8)]:

[IpeoOpazoBaHue ciCKa OUTOB B TIOJTUMHOM
> listToPoly := bitList -> sort(sum(bitList[j]*alpha”(8-j), j=1..8)):

Hpeo6pa303aHI/Ie II0JIMHOMA B ACCATNYHOC YUCJIIO
> polyTolnt := poly -> subs(alpha=2, poly):

Hpeo6pa30BaHHe ACCATUYHOIO YMCJIa B HICCTHAAUATUPUIHOC
> intToHex := intValue ->
substring(convert(convert(intValue+256, hex), string), 2..3):

ITpeoOpa3oBaHue MECTHAALATUPUIHOTO YUCIIA B IBOMYHYIO (OpMY
> hexTo8Bits := hexPair -> substring(convert(convert(
convert(hexPair, decimal, hex)+256,binary),string),2..9):

IIpeoOpa3oBanue crrcka OUTOB B CTPOKY
> listToBits := bitList -> cat(seq(convert(bitList[i],string),i=1..8)):

[IpeoOpa3oBanue CTPOKU B AECITUYHOE YUCIIO
> bitTolnt := bitWord -> convert(bitWord,decimal,binary):

Hpeo6pa3013aHHe CIIHMCKa OMUTOB B JCCATHYHOC YUCIIO
> listTolnt := bitList -> sum(bitList[j]*2/(8-}), j=1..8):

[IpeobOpazoBanme MoIUHOMA B CTUCOK OUTOB
> polyToList := poly -> [seq(coeff(poly, alpha, 8-j), j=1..8)]:

B3AMMOCBSI3b ITIPEOEPA3OBAHUI
> polyToBits := poly -> intToBits(polyTolnt(poly)):

> intToPoly := intValue -> listToPoly(bitToList(intToBits(intValue))):
> bitToPoly := bitWord -> listToPoly(bitToList(bitWord)):

Ilpeobpaszosanusn meixicoy cnuckamu u Mampunamu

> listToMatrix := list -> matrix(4,4,list):



> listToMatrix2 := list -> linalg[transpose](matrix(4,4,list)):

> matrixToList := matriX ->ListTools[Flatten](convert(matriX,listlist)):

> matrixToList2 := matriX -> ListTools[Flatten](convert(linalg[transpose](matriX),listlist)):

> matrixToHex := bitMatrix -> cat(op(matrixToList2(map(x ->
intToHex(bitTolnt(x)),bitMatrix)))):

Koncmanmour

[IpencraBnenue Oaiita B BHUJE IMOJIMHOMA OCHOBBIBACTCS HA OaiiTax Kak AJIEMEHTaX KOHEYHOTO
nosist GF(256). KoHcTpyKiust 3Toro mosist TpedyeT HePHUBOIUMOTO TTOJIMHOMA CTEIIEHH 8.

> genPoly := alpha”8 + alpha™4 + alpha”*3 + alpha + 1:
> XOR :=(a,b) -> if (a=b) then ""0"" else ""1"" fi:
xorNbits := proc(a,b,N)
local aString, bString:
astring := convert(a,string):
bString := convert(b,string):
cat(seq(XOR(substring(aString,i), substring(bString,i)),i=1..N)):
end:
xor8 := (a,b) -> xorNbits(a,b,8):

Co30anue S-o10xa

PaccmoTpuMm KOHCTpYKIUIO S-0j0Ka (MM TaOJIMIBI TIOJCTAHOBKH), KOTOPBIM HCIIOIB3YeTCs B
orepanuu 3aMmeHbl 0antoB SubBytes( ). TaOmuiel 3aMeHBI S-0J10Ka SBISIOTCS WHBEPTUPYEMBIMH U
MOCTPOCHBI U3 KOMITO3HUIIMU CIICAYIOIINUX JIBYX MPeoOpa3oBaHUil BXOJHOTO OaiTa:

- TIOJTy4eHue 00paTHOrO 3JIEMEHTa OTHOCHTEIbHO yMHOKeHUs B nosie GF(256) ¢ ucmons3oBanreM
pacuIMpeHHOro alropuT™Ma DBKIIH/IA; HYJIEBOH AeMeHT '0' mepexouT caM B ce0sl;

- IPUMEHEHHE CJICYIONIETO MPeoOPa30BaHUs: YMHOKAEM HEKOTOPYIO IHKIMYECKYI0 MATPHUIy Ha
WHBEPTUPOBAHHBI  OaliT W mpuOaBiIsieM HEKOTOPBIM BEKTOp (MaTpulla W BEKTOP HW3HAYAJIbHO
omnpexaesenst aust AES).

> s1Make := proc(intValue)
local bitList, invPoly, extraPoly, polyValue;
bitList := bitToList(intToBits(intValue)):
if (intValue <> 0) then #invert nonzero entries.
polyValue := listToPoly(bitList):
Gcedex(polyValue, genPoly, alpha, 'invPoly’, ‘extraPoly"') mod 2;
bitList := (polyToList(invPoly)):
end if:
bitList;
end:
> s2Make := proc(bitList) local shiftlList, shift2List;
shiftlList :=[1,1,1,1,1,0,0,0,1,1,1,1,1,0,0,0];
shift2L.ist :=[0,1,1,0,0,0,1,1];
[seq(linalg[dotprod](bitList,[seq(shiftlList[9+i-}],i=1..8)])
+shift2List[j] mod 2, j=1..8)];
end:
> sMakelBits := intVal -> listToBits(s2Make(s1Make(intVal))):

[Ipencrasnenue B BUE TaOIUIIBI
> SBoxTable := table([seq(intToBits(i)=sMakelBits(i), i=0..255)]):

[IpencraBnenue Tabnuibl B BUe MaTpuilsl 16x16



> SBoxMatrix1 := matrix(16,16,[seq(SBoxTable[intToBits(i)],i=0..255)]):

HpeI[CTaBJ'IeHI/Ie MOJYUCHHBIX 3JICMCHTOB B BUAC ABOMYHBIX YHCECII
> SBoxMatrix2 := map( bitTolnt,SBoxMatrix1);

SBoxMatrix2 =
(99, 124, 119, 123, 242, 107, 111, 197, 48, 1, 103, 43, 254, 215, 171, 118]
202,130,201, 125, 250,89, 71, 240,173,212,162, 175,156, 164,114,192
183, 253, 147, 38, 54, 63, 247, 204, 52, 165, 229, 241, 113, 216, 49, 21
4,199, 35, 195, 24, 150, 5, 154, 7, 18, 128, 226, 235, 39, 178, 117
9, 131, 44, 26, 27, 110, 90, 160, 82, 59, 214, 179, 41, 227, 47, 132
83, 209, 0, 237, 32, 252, 177, 91, 106, 203, 190, 57, 74, 76, 88, 207
208, 239, 170, 251, 67, 77, 51, 133, 69, 249, 2, 127, 80, 60, 159, 168
81, 163, 64, 143, 146, 157, 56, 245, 188, 182, 218, 33, 16, 255, 243, 210
205, 12, 19, 236, 95, 151, 68, 23, 196, 167, 126, 61, 100, 93, 25, 115
96, 129, 79, 220, 34, 42, 144, 136, 70, 238, 184, 20, 222, 94, 11, 219
224, 50, 58, 10, 73, 6, 36, 92, 194, 211, 172, 98, 145, 149, 228, 121
231, 200, 55, 109, 141, 213, 78, 169, 108, 86, 244, 234, 101, 122, 174, 8
186, 120, 37, 46, 28, 166, 180, 198, 232, 221, 116, 31, 75, 189, 139, 138
112, 62, 181, 102, 72, 3, 246, 14, 97, 53, 87, 185, 134, 193, 29, 158
225,248,152, 17, 105, 217, 142, 148, 155, 30, 135, 233, 206, 85, 40, 223
140, 161, 137, 13, 191, 230, 66, 104, 65, 153, 45, 15, 176, 84, 187, 22|

> SBoxMatrix3 := map( intToHex,SBoxMatrix2);

SBoxMatrix3 :=
["e3","7C", 77", "7B", "F2", "6B", "6F", "C5", "30", "01", "67", "2B", "FE", "D7",
"AB", "76"]
['CA", "82","C9", "7D", "FA", "59", "47", "FO", "AD", "D4", "A2", "AF", "9C",
"A4", 72", "CO"
['B7","FD","93", 26", "36", "3F", "F7", "CC", "34", "A5", "E5", "F1", "71", "D8"
,"31", 15"
['04","C7", "23", "C3", "18", "96", "05", "9A", "07", "12", "80", "E2", "EB", "27",
"B2", "75"]
[*09","83","2C", "1A", "1B", "6E", "5A", "A0", "52", "3B", "D6", "B3", "29", "E3"
,"2F", 84"
[*53","D1", "00", "ED", "20", "FC", "B1", "5B", "6A", "CB", "BE", "39", "4A",
"4C", 58", "CF']
['Do", "EF", "AA", "FB", "43", "4D", "33", "85", "45", "F9", "02", "7F", "50", "3C"
, "OF", A8
["51", "A3", "40", "8F", "92", "9D", "38", "F5", "BC", "B6", "DA", "21", "10", "FF"
, "F3","D2"|
[CD", "0C", "13", "EC", "SF", "97", "44", "17", "C4", "AT7", "TE", "3D", "64", "5D"
,"19", 73"

["60", "81", "4F","DC", "22", "2A", "90", "88", "46", "EE", "B8", "14", "DE", "5E"



,"0B", "DB"]
["EO", "32", "3A", "0A", "49", "06", "24", "5C", "C2", "D3", "AC", "62", "91", "95",

"E4","79"]

["E7","C8","37","6D", "8D", "D5", "4E", "A9", "6C", "56", "F4", "EA", "65",
"TA", "AE", "08"]

["BA", "78", "25", "2E", "1C", "A6", "B4", "C6", "E8", "DD", "74", "1F", "4B",
"BD", "8B", "8A']

["70", "3E", "B5", "66", "48", "03", "F6", "OE", "61", "35", "57", "B9", "86", "C1",
"1D", "9E"]

["E1","F8","98", "11","69", "D9", "8E", "94", "9B", "1E", "87", "E9", "CE", "55",
"28", "DF'"]

["8C", "Al", 89", "OD", "BF", "E6", "42", "68", "41", 99", "2D", "OF", "B0", "54",
"BB", "16"]

WuBepcHbiii S-0710K
> InvSBoxTable := table([seq(sMakelBits(i)=intToBits(i), i=0..255)]):
> InvSBoxMatrix1 := matrix(16,16,[seq(InvSBoxTable[intToBits(i)],i=0..255)]):
> InvSBoxMatrix2 := map( bitTolnt,InvSBoxMatrix1):
> InvSBoxMatrix3 := map( intToHex,InvSBoxMatrix2):

Anzopumm evipadomku Kirouei

PayH0BBIM KITH0Y HOTy4aeTcs U3 Kio4da mudpa NocpeacTBOM Tabauibl kinoueil. OHa cocTouT
U3 PACIINPEHNs KJIF0Ya U BEIOOPA payH10BOro Kito4a. OCHOBHOM NPHUHITHII 3aKIII0YACTCS B CIIEAYIOIIEM:
- CyMMapHO€ 4YMcjI0 OUTOB PayHJIOBOTO KIJIIOYa PaBHO JJIMHE OJ0Ka, YMHOXKEHHOM Ha YMCIIO payH/I0B
witoc 1 (T.e. aus anuHbl 6s10ka 128 Out u 10 payHa0B Ju1s payHI0BOro Kiitoua Heooxoaumo 1408 6ur);
- KJII0Y M (pa pacnupsieTcs 10 paCIIMPEHHOro KIH4a;
- payHJOBBIE KJIIOYM BBIOMPAIOTCS M3 3TOTO PACIIMPEHHOTO KII0Ya CIEAYIOIIMM 00pa3oM: MepBbIi
payHIOBBI KITt0Y cocTouT U3 nepBbix Nb citoB, BTopoit - u3 cneayromux Nb cioB u T.1.

Pacmupenue Kjiiroua

PacmmipeHHBIli KIIIOY - 3TO OJHOMEpPHBIH MAacCHB YETHIPEXOaWTOBBIX CIIOB, 00O3HAYaeMBbIi
W[Nb*(Nr+1)]. Ilepeie Nk cioB comepxkar witou mmdpa. Bece ocTanabHbIC clI0Ba ONMPEICISIOTCS
PEKYPCUBHO Yepe3 CII0Ba C MEHBITMMHU HHACKCAMH.

> roundFudge := int -> Rem(alpha”(int-1),genPoly,alpha) mod 2:
polyTolnt := poly -> subs(alpha=2, poly):
roundFudgeWord :=int -> polyToBits(roundFudge(int)):
randKeyGenerator := () ->
map(intToBits, [seq(rand(0..255)(),i=1..16)]):
hex32ToKey: hexWord ->map(hexTo8Bits,
[seq(substring(hexWord,2*i-1..2*i),i=1..16)]):
> keyExpander := proc(keyList)
local keyExpanded, i, j, k, fudgeWord:
keyExpanded := matrix(4,44):
for j from 1 to 4 do
forifrom1to4do
keyExpanded([i,j] := keyList[(j-1)*4+i];
end do:
end do:
for i from 1 to 10 do



fudgeWord := roundFudgeWord(i);
keyExpanded[1,4*i+1] :=
xor8(keyExpanded[1,4*i-3],SBoxTable[keyExpanded[2,4*i]]);
keyExpanded[2,4*i+1] :=
xor8(keyExpanded[2,4*i-3],SBoxTable[keyExpanded[3,4*i]]);
keyExpanded[3,4*i+1] :=
xor8(keyExpanded[3,4*i-3],SBoxTable[keyExpanded[4,4*i]]);
keyExpanded[4,4*i+1] :=
xor8(keyExpanded[4,4*i-3],SBoxTable[keyExpanded[1,4*i]]);
keyExpanded[1,4*i+1] := xor8(keyExpanded[1,4*i+1],fudgeWord);
for j from 2 to 4 do
for k from 1 to 4 do
keyExpanded[k,4*i+j]
:=xor8(keyExpanded[k,4*i+]-4], keyExpanded[k,4*i+j-1]):
end do:
end do:
end do:
keyExpanded,;
end:

Paynooeoe npeoopazoeanue

PaynmoBoe mpeoOpa3oBaHHE COCTOMT W3 YETBIPEX Ppa3IMYHBIX MPEeOoOpa3OBaHUIl: 3aMEHBI
oaiitoBSUbBYtes( ), casura crpok ShiftRows( ), mepememmBanus crosibio MixColumns( ) u
nobasienus paynaosoro kitoda AddRoundKey( ).

ITpeobpazoBanue SubBytes( ) - 3To HenMHEiHAsA 3aMeHa OaTOB, MPUMEHsSIEMas OTACIBHO B KAXKIOMY
OaiiTy cocrostHus. B aTOM citydae Mcnonb3yercs TabIinia moACTaHOBOK, CO3/1aHHas Bbime. MIHBepcHas
omepanysi UCTOIb3YeT HHBEPCHYIO TaOIHIly 3aMEH.

> SubBytes := byteMatrix -> map(x->SBoxTable[x], byteMatrix):
InvSubBytes := byteMatrix -> map(x->InvSBoxTable[x], byteMatrix):

[Tpu ShiftRows( ) ctpoku CocTOSIHUS IUKINYECKU CBUTAIOTCS HA pa3iiMuHoe yrcio OaittoB. Ctpoka 0
He cABHUraercs, crpoka 1 ciuBuraercs Ha 1 Gaiit, cTpoka 2 - Ha 2 Gaiita u ctpoka 3 - Ha 3 OaiiTa.
WuBepcHast onepaiys Npou3BoauT cIBUT 4-X cTpok Ha 0, 3, 2 u 1 6aliT COOTBETCTBEHHO.

> ShiftRows := proc(byteMatrix)
local bytelist, rotlist:
byteL.ist := convert(byteMatrix,listlist):
rotList :=[byteL.ist[1], ListTools[Rotate](byteL.ist[2],1),
ListTools[Rotate](byteList[3],2), ListTools[Rotate](byteList[4],3)]:
convert(rotList, matrix);
end:

InvShiftRows := proc(byteMatrix)
local byteL.ist, rotL.ist:
byteL.ist := convert(byteMatrix,listlist):
rotList :=[byteL.ist[1], ListTools[Rotate](byteL.ist[2],3),
ListTools[Rotate](byteList[3],2), ListTools[Rotate](byteList[4],1)]:
convert(rotList, matrix);
end:
Warning, “byteList is implicitly declared local to procedure “ShiftRows’
Warning, ‘rotList™ is implicitly declared local to procedure "ShiftRows’



ITpu MixColumns( ) cron6ier COCTOSHUS pacCMaTpPHBAIOTCS Kak MHorowieHsl Hax GF(256) u
YMHOXKaI0TCSl Ha (PMKCHPOBAHHYIO NIEPEMEIINBAIONTYI0 MaTpHIly. THBEepCHOM omnepaiui COOTBETCTBYET
YMHO)XEHUE Ha MHBEPCHYIO TIEPEMEIINBAIONIYIO MATPHILY.

> MixMatrix := map(intToPoly,

matrix(4,4,[2,3,1,1,1,2,3,1,1,1,2,3,3,1,1,2])):
MixColumns := proc(byteMatrix)

local productl, polyMatrix:

polyMatrix := map(bitToPoly, byteMatrix):

productl := linalg[multiply](MixMatrix,polyMatrix):

map(x->polyToBits(sort(Rem(expand(x),genPoly,alpha)mod 2)), productl);

end:

InvMixMatrix := map(intToPoly,
matrix(4,4,[14,11,13,9,9,14,11,13,13,9,14,11,11,13,9,14])):
InvMixColumns := proc(byteMatrix)
local productl, polyMatrix:
polyMatrix := map(bitToPoly, byteMatrix):
productl := linalg[multiply](InvMixMatrix,polyMatrix):
map(x->polyToBits(sort(Rem(expand(x),genPoly,alpha)mod 2)), productl);
end:

Oneparus no6asneHust paysgoBoro kiaroua AddRoundKey( ) BeimosHsieT mopaspsaHoe cioxkerrne XOR
TEKYIIEro COCTOSIHUS MAaTPHIIBI ¢ PaHI0BBIMH KIr0uoM. OOpaTHas orepaius Takas ixKe.

> AddRoundKey := proc(byteMatrix, expandedKey, roundNum)
local roundKey:
roundKey := linalg[transpose]
(matrix([linalg[col](expandedKey,(roundNum*4+1)..(roundNum*4+4))])):
zip(xor8,byteMatrix,roundKey);
end:

3adanue coodbwenusn u Knroua

> Message:= ""0123456789ACBDEFFEDBCA98765432100";
HexL.ist := [seq(substring(Message,2*i-1..2*i),i=1..16)];

Message :="0123456789ACBDEFFEDBCA9876543210
HexList:=["01"; "23", "45", "67", "89", "AC', "BD", "EF", "FE", "DB'", "CA', "98'", "76", "54",
"32" 10"

> ByteList := map(hexTo8Bits, HexL.ist);
messMatrix := listToMatrix2(ByteL.ist);

ByteList := ["00000001}"00100011 01000101 "01100111" 10001001} 101011007
"101111017"111011117"111111107 110110117 "11001010'' 10011000 "011101107
"01010100!' 00110010 000100001

"00000001" "10001001" "11111110" "01110110
messMatrix = "00100011" "10101100" "11011011" "01010100
"01000101" "10111101" "11001010" "00110010

"01100111" "11101111" "10011000" "00010000



> Key := [""00000001", '00100011", **01000101", **01100111", **10001001", *'10101011",
""11001101", *'11101111", *""0000OOO1', ''00100011", *01000101', "01100111", ''10001001",
"10101011", "11001101", *"11101111"";

Key :=["00000001} 00100011} 010001017 "011001117"10001001}"10101011"
"110011017"111011117 000000017 00100011 01000101} 011001117 100010017
"101010117"110011017"111011111

> KeyExpanded := keyExpander(Key);

KeyExpanded := keyExpanded

3awugposanue u pacwiugposanue payno 3a payHoom

> cipher := AddRoundKey(messMatrix, KeyExpanded, 0):

hexState := matrixToHex(cipher):

> forifrom1to9do
cipher := AddRoundKey(MixColumns(ShiftRows(SubBytes(cipher))),KeyExpanded,i);
hexState := matrixToHex(cipher);

end do:

> cipher := AddRoundKey(ShiftRows(SubBytes(cipher)),KeyExpanded,10):
cipherHex := matrixToHex(cipher):

Pacuugposanue cooouenusn

> ListCipher := [seq(substring(cipherHex,2*i-1..2*i), i = 1..16)]:
cipherByteMatrix := map(hexTo8Bits,listToMatrix2(ListCipher)):

Teneps MbI oT™MeHsieM 10 payHmoB mudpoBaHUsL.

> plain := cipherByteMatrix:

plain := InvSubBytes(InvShiftRows(AddRoundKey(plain,

KeyExpanded,10))):

forifrom1to9do

plain := InvSubBytes(InvShiftRows(InvMixColumns(AddRoundKey(plain,KeyExpanded,10-
)));

end do:

decryptMatrix := AddRoundKey(plain, KeyExpanded, 0):

Teneps mpeacTaBuM cooOIeHHE OOpPaTHO B IIECTHAALATUPUYHYIO (POpMY, YTOOBI CPaBHUTH €ro C
OpPUTHHAIIbHBIM

> matrixToHex(decryptMatrix):
3awugpposanue u pacuugposanue mexcma ACSI|

> encryptAESascii := proc(message, keyL.ist)
local expandedKey, cipher, cipherHexL.ist, cipherHex, i,messMatrix:
expandedKey := keyExpander(keyL.ist):
messMatrix := listToMatrix2(map(intToBits, convert(message,bytes))):
cipher := AddRoundKey(messMatrix, expandedKey, 0):
forifrom1to9do
cipher := AddRoundKey(MixColumns(ShiftRows(SubBytes(cipher))),expandedKey,i):



end do:
cipher := AddRoundKey(ShiftRows(SubBytes(cipher)),expandedKey,10):
cipherHexList := matrixToList2(
map(x -> intToHex(bitTolnt(x)),cipher)):
cipherHex := cat(seq(cipherHexList[i],i=1..16)):
end:

> decryptAESascii := proc(cipherText, keyL.ist)
local expandedKey, ListCipher, cipherByteMatrix, plain,
i,decryptMatrix, decryptList:
expandedKey := keyExpander(keyL.ist):
ListCipher := [seq(substring(cipherText,2*i-1..2*i), i = 1..16)];
cipherByteMatrix := map(hexTo8Bits,listToMatrix2(ListCipher));
plain := cipherByteMatrix;
plain := InvSubBytes(InvShiftRows(AddRoundKey(plain, expandedKey,10)));
for i from1to 9 do
plain :=
InvSubBytes(InvShiftRows(InvMixColumns(AddRoundKey(plain,expandedKey,10-i))));
end do;
decryptMatrix := AddRoundKey(plain, expandedKey, 0);
decryptList := matrixToList2(map(bitTolnt,decryptMatrix));
convert(decryptList,bytes);
end:

>mess := "HAVE A NICE DAY!"";

testkeyl := ["'10100111", **00000101", **01011000", **11011011", **01111101", **01001100",
*00100001*, 00111111, *00000100", *01110010", *'10110110", '01011011", '00100100",
'00110001", ""01101100", "*00101111";

cipherText := encryptAESascii(mess, testKeyl);

decryptAESascii(cipherText, testKeyl);

mess := "HAVE A NICE DAY
testkeyl :=["10100111} 000001017 010110007 110110117 "01111101} 01001100}

"00100001'"00111111" 000001007 011100107 "101101107"01011011"'"00100100"
"00110001'"01101100! 001011111

cipherText := "E6B48BC66FA892756DBIFD254D69A4D
"HAVE A NICE DAYT!

> messMatrix := listToMatrix2(map(intToBits, convert(mess,bytes))):

> KeyExpanded := keyExpander(testKeyl):

> cipher := AddRoundKey(messMatrix, KeyExpanded, 0):

hexState := matrixToHex(cipher):

> forifrom1lto9do
cipher :=AddRoundKey(MixColumns(ShiftRows(SubBytes(cipher))),KeyExpanded,i);
hexState := matrixToHex(cipher);

end do:

> cipher := AddRoundKey(ShiftRows(SubBytes(cipher)),KeyExpanded,10):
cipherHex := matrixToHex(cipher):

Pacuem cnexkmpa

> s:=rand(1..155):



> m:=s();
m =93

> for i from 1 to 155 do kl[i]:=randKeyGenerator();od:
> #for i from 1 to 10 do K[i]:=convert(kl[i], decimal, binary);od;
> #map(bitTolntkl[i]):

Coo0menue u3 16 3HaKOB

> MESS,

"HAVE A NICE DAYT!

> testKeyl:=kl[m];

testkeyl :=["000111017 10100011} 11000000} "01110000} "00010101} 11011100}
"10101100%"110111017"101100107"01010010}' 11101100} "01110101} "110001107
"00000101''"10101100¢ 010011111

> map(bitTolnt,testKeyl);

[29, 163, 192, 112, 21, 220, 172, 221, 178, 82, 236, 117, 198, 5, 172, 79]

> cipherText := encryptAESascii(mess, testKeyl);

cipherText := "7DF6295E3FDB3B7350E44AAC9071C12

> for j from 1 to 32 do c[j]:= bitTolnt(hexTo8Bits(cipherText[j]));od:
> z:=seq(c[i],i=1..32);

z2:=7,13,15,6,2,9,5,14, 3,15,13,11, 3,11, 7, 3,5, 0, 14,4, 4, 10, 10, 12,9,0, 7,1, 12, 1,
2,9

> for i from 1 to 32 do bJ0,i-1]:=z[i]; od:

> for i from 1 to 32 do d[0,i-1]:=8; d[1,i-1]:=4; d[2,i-1]:=2; d[3,i-1]:=1; od:
> for j from 0 to 31 do
forifrom1to4do
b[i j]:=b[i-1,j]-d[i-1,];
if b[i,j]<0
then c[4*j+i]:=0; b[i,j]:=b[i-1,j]
else c[4*j+i]:=1
end if;
end do;
end do;
> seq(c[i],i=1..128);

01111101111101100016010010,1,0,1,1,1,1,0,0,0,1,1,1, 1,
1,1,11011011001,1101101110011010,10,0,0,0,1,1,
10010001001010101011001001000,00,11,1,0,0,
011100000100,101001



BBIBOJI

B nannoii naboparopHoil paboTe ObUIM W3Y4YE€HBI OCHOBHBIE CBOMCTBA anropuT™Ma HIM(ppoBaHus
AES.
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